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1 3AJIAHUE HA KYPCOBOM ITPOEKT
1.1 O6mas undopmanus

3ajmaHue Ha  KypcoBOM  mpoeKT mo  gucuuiuimHe — «OpraHuzanus
MH(OPMAITMOHHO-KOMITBIOTEPHBIX CHCTEM U ceTel» O0(popMIIsieTCs] B COOTBETCTBHUM C
tpeboBanusimu CTII BI'YUP 01-2017 u BxitoyaeT B ce0si 4eThIpe OCHOBHBIX pa3jiera,
OTIPENEISAIONUX COJEPKATEIbHYI0O YacThb pPAaOOThI: TeMa, HCXOJIHbIE JaHHBIE,
coliepKaHUE PACUETHO-TIOSACHUTENILHON 3alMCKM M MepedyeHb TpaduyecKkoro
Matepuana. Tpya1o€MKOCTb KypCOBOIO MPOEKTa COCTABIISIET OKOJI0 40 yacos.

TpaguionHo TeMa KypcoBOTO MpoekTa HasbiBaeTcs «KommbioTepHast ceTb
opranm3aliii ¢ HMHQOPMAIMOHHOW WHQPACTPYKTYpOi», TJA€ BMECTO CJIOBa
«opranuzanus» ¢urypupyer e€ HanMmeHoBanue. Hampumep, «KommbioTepHasi cetb
BI'VUP c¢ wundopmammonnoit wuHppacTtpykrypoit». Ilpumep Onanka 3amaHus
MPEJICTABJICH HA PUCYHKE 1.

" Yupexaenue 06pasoeanna 4.Copepxanie pacuETHO-NOACHUTENLHOA JANHCKH
EENOPYCCKAM FOCYOAPCT BEHHbIM YHUBEPCHTET MHOOPMATMKM 1 PAIMOSNEKTPOHNKN TuTynuHsi UeT. 3anakme. Conepxanve. Beegenve. (5 cTp )
DaKyILTET KOMNLIOT EPHOTD NPORKT HPOBAHHA 4,1 AHANW3 UCKOAHLIX ABHHEX ANA NPOBKTWPOBAHMUA CSTH. (MOXHO Ka ockose Pl 50-
Kaeapa X cueren 34.698-90, He Gonee 4 CTp., GONLILAA BAPUATUBHOCTE)

4.2 Buiop M 0BOCHOBaHMe CTPYKTYDE! (TONONOMMH) KOMNLIOTEDHOH CeTw. (He Gonee 2
CTP., CPRANAR BADHATUEHOCTS)

<YTBEPKOAIO! 43 BuiSop AKTUBHOTO (ve Gonee
KAGELIPA NIPOEKTUPOBAHWA 3ageaylowpmit kad eapoit 5 CTp., CPEAHRR BAPHATHBHOCTS)
5 4. i . -
oo i o BBXopuuo 4. Apecauus 1 MapLPYTHIALMA B NPOEKTUDYEMOIt CeTH. (Me Gonee 3 CTp., Manas sa
pHaTHBHOCTE)
L . NN 4 4.5. Pacu&T 0CHOBHbIX UMCNOBbIX XaPaKTePYCTIK NPOEKTUPYENO CETH (PACUET NPOMyCK-
HO# CNOCOBHOCTH CeTH, NMOPTOBOR EMKOCTH, NOTPEBNAEMOI MOWHOCTI U AP.). (He Gonee 3 cTp
Manas BapHaTUBHOCTE)
SAOQAHUE 486, no i " ceT: cnicku
N0 KYPCOBOMY NPOEKTUPOBAHNIO KOWTpONA AocTyna naponami, " g
«OpraH3aLMA MHOPMALIOHHO- KOMNIOTEPHBIX CUCTEM 1 CeTeitn HOE NTaNWe. PEEPBIPOBAHE KaHANOB ¥ AP. (GONbLIAA BAPHATHBHOCTS)
47 ceTH, (cpeanas )
Ci ny sepo-
Daumunus, ws, oryectso MOCTL 20Ky MeNTOR).
Tpynna
Py 5. Nepeyens rpaduueckoro Marepuana
1. Tema npoekra: KownsioTepHan et Oprannzaum « 5.1. Crema : (1 nmer
opmata A3)
5.2 CTPyKTYpHas CXEMa KOMNLIOTEPHOI ceTh (1 NHCT hopmat A2)
2. Cpow# CAQ4M CTYAEHTOM 3akoHweHHOTO npoewra: 01.12.2017 r. - 10.12.2017 1 5.3. GYNKLIOHANLHAA CXEMA KOMNLIOTEPHOR CETH (1 NHCT hophaTa A2).
5.4. Cxema MOHTaxa A ceTH i (1 nuer drop-
3. McxoaHbIe AaHHBIE K NPOEKTY: MaT A2)
3.1, Cxembl 38aHHA M(41H) NOM eLIEH AR, 3aHUM aBMLIE 0pranKsa e (sxiBpaTs camocTo- 5.5, Cxema nogniouermii (1 nnakaT dropuiara A2).
ATensHo)
3.2. Undpop o CTpyKTYPa (He Mewee B oTaence), 6. KOHCYNLTaHT NO NPOeKTY. Leiaepos Earexuit Huxonaesn

pr
NAGHAPYEMOE KoNHIECTED paBowix MECT (He Mewee 50) i o eI X YeTpoAcTe (ve menee 15) &
110APaSAENEHHSX, TP eBYIOLIHX PECYPCOE KOMMLHIT EPHO CeT i

3.3. MepeysHs yUMTLIEASMEI MHD OPMALMOHHEIX PECYPCOB 1 CHCTEM OpraHuaaLun (He

7. Dava binaum 3ananus: 10.09.2017

wmenee B) 8. Kanennapubif rpadyuk padoThi Haj NPOEKTOM Ha Beck NEPHOA NPOGKTHPOBAHMA:
3.4, OrcaHvS BHEWHAX CoToR 8PS\ ASHHLIX, B TN Wicha OBLISTO HoAES0BAHN, Ne | auenosarme aTanos kypcosoro npoexra | CPOKBBIMOMHEHAR |
B3 aMHOA8HCTB YIOLLYLX & NPOBKTHPYE MO CeTblo L) aranos npoexra
o suGopy cetesoro ofiop (Bpare oGopy- 1. [ 11 onpouermosra (m 41..43,5.1) 20%
aosanme He Gosee 2 npoussouTenel)
35 Tosbosanin <03 opunemo roscwrenennisanuconcormacen OTNEP 012013 27 |2 orgoiNTo (W A4S EZI60) p—
Py Kk ana
noAcHuTeRbHOR Sanici — Microsot Word (LibreOffice), AnA pacuéra aapecHoro npocTpat: P T —" oy
cTBa ~ Microsoft Excel, 418 00pune A rpa nieckix A0kymeHTos — Microsoft Visio, Ana mo-
AeAMPOBaHMA CpoeKTU 0BaHHOR CeTn — Packet Tracer (GNS3) Caava va npoBepKy W saupTa = :
4. A0 10.122017 100%
3.8, Viexonele AaHHuie N 3.1 — 3.5 6bI6UpAIOTA WAIHEWAYANEHO CTYASHTOM B MpoLecce xypeoBoro npoexta
npoeKTMpOBaHMA
39, TpefoeaHmA K CAABAEMLIM MATEPHANM: NDACHHTENLHAR 3anHCKA 40 20 CTp; Ma- PyrosoauTenL
B UNeCKII MATEPHaA COrACHD N 5; G aiN MOREAMPOBAHA CROSKTHp oBAHHO CTh
3.9. Opyrve B Npoyecce 3agamue NPuHAN &

Pucynok 1 — biiank 3amanus Ha KypcoBo# mpoekT nno aucuurmuimmae OMKCuC
1.2 UcxoaHble JaHHBbIE K KYPCOBOMY MPOEKTY

HcxonHbie TaHHBIE K KYPCOBOMY MPOEKTY OMPEACIISIOT CICIYIONINE aCIEeKThI:

1 Cxema 3n1aHuii U(WJIK) MOMeEIEHNH, 3aHUMAaeMbIX opraHu3amnueid. Cxema
MOKET BBIOMpATHCSA MO0 HAa OCHOBAHHWH PEAbHBIX JAHHBIX 00 OpraHu3aIiuu, J1u00
ciydaiiHbIM oOpa3zoM. Ha cxeme HOMKHBI OBITH yKa3aHbl pa3Mepbl MOMEIICHHM.
Pexomenmyercs st GOKyCUpOBKH paOOTHI MPU BHIOOPE CXEMBI JENaTh aKIEHT Ha
OJIHY U3 CIEAYIOUIMX OCOOEHHOCTEH MPOEKTa:

— KaOeNbHYI0 CHCTEeMY MAarucTpaJbHON 30HBI (HECKOJBKO OJHO- WJIH
JTBYXKOMHATHBIX OTJICJIBLHO CTOSIIUX 3MaHUH — (PHIIMAIOB OpraHU3aIlin);



— KaOeIbHYI0 CUCTEMY 3/1aHUs (OJJMH WJIH IBA CXOXKHX 3Ta)a 3/1aHuU s, UMEIOIINX
MHO>KECTBO ITOMEIICHUN );

— OecrnpoBOIHYIO CeTh (OJWH WM JBa CXOXHUX dTaxa 3JaHus, WMEIOUTUX
Oospimoe o0IIee HepasAeéHHOE MPOCTPAHCTBO: XOJUIBI, TEPErOBOPHBIE KaOw-
HETHI U T. II.).

OrpaHuyeHust Ha CXeMy 3/1aHUi U(UITH) TOMEIEHUN:

— 001mas MmIoIma b IIOMEIIEHUH COCTaBIsAeT He MeHee 350 M?;

— o011ee KOJMYECTBO MOMEIIEHHH, 3a/1eliCTBOBAHHBIX B KOMIBIOTEPHOU CETH,
He meHee 10 mrT.

2 MHWudopmanuss 00 opraHuzanmu, BKIIOYAIONIas OPraHU3AIMOHHYIO
CTPYKTYpy (HE MEHEe CEeMH OT/ENIOB), TUIAHUPYEMOE KOJIUYECTBO pabOYMX MECT
(pexomenpayetcst He MeHee 50) U 0(PUCHBIX yCTPOMCTB (peKOMEHIyeTcs He MeHee 15),
TpeOYIOMIMX MOIKIIOYEHHUS K KOMIBIOTEPHOH CETH.

3 IlepeyeHb mNpoeKTHPYeMbIX HH(OPMAIMOHHBLIX PECYPCOB U CHCTEM
opraHu3anmMu (peKoMeHayeTcsi He MeHee BOChbMH). YacTo B KauecTBE OCHOBHBIX
MH(DOPMAIIMOHHBIX PECYpCOB BBHIOMPAIOT CEpPBEP JIaHHBIX, BEO-CEpBEp, MOUYTOBBIM
CepBep U MOJKIIYEHUE K TI100alIbHON ceTH. B KauecTBe JOMOTHUTEIBHBIX PECYPCOB —
CEepBEpHI JUIEH3UM, (HaiiyIOBbIE XPAHWIMIIA JaHHBIX (B TOM YHCJIE CUCTEM KOHTPOJIS
BEpCHil), cepBepbl PE3EpBHOIO KONMUPOBaHUS, BUAeocepBepbl, cepBepbl it 110
OyxranTepuu U OTeNna KaJapoB, GepMbl BUPTYAIbHBIX MAIIMH U MHOTHE IPYTHE.

4 OnucaHue BHEHIHUX ceTeil mepenaun JaHHbIX. Kak mpaBmiio, 3TOT MyHKT
Mpe/CTaBICH CTaHIApPTOM ceTu (AJiA ompeneneHus HHTepdeica MOAKIIOUEHUs U
JOMYCTUMOM TPOMYCKHOM CIOCOOHOCTH) W BBIICJICHHBIM CETEBBIM aapecoM (st
HacTpoiiku B [1O B 1eisix MoJieTupoBaHust CETei ).

5 PekomeHJanium 1o BbIOOPY NPOU3BOIUTEJISI CeTeBOro 00opyaoBanus. J{is
aJlanTaluyd KypCcOBOTO TIPOEKTa K PBIHKY CTpaHbl BHIOOP OCYIIECTBISIETCS W3
CIIEAYIOIINX BEHIOPOB ceTeBoro obopymosanus: D-Link, Huawei, Cisco, MikroTik,
Juniper u ap., pexxe — TP-Link, ZTE, Zyxel u ap. DTOT MyHKT MOXET UCIOJIB30BATHCS
MIpErno/iaBaTesieM Kak JOMOJHUTEIbHBIN IS YCIOKHEHUSI KYPCOBOTO MPOEKTA.

6 PexoMeHJalUM K MCIOJb3yeMOMY NPOrpaMMHOMY obOecneyeHuro. [[is
o(hopMIICHHS TIOSICHUTENBLHOM 3anucku ucnonbdyercs Microsoft Word (anbrepHaTtuBbl —
LibreOffice Writer, Google Documents), a1 nmxeHepHbIx pacuéroB — Microsoft Excel
(anmprepHatuBbl — LibreOffice Calc, Google Sheets), nns odopmienus rpaduueckux
nokymenToB — Microsoft Visio (ampTepHaTtuBbl — Dia 1 MHOXKECTBO BEO-CEPBUCOB TSI
CO3MaHHs CXeM M auarpamm), s moxaenupoBanus cetm — Cisco Packet Tracer
(ampTepratuBbl — GNS3 W MHOXXECTBO APYTHIX MPUIOKEHWHA IS MOACITUPOBAHUS
cetr). CTOUT OTMETHTh, YTO HAWOOJBIIYIO CIOKHOCTH JUISI MOJAETUPOBAHHUS CETH
npencraisier mouck 1O, KOTOpoe B OCHOBHOM TMOCTaBIISIETCSl TONBKO Ha TUIATHOU
ocHoBe. OTHAKO B paMKaxX KypCcOBOTO IMPOEKTa Ha MOJECIIMPOBAHNUE CETH OTBOJIUTCS HE
6osee 10 yacoB, 4TO MO3BOJISIET UCHIOIB30BATh MOYTH JIFOOYIO MPOTPaMMy B TEUECHHE
MPOOHOTO OECTUIATHOTO MEPHO/IA.

7 TpeGoBaHMsl K MpeNOCTABJsieMbIM MaTepHaJIaM MO MTOraM KYpPCOBOIO
npoexktTupoBanusi. OObBIYHO 3TO TpadUUYECKUil MaTepuas, MOSCHUTENbHAs 3aliCcKa



06béMoM 110 25 ctpanun (odopmnennas cormacHo CTII BI'VUP 01-2017) u daiin
MOJICJIMPOBAHUS CITPOEKTUPOBAHHOM CETH.

[Iporiecc  gopmMupOBaHUS  WHAMBUAYAJIbHOTO  3aJaHUS  ONpEEIIseTCs
pYKOBOIUTENIEM (KOHCYJIBTAaHTOM) MpOeKTa. Vcronp3yercs Clelyromuil alropuTM.
Ha nepBoM npakTU4ecKOM 3aHATUH MO IUCIHILIMHE CTyAEHTaM BhIIAETcs 3a/1a4a 1Mo
TIOMCKY TUIaHAa 3JIaHKs M(WJIN) TIOMEUICHUH (yIOBIETBOPSIONIECTO YCIOBHUIM ITyHKTA 1)
U CaMOCTOSITENFHON pa3pabOTKH OpPraHU3allMOHHON CTPYKTYphI MPEeanpusTHs (1o
NYHKTY 2), a Takxke nHpopMaMoHHOW wH(pacTpykTyphl (10 myHKTY 3). CTyneHT
pacreuaThiBaeT pa3pabOTaHHYIO CTPYKTYpYy M COTJIACOBBIBACT C MPEMOJaBaTENIEM.
ITOT JHUCT NPUJIAraeTcs K 3aJJaHHI0 110 KYPpCOBOMY NIPOEKTHPOBAHUIO B KaYeCTBe
00513aTEJIbHOT0 NMPUJIO:KeHUsl. Takoll anropuT™M B HEKOTOPOM pOJI€ MOTHUBHUPYET
CTYJEHTA, TaK KaK OH caM MPUHUMAET y4acTue B ((OPMUPOBAHUU 3a]IaHUSI.

Npunoxenue
loBasameneHoe)
¥ 30d0Kuk Ho kypcoBod npoekm no ducuunauxe
] CuCmen u cemedl
cmydenma 2p. XXXHXK WBaroba MW

] a 5] 5] =] TH s a

Opzonusauuonhos cmpyxkmypa

- zeH. dupekmop, cekpemape — 2 PM + & ycmpodcmBa;

- ucnoak. dupekmop, cekpemaps - 2 PM + & ycmpodomfa;

- zn. Gyxzoamep, yxzanmepus - & BM + 2 ycmpodcmba;

- wa4. omdenn kadpo, omden kadpod - 3 PM + 2 yrmpodcmba;
- wpuduqeckud omdea - 2 PM + Tycmpodcmbo;

- omden chaBxenus - & PM « 1 ycmpolcmbo;

— omden npodax u padomel ¢ kauenmamu - 5 PM + 3 yempodcmfa;
- omden ACY - 3PM + 3 ycmpodcmBa;

- omden Mopkemunza - 3 PM + 2 ycmpoldcmba,

- omden paspadomxu - 15 PM + 3 ycmpoucmBa.

Mmozo - 68 nodinmyenud

PucyHok 2 — [IpunoxeHue K 3aJaHUI0 Ha TUTUIOMHBINA TPOEKT
1.3 Conep:kaHue pacyéTHO-NOSICHUTEIbHOM 3aMTUCKH

OcHOBHBIE pa3lielbl PACUETHO-TIOSICHUTENIBHOM 3alUCKU  (CoaepxaTenbHas
4acTh pa3/ieJIOB HOCUT PEKOMEHJATENbHBIA XapakTep M MOXET OBITh OIpejesicHa
npenojaBaTesieM UHAUBUIYIBHO JJIs CTYEHTA):

1 Turyabubiii Juct. Pedepar. 3aganne Ha KypcoBOil NMPOeKT (BKJIKYAS
npuwioxenne K 3axanuio). Coaep:xkanue. BBenenue.

Pexomenmyemsbrii o0muii 00EM TEKymMX pasznenoB — 6-7 crpanuil. Mamnas
BapUaTUBHOCTh MH(oOpManuu. BBenenue warie Bcero BKIIOYAET B ce0s ONMMCAHUE



3a/1a4, KOTOPbIE PEIIAIOTCS B KYPCOBOM IIPOEKTE, U OTBEYAET HA BOMPOC, YTO MOXKET
HAWTH YUTATENb B JAHHOM MPOEKTE.

2 AHAJIU3 UCXOHBIX JaHHBIX K KYPCOBOMY MPOEKTY.

Pexomenmyembiii 00bEM paznena — 3-4 crpaHuilbl. bosbiias BapuaTUBHOCTH
uHpopmaiuu. B gaHHOM pazjiesnie CTyJeHT BBIMOJIHSAET CIASAYIOIMNE BUIbI padoT:

— omnpezesieHne paboynx MECT CTPYKTYPHBIX MOAPA3ICICHUN OpraHu3ally B
MOMEIICHUIX 00bEKTa C YYETOM HOPM Ha MUHUMAJIBHYIO TUIOLIAAb pad0Yero MecTa;

— omnpeneseHue U OOOCHOBAHHME MECT pPa3MELIEHUs KOMMYHHKAIMOHHBIX
mKagoB;

— ompeneneHne U OOOCHOBAaHME HA3HAYEHUs, pa3MEIIeHUs H Ccrocoba
peanu3anuy HHHOPMAIMOHHBIX PECYPCOB OpraHU3aINY;

— pacuét He0OXOMMMON TTOPTOBOI EMKOCTH KOMITBIOTEPHOM CETH.

Pexomenayemas hopma nmpecTaBieHus KI0UeBOil MHpOpMaIiu B pa3zene:

— n3o0pakeHue IIaHa 00beKTa ¢ yKazaHueM pabouux MecT (M MX HOMEpOB), a
TaK)K€ MECT pa3MelleHMs Ka(oB, cepBepoB, 0(PUCHOT0 000PYJOBaHUS U AP.;

— Tabiuma  UMH(QOPMAIMOHHBIX  PECypCOB,  COJEpKailias  CTOJOIIBI:
«HaumenoBanue pecypca», «Haznauenuey», «Crnocob peanuzanumny, «lcnonbzyemoe
I1O».

3 Bbi0op 1 000cHOBaHNE CTPYKTYPbI KOMIILIOTEPHOM CETH.

Pexomennyemblii 00bEM paznena — 2 crpaHullbl. bonblnas BapuaTHBHOCTH
nHpopmanuu. B 1aHHOM pasziene CTyIeHT BBIIOJHAET 0 CIEAYIOLIUE BUIbI padoT:

— TIPOEKTUPOBAHUE TOMOJOTMH M BBIOOP HCIOJIB3YEMBIX CTaHAAPTOB
KOMITBIOTEPHOM CETU C YUETOM CTPYKTYPHBIX MOIPAa3ACICHUI OpraHU3alnu;

— 00OCHOBaHHME CErMEHTalMd C WCIOJb30BAHUEM BHUPTYaIbHBIX CETEH
OpraHu3alMH.

Pekomennyemas popma npesicraBieHrs KIFOUEBOW HHPOpMaLUU B pa3Jiese:

— n300pakeHUE TOMOJIOTMM O0OBEeKTa ¢ YKa3aHHEeM CTPYKTYPHBIX
noJipa3/iesieHui, KOHEUHBIX CeTel U aKTUBHOT'O CETEBOT0 00OPYA0BaHUS;

— Ta0auIa BUPTYAIbHBIX CETEH ¢ YKa3aHUEM OTHOCSIIUXCS K HUM pabOouynuXx MECT
U CTPYKTYPHBIX MOAPA3AECICHUN.

4 Bpiloop u 000CHOBaHHME AKTHBHOIO M MACCHBHOIO CETEBOIO
00opy10BaHMSI.

Pexomennyembiii 00bEM paszmena — He Oonee S5 crpanun. Cpemsss
BApUATUBHOCTh HMH(popManmu. PekoMeHnayemas (opmMa MpeacTaBiIeHUs KIHOYEBOM
uH(popManuu B pazzene:

— TabNuIla aKTUBHOTO CETEBOro0 OOOPY/IOBaHUSI C yKa3aHUEM OOO3HA4YCHUS
000pynoBaHus (COrIACHO CTPYKTYPHOM CXeMe), KOJIMYECTBa, MOJIeiel 000py10BaHuUsl,
OCHOBHBIX XapaKTEpUCTUK (IO KOTOpPbIM OblIa BhIOpaHA MMEHHO 3Ta MOJIETb),
JOTIOJTHUTENbHBIX XapaKTEPUCTUK U €T0 U300paXKEHUS;

— TabJMI1a TaCCUBHOTO CETEBOT0 000PYA0BaHUS C YKa3aHHEM KOMIIOHEHTOB, UX
Ha3HAYEHU s, KOJINYECTBA U XapAKTEPUCTHUK.

S Anpecanusi M MAPHIPYTHU3ALMS B POEKTUPYEMOI CETH.

Pexomennyemsbiii 00béM pazmena — 3 crpanunibl. CpenHsis BapUaTUBHOCTH
uHpopmaruu. PekoMeHnayemasi ¢opma mpeacTaBiIeHUs KIIOUeBOW HMH(OpMaIuud B

8



paszzmene: Tabimuua ajpecald C YKa3aHHMEM Ha3BaHW BUPTYaJbHBIX CETEH, HX
aJIpECHBIX MYJIOB, IUIKO30B, IIMPOKOBELIATENbHBIX, TPYIIIOBBIX, 3apE3E€PBUPOBAHHBIX,
BBIJIAHHBIX U CBOOOTHBIX aJIpeCcOB U T. Il. OCHOBHBIE MapIIPYThI, UCIIOJIb3YEMbBIE B CETH,
TaK)K€ PEKOMEH/TyeTCs MPEACTABIATh B TAOJIMYHOM BUJIE. JlaHHBIN pa3fen oTBe4aeT Ha
BOIPOC, KaK BBIMOJIHACTCS apecalys 1 MaplIpyTHU3aus B JJI0OOM CETMEHTE CETH.

6 PacuéT XxapakTepuCTHK NMPOEKTUPYEMOIi CETH.

PexomenmyeMbiii 00bEM pazzena — 2 cTpaHuibl. Manas BapuaTHUBHOCTH
uHdopmaruu. PexoMeHayembie pacd€Thl, KOTOPhIE MOTYT OBITh BBIIOJTHEHBI B
KYpPCOBOM ITPOEKTE:

— OIIEHKa MPOIYCKHOW CIOCOOHOCTHU ceTH (MaplIpyTa);

— OIIEHKA MOPTOBOM EMKOCTH CETHU (CErMEHTA);

— pacy€T NoTpedIIsIEMO MOLTHOCTH AKTUBHBIM 000pYAOBaHUEM;

— pacuéT BpeMeHU ABOWHOT0 000pOTa CHTHAJa U JIp.

ABTOpOM OOBIYHO oOmpenenéH pacy€éT NPOIMYCKHON CIIOCOOHOCTH CaMOTO
JUITMHHOTO MapIlpyTa CeTH U pacdy€T MOIIHOCTH, moTpedisemMoi cuctemoi. [Ipumep
pacy€ToB NMPUBENIEH B COOTBETCTBYIOIINX pa3jiesiaX mocoous.

7 ObecnieyeHHe OTKA30yCTOHYHUBOCTH U 0€30MIACHOCTH CETH.

Pexomennmyemblit 00béM paznena — 3 crpaHullbl. bonblinas BapuaTUBHOCTH
uHdopmaiuu. B 1aHHOM pazjene CTy/IeHTOM OIMMCHIBAIOTCS MEPOMPUATHUS, KOTOPBIC
HEOOXOMMO peajnu30BaTh JIJIsi 00eCIeueHUs] OTKa30yCTOMYMBOCTH U OE30MaCHOCTH.
DTU MEpPONPUATUSI MOTYT BKJIIOYATh B CEOsl OMUCAHHUE CIMCKOB KOHTPOJISI JOCTYTMa,
HAaCTpOWkK OpaHIMay>poB, TOJUTUKWA YIOPABICHUS MapOJsIMHU, TMOIXOIbI K
MOHUTOPUHTY Y  aJIMUHUCTPUPOBAHUIO CETH (BKJIOYAas COOTBETCTBYIOIIUE
MPOTOKOJIBbI), OPTraHU3alMI0 CUCTEMbl OecrepeOOMHOro MNHUTaHUS, OIUCAHUE
pe3epBUpPOBaHUS KaHAJIOB U Jp. JlaHHBIN pa3nen sBiseTcs HauboJiee TBOPUYECKUM B
KYpPCOBOM ITPOEKTE.

8 MoaesiupoBaHne KOMIbIOTEPHO ceTH.

Pexomenmyembrit 00bEM pazgena — 2 crpaHullbl. Manas BapuaTUBHOCTH
uHdopmaruu. B qaHHOM pasnene A0KHO CONePKATHCS:

— KpaTKOE€ OMNHUCAaHHWE MPOrPAMMHOIO CpEICTBAa JJISI MOJCIMPOBAHUS
CIIPOCKTUPOBAHHOM CETH;

— U300paKeHHE OKHA MPOTPAMMHOIO CPEACTBA C pa3pabOTaHHOM TOMOIOTueH
(Bkirouass Tpaduueckre W TEKCTOBBIE TIOMETKM CTYACHTA, MOSCHSIONINE OTY
TOIOJIOTHIO);

— TIepeYeHb TEXHOJOTUUA U TMPOTOKOJIOB, KOTOpPbIE ObUIM pEajM30BaHbI MPU
MOJICTUPOBAHUY CETU U KOTOPhIE OBLIN yIPa3IHEHBL;

— UYHCIICHHBIC PE3yJbTaThl MOJEIUPOBAHUSA (BPEMEHHBIC XapaKTEPUCTUKHU
OT/ICJIbHBIX CErMEHTOB, 3HAYEHUsI MPOMYCKHOW CIOCOOHOCTHU, TpaduKU HArpy3Ku
CETEBbIX KaHAJIOB U Jp.).

JlanHblid pazgen sBAsSETCSs B OOJBIIEH CTETEHH, YeM JpYTrue, MPaKTHUKO-
HaIpPaBJICHHBIM.

9 3akiouenue. CIUCOK MCNOJIb3yeMbIX HCTOYHUKOB.

Pexomennmyemsbrit 00E€M pasznena — 2-3 crpanuiisl. CpenHssi BapUaTUBHOCTh
uHbopMaIuu. 3aKII0YCHUE Yallle BCEro BKIIOYAET B ce0s ONMMCAHUE BBHIMOTHEHHBIX B
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KYpPCOBOM TIPOEKTE 3a/ad, a TAaKKe€ OTBEYaeT Ha BOIPOC, KAKOW ATam MPOEKTa ObLT
CaMbIM CJIOKHBIM JJIsl IOHUMaHMUS, TPYTOEMKHUM U T. II.

10 Ipunoxenusi. BexoMmocTh 10KYMEHTOB.

[IpunoxkeHus: K TOSCHUTEIHHOM 3allMCKe He orpaHuyeHbl oO0béMoM. B HuUX
MOTYT OBITh BBIHECEHBI BCIIOMOTATEJIbHbIE TaOJUIIBI, PacuéThl M H300paKEeHMUs,
KOTOpBIE 10 O0BEMY HE BKIIIOYEHBI B OCHOBHYIO YacTh 3amuCKH. PexoMeHmyercs
OPUBECTH B MNPUIOKCHHUSAX JIMCTHHTH FUNtiMe-HacTpOoeK aKTHBHOIO CETEBOTO
000py10BaHUsI C KOMMEHTAPHUSIMM.

1.4 Tlepevyens rpaguyeckoro Mmarepuajia

[lepeuens rpaduveckoro MaTepuasna BKIOYAET B ce0sl CIEAYIONIUE TTO3HUIINU:

1 CrtpykrypHas cxema komnbloTepHoii cetu (1 muct Qopmara A2).
Ha3znauenme »5Toil cxeMbl — JaThb oOINee MPEACTaBICHHE O TOIMOJOTHU
CIOPOECKTUPOBAHHOM CETH C YYETOM (POPMHUPOBAHUSA aAJPECHOTO MPOCTPAHCTBA,
HCIOJIb3YEMOr0 aKTUBHOTO 000PYAOBaHUA, a TAK)KE O CTaHIapTax ceTei.

2 CxeMa MOHTa’ka KOMIILIOTEPHOH CeTHM M pa3MelleHMs 000pyI0BaHHUS
(1 mmm 2 nmucra popmarta A2). HazHaueHue 3Toil CXeMbl — JaTh MPEJCTaBICHUE O
TEPPUTOPUATBHOM pPAa3MEIIEHUH KOMIIOHEHTOB CETH Ha OOBEKTE, IPOBEPUTH
ontuMaibHOCTh NpoektupoBanuss CKC, ouenuth anuHy KaOeldbHBIX Tpacc U
KOJIMYECTBO JIPYroro NacCUBHOIO 00OPYJOBaHMs, pauyChl AEUCTBUS O€CIIPOBOAHBIX
TOYEK JOCTyNa U Jp.

3 Cxema KOMMYHHUKAIMOHHBIX 1IKadoB (1 mucT popmara A2). Haznauenue »toii
CXEMbI — J1aTh BU3YaJIbHOE IMPEJCTABICHUE O Pa3MELEHUH aKTUBHOIO OOOPYAOBaHHUS B
KOMMYHHKAIIMOHHBIX IIKagax, TOUKax BBOJA B IKa(bl, MAPKUPOBKE U JP.

4 Cxema undopmanuoHubix pecypcoB (1 muct dpopmara A3). Haznauenue
ATOM CXeMbI — U300pa3uTh HHPOPMALIMOHHOE B3aUMOIEUCTBUE MEKY CTPYKTYPHBIMU
MOAPA3ICNECHUIMA M HMHPOPMALMOHHBIMU pPECypcaMy OpraHu3alid, METOIbI
KOHTPOJIS 10CTyNa U HHPOPMAIIMOHHON 0€301MaCHOCTH pecypcoB, 6a30BbI€ HACTPOUKH
IPOrpaMMHOTr0 OOecreueHusl.

bonee mogpob6HO mpaBuia odopmiieHHs — rpadUUYEcKOTO  MaTepuana
IPEJICTaBICHBI B COOTBETCTBYIOIUX pa3/iesiax nocoOusl.
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2 PEKOMEHJJOBAHHBIN MOPSJIOK BBITIOJTHEHUSA
KYPCOBOI'O ITPOEKTA U ET'O 3ALIINUTA

JIaHHBIA TPAKTUKO-OPUEHTHPOBAHHBIM KYpPCOBOW NPOEKT MPEANOIaract
CTaHJIapTHBIN MOPSAOK BHIITOJIHEHUS: CHAYAJIa ONMUCAHUE TPAKTUYECKON YaCTU B BUIE
MOSICHUTENIBHOW 3aIllMCKHU, 3aTE€M BBIMOJHIETCS MOAEIUPOBAHUE CETU C IMOMOIIBIO
CHENUAIN3UPOBAHHOTO IPOrPAMMHOTO 00ECIIeYEHUSI.

JIisi mociieoBaTeIbHOTO BBIMIOJIHEHHUST PabOThl TMpeJiaraeTcs ClexIyronui
JIITOPUTM, MIPEACTABICHHBIA HA PUCYHKE 3.

I Hawanao 1
]

Naanupobanue unppacmpykmupss | _: Nodzomofxa paadesa “Awoaus ucxodrsx §

opaaHuzayuy (=3 4 ~ 71 donmwx dan wyptodiozo npoekma” (=2 4] !

Npaekmupobakue duzuvsckod
monoaazuu cemu (=2 4)

[

I

X I Nodzomebsa pasdese "Bubopu
m H f

MNpoexkmupoBaxue nozuqeckol L __ oBocHoBaKUE CRpYKTYPY

monono2uy cemy (=2 ) | wosnsmmepsol cemu” (=2 )

4

|
I Modzomobixa paadesa "Bubop u
Budop u ofiocuobanue cemeBozo I — = < ofiockobosue cemubsozo u nocculineeo

oBopydobarus (=3 4] : cemeBozo oBopydoBanua” (=2 4)

»

fmmm———————————————
1 Modzomebia pasdera “Adpecauwn !

Ofocwobaxue adpecauuy u | __ 1 unopepymuiauun B ngotsmupyensd :
mapwpymuaayuu B cemu (=2 4] eamy® (=2 u) |

__________________ .
- MedzomoBxa pesdench

“ModenupoBanue KomMhemmEpHEU Cemu”,
| " DBecneqtrue omeasoycmotubocsu u
: Seonoenoomy cemy” [£3 y)

Modeaupobarue cemu (=8 4] F——-

L 5

|
MNodzomoBra 2paduyeckazo ModzomoBin ocmofwuscs pasdessd |
mamepuana (=8« i noacHumensod sanuoy (=1 4] :

L

({ Koney )

Pucynok 3 — AITOpUTM BBINOJHEHUSI KYPCOBOM pabOThI

[IpumepHoe BpeMsi, 3aTpauyMBa€MO€ Ha BBINIOJHEHUE JTAloOB KypCOBOTO
MPOEKTa, yKa3aHO B CKOOKaxX. DTarmbl, Ha KOTOPBIX MOKHO YMEHBIIIUTH 3aTPaunBaeMoe
BpeMs, — IMPOCKTHPOBaHUE (HU3NYSCKOM M JIOTMYECKOM TOIOJIOTHH, a TakKe
000CHOBaHUE aJpecaliii U MapIIPyTU3AIUHU. JTallbl, BBIMOJTHEHUE KOTOPHIX MOXKET
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MPEBLICUTh YKa3aHHOE B CKOOKaxX BpeMsi, — MOJEIMPOBAHUE CETU W TOATOTOBKA
rpadguyeckoro Marepuana. Bpems BbINIOJHEHHS 3THX 3TAllOB YKa3aHO C YY4ETOM TOrO,
YTO CTYJEHT pa3OupaeTcs B IPOrpaMMHOM 00€CTIEUeHUH, C TOMOIIIbIO KOTOPOT'O OH UX
BBITTOJIHSIET.

3ammTa KypcOBOTO MPOEKTa MPEANOJaracT MNpPeICTaBICHUE KOMHUCCUHU
MOSICHUTENIBHOW 3amluCcKy, Tpaduueckoro marepuana u pabOTOCIOCOOHONW MOMAENH
CETU KaK MPAKTUKO-OPUEHTUPOBAHHOIO PE3YJIbTATa BBINOJHEHUS. CTOUT OTMETHUTB,
YTO MOJEIb CETH JOJDKHA IOJHOCTBIO PEATN30BBIBATH JIOTUYECKYHO TOIIOJIOTHIO,
agpecanyio (B TOM 4YHCIE€ U JUHAMHYECKYI0) W MAapIIPYTHU3aLMIO, YaCTUYHO
peann30BbIBaTh HMH(POPMANMOHHYI0 HMHPPACTPYKTYPY U METOABI 3allWTHl B
CIIPOCKTUPOBAHHOM CETH.



3 UTHOOPMAIIMOHHASA UHOPACTPYKTYPA OPTAHU3AIINU
3.1 Opranu3anusi KOPNOPAaTUBHBIX CEPBUCOB

KineHnTt-cepBepHasi cucremMa — porpaMMHasi WIK aniapaTHO-NPOrpaMMHast
CUCTEMA, B KOTOPOH HECKOJIBKO MPOTPAaMMHBIX CPEACTB HUMEIOT Pa3JIMYHbIE POJIU
(vamie Bcero posib IMOCTABIIMKA HMH(GOPMALMOHHBIX YCIYyr — CEpBEpa — U pOJib
NOTPEOUTENS YCIyT — KJIMEHTa) U B3aUMOJICUCTBYIOT JIPYT € JPYTrOM IMOCPEIACTBOM
KOMIIBIOTEPHOM CETH.

Be0-cucrema (BeO-cepBHC) — KIMEHT-CEpBEpHAsi CUCTEMa, B KOTOPOH B
KaueCcTBE KJIIMEHTa BhICTyNaeT BeO-0paysep.

Yaiie Bcero B Ka4eCTBE KOPIOPATUBHBIX BBICTYNAIOT CIAEAYIOIINE CEPBUCHI:

1 Bed-caiiT u qpyrue Be4-cucTeMsbl ynpapieHusi ousHec-nponeccamu (CRM,
CHUCTEMBI YIPaBJICHUSA MNPOEKTaMH, JOKYMEHTOOOOpOTOM M Ipod.). OpraHuzanus
IPOCTOr0 JIOKAJIBHO pPa3MENIaeMOro BeO-caliTa MOXKET OBITh peaau3oBaHa C
MCTIOJIb30BAHUEM OJTHOTO CepBepa (PUCYHOK 4).

Physical/Logical Server

‘ S NIC
Database Web-service 4(

Programming Platform
and Frameworks

Pucynok 4 — Peanuzanus BeO-CUCTEMBI C UCITOJIB30BAHUEM OJHOTO CEpBEpa

[Ipu Takoil peanuszanuu BeO-caiiTa HET pa3AelICHUs] MEXKIY JaHHBIMH (Oa3zoi
JAHHBIX ) U UX MPEACTABICHUEM KIUEHTY (JIOTHYECKUM BeO-cepBepoMm). B cBsizu ¢ aTiM
M0 COOOPAKEHUSIM OTKA30yCTOMUYMBOCTU 0a3y JAHHBIX YacTO MEPEHOCST Ha JIPYTroi
cepBep (pucyHok 5). Takoe pazneneHue Mo3BOISET XpPaHUTh BCE JIaHHBIC HA OJHOM
cepBepe, a JOCTYI K HUM OCYIIECTBIISATh C HECKOJIBKHX BEO-CEPBUCOB:

Web-server

NIC NIC
Programming Platform .
and Frameworks Web-service .

Database Server

Database 1

NIC

Web-server

<
Database N

NIC

NIC
Programming Platform | | .
and Frameworks Web-service .

Pucynox 5 — Peanuzanusi HECKOJIBKUX BEO-CUCTEM C OTAEIICHUEM CJI0SI TAHHBIX
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[Tpu OonpmMX Harpy3kax Ha cCepBEp OH MaclITaOHMpYyeTCs M MCIOJb3YyeTcs
COBMECTHO C OallaHCHPOBIIMKOM Harpy3ku. Pasmemienue 0a3 AaHHBIX Ha OJHOM
CepBeEpE TOXKE CHUKAET OTKA30yCTONYMBOCTh CUCTEMBI, IOATOMY YaCTO UCIIONIb3YIOTCS
pa3NuYHbIe BUJIbI peITUKalui nanHbiX. [IpuMep npuBenéH Ha pUCYHKE 6.

Database Replics Database Server Web-server 1

NIC

Programming Platform
and Frameworks

Database 1

—
Database 1 NIC

< 5

= Web-service

Server

Load

Web-server M Balancing

T
Database N

Programming Platform

I Web-service
and Frameworks

Pucynoxk 6 — Peanu3zaiiusi BBICOKOHArpy»eHHBIX BE0O-CUCTEM C Pe3epBUPOBAHUEM
CJI0S TAHHBIX

Bce mnepeuncneHHble  crocoObl  OpraHuM3alMi  BeO-CHCTEM  OINHMCaHbI
ITIOBEPXHOCTHO, TaK KakK L€Jb UX ONHCAaHUS — JAeMOHCTpanus. /(s peanuzannu gaxe
OJIHOTO KOPIIOPATUBHOI'O BEO-CEpBHCA MOXET ObITh 3a/I€HCTBOBAHO OT OJHOTO 0
JECITKOB (PM3MUYECKUX WIM BUPTYaAJIbHBIX CEPBEPOB, IO CXOKEMY MPUHLUITY MOTYT
ObITh  peanu30BaHbl W  KIHEHT-cepBepHble  cucteMbl  (1C,  cucrtemsl
BUJICO-KOH(pEpEH-CBI3M ©  1p.). OnucaHue peKkoOMEHAYEMOH apXUTEKTYpPbl
KOHKPETHBIX B€0-CHUCTEM JOJDKHO PaccMaTpHBAThCSA CTYACHTOM WHAMBUAYAJIbHO B
COOTBETCTBUM C PEKOMEHJALUAMH Pa3padOTUNKOB.

2 Cayx6a karamoroB (Directory Service) — mporpamMMHas cHCTEMa,
MO3BOJISIONIAsA [IEHTPATU30BAHHO XPAHUTh JaHHbIE 00 MH(OPMAIMOHHBIX 00BEKTaX
OpraHu3alliy, a TaK)K€ pPeaJTu30BbIBATh TPYNIOBbIE OJUTUKHA B UX OTHOIIEHUH. [Ton
MH(POPMALIMOHHBIMU ~ OOBEKTaMHU OpraHU3aldd [OHUMAIOT YYETHBIE 3alucu
M0JIb30BAaTENEH, XOCThI, cepBephl, 00mue pecypcsl u ap. Ilpumep ucnosb3oBaHus
CJIy>KObI KaTaJIOTOB — LIEHTPATU30BaHHAs aBTOPU3aLUs TI0JIb30BaTENEH.

Cnyxx0a KaTajqoroB — YaCTHBIM Cllydail KIIMEHT-CEpBEpPHOM cucTeMbl. [[s e
peanu3aiyy HeoOX0IMM BBIICJICHHBIN CepBep, HA3bIBAEMbIN KOHTPOJIJIEPOM, KOTOPHIi
XpaHUT BCIO HHpOpMaiuio. B cersax, ympaBiseMbix ciayx0amu katajgoros Active
Directory, ero Ha3eBatoT KoHTpoiuiepom nomeHa (Domain Controller). dns
o0ecreyeHus 0TKa30yCTOMYMBOCTH BCell MH(OPMAITMOHHOW HHPPACTPYKTYPHI B CETU
0043aTENBHO JOJIKEH OBITh MPEAYCMOTPEH PE3EPBHBIA KOHTPOJLIEP.

3 CepBuc A0CTaBKH NMPOrPAMMHOIO OKpPYKeHHMs (TepMUHAIBHBIA CepBep,
RDP (Remote Desktop Protocol)-cepsep). TepmunanbHas cucTeMa — YaCTHBIN ClTydai
KJIMEHT-CEPBEPHON CUCTEMBI, B KOTOPOW «TOHKHEY» KIIMEHTHI MOJIY4YaloT IPOrPaMMHOE
o0ecrieueHre OT TEpMHUHAJIbHOTO cepBepa. s e€ peanuzanmuu HeEoOX0IUM
BbIJICJICHHBIN CEpBEp C 0OeCeueHuEM OTKa30yCTOMYMBOCTH (pe3epBUPOBAHMS).

4 CepBuc paspemenust aomMeHHbIx uUMEH (DNS-cepeep (Domain Name
System)). JlokanbHbiii DNS-cepBep B OCHOBHOM HCHOJB3YETCS IS TOICPIKKH
CIIy>kObl KaTaJOroB M paspellaeT MMeHa BHYTPH JOMEHA, Yero HE MOTYT CHAeNaTh
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cepBepsl MpoBaijepa, He oOnamas wHPOPMANKEH O JIOKaTbHON HH(POPMAITMOHHON
uHppacTpykrype. B npyrux ciyqasx gokanbHbiii DNS-cepBep MOKeT eli€ BHITOIHSTh
U apyrue (QYHKIMH, Kak, Hampumep, KdmupoBaHue. [l obecrnieueHus
OTKa30yCTOMYMBOCTU CIY>KOBI B CETH BCerja JOJDKHA MOJJEPKUBATHCS pe3epBHAs
korust DNS-cepBepa.

5 CepBuc oomena ¢aiinoB (daiin-ceprep). Hambosee mpocTeiM croco6om
peanu3anuu cepBruca oomena daiinos sBiasiercs FTP-cepsep (File Transfer Protocol)
wm TFTP-cepBep ¢ aBTOpU3MPOBAaHHBIM JOCTYNOM K (aiimam u karajoram. s
oOecrneyeHns 0TKa30yCTOMYMBOCTU (ailsi-cepBepa BCerAa J0KHA MOAIEPKUBATHCS
ero pe3epBHasi KOMHsI.

6 CepBuc 3JIeKTPOHHOIl MOYTHI (TOYTOBBIN cepBep). [louToBwiii cepBep —
IporpaMMHasi CHCTEMa, UCIIOJIb3yeMasi B LIEJSAX Mepeadn ANEKTPOHHBIX COOOIIEHUN
MEXay MoJb3oBaTeaMu. Jjis xpaHeHuss WHGOPMALKUU O COOOLICHHSIX IMOYTOBBIN
CepBep HUCHOJIB3YyeT 0a3y JNaHHBIX, MOITOMY €ro apXUTEKTypa BO MHOroM Oyner
HAMIOMUHATh apXUTEKTYpPY BeO-caiTa.

7 Ciryx0a MHOTOII0J1b30BATEJIbCKOM MeyaTH (mpuHT-cepBep). [Ipunt-cepsep
OOBIYHO HCIIOJIB3YETCS B HEOONBIIMX OpraHu3alusiX, IJI€ OTCYTCTBYIOT CIYXObI
karajoroB. lIpuHT-cepBep — 3TO MPOrpaMMHOE CPEACTBO (PUIUYECKOTO WU
BUPTYaJbHOIO  CEpBEpa, MO3BOJSIOLICE LEHTPAIM30BAaHHO JUISI  MHOYKECTBA
MOJI30BATEJICH YIMPaBIATh OYEpeNsIMH TedyaTh Ha mnpuHTepax. OOBIYHO €ro He
PE3epBUPYIOT, OJHAKO B OPraHU3alMAX, TJ€ TMeYaTh SIBISIETCA OCHOBHBIM BHJIOM
JeSITEIbHOCTH, PEKOMEHTyeTCS MCIOJIb30BaHNE PE3EPBHOTO PUHT-CEPBEpPA.

BoabImMMHCTBO COBPEMEHHBIX KOMIAHUH MPH IITAHUPOBAHUHN WH(PPACTPYKTYPHI
BBIOMpAET ayTCOPCHHT TMOJEPKKH KOPHMOPATHUBHBIX CEPBUCOB, pa3Melias WX Ha
CTOPOHHHUX XOCTHHTaxX. TeM caMbIM JOCTUTAeTCs SKOHOMHUYECKask BBIT0/1a, CBA3aHHAS
C yMCHBIICHHEM TUIOIIAAeH [UIsi pa3MElIeHus CEpPBEpHOTO 00OPYAOBaHMUSA,
COKpAlllEeHHE PHepro3arpaT U pacxofoB Ha oOciykuBaHue. COOTBETCTBEHHO MMEET
MECTO yMEHBIIEHHWE YHUCJICHHOCTH IITaTa BCIIOMOTaTEeIbHOTO TEXHUYECKOIO
nepconana. [Ipu ayrcopce nuHpopManmoHHBIX YCIyTr paboTa, CBsI3aHHAs C Pa3BUTHEM
CEPBUCOB, Takxke mepenaérca noapsiauukam. [Ipu Takol opraHu3zalvy pa3idyaroT
pa3IMYHbIE MOJIEIM UCTIOIB30BAHUS YCITYT:

— Software-as-a-Service (SaaS) — mozenb, B KOTOPO# MOCTaBIIUK YCIyT
OPEIOCTaBIsAeT K HCIHOJB30BaHUIO MaclITabupyeMble M OOCIyKUBaeMble UM
IPOrpaMMHBIE€ CPECTBA (IOCTYI K HUM OCYIIECTBIIICTCS OOBIYHO MOCPEICTBOM BeO-
Opay3zepa);

— Platform-as-a-Service (PaaS) — monenb, B KOTOpPOW MOCTaBIIUK YCIIyT
MPEIOCTABIISCT K MCIOIB30BAHUIO TIPOTPAMMHBIC MIATGOPMBI U CBSI3aHHBIE C HUMU
BBIYHCIIUTENbHBIE pecypchl (00bIYHO 3TO onepannoHHbie cuctembl, CYB/I, cpencrra
pa3paboOTKM W TECTUPOBAHHUS C BO3MOXKHOCTBIO JOCTylla K HHM Ha YPOBHE
aAMUHUCTPATOPA);

— Infrastructure-as-a-Service (laaS) — mojenb, B KOTOPOH MOCTABIIMK YCIyT
IPEIOCTaBIICT K HCIIOJIb30BAHUIO BBIYUCIHUTEIBHBIE PECYpPChl (Yalle BCEro 3TO
BUPTyaJIbHbIE MAIIMHBl C KOHKPETHOW BBIYMCIUTEIHLHON MOIHOCTBIO) W HE
KOHTPOJIUPYET MPOrpaMMHOE 00ECTIEeYeHUE TTOTPEOUTEIIS;
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— Desktop-as-a-Service (DaaS) — mopenb, B KOTOpOil MOCTaBIIUK YCIyT
MPEIOCTAaBIsIeT K KCHOJBb30BAHUIO MNPOrPAMMHOE OKpYXEHHE pabouero mecra
COTPY/AHHKA OPTaHU3aIMH, BKIFOYast BCIO HHOPACTPYKTYPY ((PaKTUUECKH COTPYAHUKH
OpraHW3allid HCIOJB3YIOT KOMIIBIOTEPHl KaK TEPMHHAIBI Ul MOJKIIOYCHHS K
yIanéHHON HHPOPMAIMOHHOM HHPPACTPYKTYpE OpraHU3alkm ).

[Ipu ayrcopce MH(MOPMAIMOHHBIX CEPBHCOB BAKHEHIIYIO POJb B IMPOIECCE
TUIAHUPOBAHKS KOMITBIOTEPHOU CETH UIPAIOT BOMPOCHI OPraHHU3allMH HAJIEKHOTO U
CKOPOCTHOTO KaHaJla CBSA3M MEXIy MPEANPUATHEM M MOCTABIIUKOM YCIIYT, BOIPOCHI
0€30MacHOCTH, a TAKKe OpraHU3aliH YAAJIEHHOTO JJOCTYIIA K pecypcam.

3.2 IP-Tenedonns

IP-renedponus (VoIP (Voice over IP)) — COBOKyHHOCTH TEXHOJIOTHIA,
MpEAHA3HAYCHHBIX IS OpraHU3aluy TeIe(OHHBIX TIEPETOBOPOB U  APYTOTO
MHTEPAKTUBHOIO 0OMEHA MYJbTUMEIUUHBIM TpapukoM no IP-ceram. IP-tenedonus
BKJIFOYAET B ce0sl CIEAYIOIMINE KOMIIOHEHTHI:

— mosb3oBatenbekoe obopynoBanue (VOIP-tenedonsl, cMapThoHBI U T. 1I.)
u(um) nporpammHoe obecniedenue (1151 380HKOB ¢ [1K);

— CepBepHOE OOOpPYJOBaHUE M MPOTPAMMHOE OOECIEUYeHHUE, YIPaBIISIONIee
3BOHKaMu M BeImosHstoniee uHterpanuto ¢ PSTN (Public Switched Telephone
Network), GSM (Groupe Special Mobile) u np.;

— npoTokoubl (curHamsHble — H.323, SIP (Session Initiation Protocol) u np.,
nepenaun nganaeix — RTP (Real-time Transport Protocol), SRTP (Secure Real-time
Transport Protocol) u p.);

— TPaHCIIOPTHBIE CETH U ToepxkKka umu QOS.

C TOYKM 3pCHHS BBITOJHCHHS KYpPCOBOTO IMPOEKTAa BAaXXHO IMOHUMATh, UYTO
peanu3anus [P-Tenedonnn He mpeamoaracT MOHTaka HOBOH KOMITBIOTEPHOM CETH, a
MOXET OBbITh BBINIOJHEHA Ha 0a3e yxke cyllecTByrome. s 3toro HeoOXoAMMO
M3HAYaJIbHO pacrojarath TOMOJIOTHMEH U CETeBBIM O0OPYIOBAaHUEM, IMO3BOJISIOIINM
aanTUpOBaTh  CYIIECTBYIONIYIO  CETh Il TMOJKIIOYEHHUS  HE0OXOIMMOTo
o0opynoBaHusi. YTpoOIIEHHAs TOMOJIOTHS JIOKAJIBHO pa3MEIIEHHONW CeTu ¢
noazepxkoit |P-renedonun npusenena Ha pucyHke 7.

OcobenHocTu:

— s nonkmroueHus VOIP-TenedoHOB KOMMYTAaTop AOJKEH MOAACPKUBATH
texnosoruto POE (Power over Ethernet) mis ux nutanus;

— s uHTerpanuu oOblyHbIX TenedonoB B VOIP-momen HeobGxomumo
ucnonb3oBaTh VOIP-ananrep;

— JU1s1 00eCIeUeHHs T0CTaTOYHOTO KavyecTBa nepeaadun TesneoHHOro Tpaduka
ceTeBoe oObopyaoBanue B VOIP-momeHe J0DKHO MOAAEpKUBATh TeXHOIoTHI0 QOS;

— JUIA yOpaBjeHUs NOTOKaMu AaHHBIX B VOIP-noMene noimkeH ObITh HACTpOSH
VoIP-cepsep;

— JUIsl aBTOMATHUYECKOM HACTpOoUKH ob6opyaoBanus B VOIP-nqomene nomkeH ObITh
Hactpoen DHCP-cepsep;
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— JIJIS CHHXpOHHU3AIMK BpeMeHu B TenedonHoi cetu B VOIP-goMeHne momkeH
owITh HacTpoeH NTP-cepsep;

— nna uaTerpamuu ¢ GSM-cetsmu Heobxomumo mnoakiarodeHue GSM-VolP
UTI03a.

B ToM ciywae, eciu KOMMyTaTop YpOBHA JOCTyla HE TOJJIEPKUBACT
texHonoruto POE, HeoOxomumyro s nutanus VOIP-tenedoHoB, mnuTaHue
obecrnieunBaeTcs 3a cuéT HHXKEKTOpoB POE.

Celiuac cymiecTByeT psia NocTaBUMKOB yciyr [P-tenedonuu, xoTopsie
MPEIOCTABIIAIOT yNaAEHHO aAMUHUCTPUpPYEMBbIE CEpBepbl. B TakoM ciydae
yIPpOIIEHHAS TOTIOJIOTHS Oy/1eT UMETh BH/I, IPEICTABIICHHBIN HA PUCYHKE §.

Yacmo ISP u YolP
Provider npedcmaBasiom

| GSM-VolP | codold odHyY opzoKUIOUUR
Gafteway Internet
Ga’rewra)ur . J—

KoMnermepHo s
Cemk Op2aHuU3auuy

| TN )
e—/ ISP — Internet )
,,/: ﬂ"n__ﬂ‘ ﬁ_,,/'
Switch
(PoE) |
\ —_— _h\ — T ~
— PV"'Z —( PSIN )
VoIP Phones VolP — T
Ga‘reway|

Pucynoxk 7 — YnpoiénHas Tonojorus JokaibHo pa3Mmeiénnon VolP-cetu

Yacmo ISP u VolP

KomnelmepHos | !
Cemb op2aHu3ayuy Provider npedcmaBasom
| codol odHY op2aHU3aALUK
| /,_ T "“\J JI'/__ o . __h\
[ J \/ ISP )— Internet )
) Switch | . )
PoE L p—
N q‘ } e L
i g % ( J— PSTN )
— I : .\_E.’r'owder ) L ),
/ Gateway “‘— —
) Router
W/ g
|

_

= =2
B
VolP Time

|
|
VolP Phones |
|
! Server  Server

Pucynok 8 — Ynpoménnas tononorusi VoIP-cetu nipu yciyrax nposaiiaepa

17



[Tpu ouenke 06bEMa Tpaduka, reHeprupyemMoro 3a cuét pabots! |P-tenedonuu,
CIIeZlyeT YUUThIBATh, YTO BUI€0- M ayITMO3BOHKH OTIMYAIOTCS 110 00BEMY COOOIIEHUHA.
Kpome 3TOro, Ha mpoIycKHYIO CHOCOOHOCTH OKAa3bIBAaeT BIUSHHE HCIOJIb3yEeMBIi
IPOTOKOJI IepeIavyy JaHHBIX, KOJACK JJIsl CKATHS JAHHBIX, THUI MOIKIIOUYEHUS (TOYKa —
TOYKA WJIM MHOTOTOUYEYHBIHN TUIT), TPOrpaMMHOE U anmnapaTHOe CPEeACTBa s 3aXBarTa
nHpopManuu u 1p. B cpeaHem roinocoBoii 3BOHOK 3aHUMAET MOJIOCY MPOIYCKaHUS 10
100 xOut/c, a moyioca MTPOMYCKAaHUS BHIEO3BOHKA 3aBUCUT OT pa3peliaromieit
cnocobHocTH |P-kamepsl.

3.3 IP-Buaeonadonenue

IP-BuneonabmoieHNe — COBOKYMHOCTh TEXHOJOTHUM, MPEIHA3HAYCHHBIX [IJIS
nmepefadyd  JaHHBIX  CHCTEMBl OXPAaHHOTO BUAcoHaOmomeHus 1o IP-ceTsm.
IP-tenedonus BximrouaeT B ceOs Claeayronre KOMIOHEHTHI:

— ceTeBoe 00opya0BaHMe JJIsl 3axBaTa Buaeousodpaxkenus (IP-Buaeokamepsr);

— ceTeBoi Buaeopekopaep st cxxatust nanHbix (NVR (Network Video Recorder)
WJIU CepBEp BUJICOHAOIIOICHMS );

— XpaHWIHIIE JaHHBIX (B OOJBIIMHCTBE ciiydaeB uHTerpupoBano ¢ NVR);

— MIPOrpaMMHOE obecrieueHune TUTSE YIPaBJICHUS CUCTEMOI
IP-BucoHabII0IeHUS

— TpaHCIIOpTHBIE ceTu u noiepkka umu QoS (Quality of Service) (pucyHok 9).

KomMnewmepHaa
CEMb Op20HUZALUL

i wAP
>

Switch

Cameras {PoE}

\\\

— Internet )

. Gateway i

Router
i‘ _] |
_ |

PC |

Pucynok 9 — Ynpoménnas Tonosiorusi cuctemsl |P-BugeonabnroaeHus

Haubonee  BaXXHBIM  MOMEHTOM  JJII  TNPOEKTUPOBAHUS  CHUCTEM
IP-BuaeoHa0MI01eHUS ¢ TOUKHU 3pEHUSI KOMITIBIOTEPHOM CETH SIBJISIETCS TJIAaHUPOBAHUE
HCIIOJIb3YEMbIX CTaHJIAPTOB KAHAJIOB CBSI3HM, KOTOPBIE OMPENEISIOT X MPOIMYCKHYIO
CrocoOHOCTh. [ImaHupoBaHME NPONMYCKHONM CHOCOOHOCTH 3aBUCUT OT HACTPOEK
BHJIeOKaMep (pa3peraroiieil CnocoOHOCTH, KOJAEKOB, YaCTOThI KaJIpoB U Ap.). B Tom
ciydae, eciu |P-BueonadmoieHne mpoeKTUPYyeTes: Ha OCHOBE 00111l KOMITbIOTEPHOU
CeTH IMepeAayn AaHHbBIX, HEOOXOIUMO MPEABAPUTEIBHO OIIEHUTH HanOoyee «y3KUe»
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MeCTa ¢ TOYKHU 3PEHUS MPOMYCKHON CIOCOOHOCTH ¥ ONITUMHU3UPOBATH CETh, JOOABIISS
pe3epBHBIC KaHAJIBI M arPETUPYSI HX.

OCco0eHHOCTH:

— g noakiaroueHus |P-Bupeokamep KOMMYTAaToOp JIOJDKEH ITOJICPKUBATH
texHoJioruto POE mnsa ux nuranus;

— Ju1st 00ecIIeueHHUs TOCTaTOYHOTO KayecTBa Iepeaadn BuacoTpaduka B perKuMe
peaIbHOr0 BpPEMEHH CETEBOC OOOPYJIOBaHHWE B JIOMEHE JIOJDKHO TOJICPKUBATH
texHoJoruro QoS.



4 MIPOEKTUPOBAHUE KOMIIBIOTEPHOM CETH OPT AHU3AIINA
4.1 O0uue TpeOOBAHNS K KOMIILIOTEPHOI CeTH OpraHu3anun

HezaBucumo oT pa3mepa u TpeOOBaHUN K KOMIBIOTEPHOH ceTu, pabora Hal
IPOEKTOM  BBIMOJHIETCSI COIVIACHO  CIEAYIOIIMM MPUHLUIAM  CTPYKTYPHOIO
POEKTUPOBAHUS:

1 Uepapxuueckasi cTpykTypa. B paMkax 3TOro mpuHUUIIA CIIOKHAs CUCTEMaA
pa30uBaeTCsl HA MEHBLIME.

2 MonaynsHOCTh. Pa3nenenne pasnuuHbIX (YHKIUN MO OTAEIBHBIM MOIYJISIM
o0JseryaeT IpOEKTUPOBAHKE CETH.

3 OTka30ycTOWYMBOCTD. Pe3epBrpoBaHre KaHAJIOB U MapUIPYyTOB.

4 T'ubxocTh. BO3MOXXHOCTH UBMEHATDH YYaCTKH CETH, 100aBISITh HOBBIE CEPBUCHI
WM YBEJIMYHUBATh MPOIYCKHYIO CIOCOOHOCTh 0€3 MOJHOM MOJEpHU3AIMH OCHOBHOTO
o0opynoBaHus (TO €cTh O€3 3aMEHBI alllapaTHBIX YCTPONCTB).

/____ "~ — - /_’.___ B __/--"'_ T —
|— A N 1"} EI internet service .I-f:'
N —_ N _pr ovider o

- Gateway —

R

Pucynok 10 — YkpynHEéHHAS CTPYKTypa KOMIIBIOTEPHOU ceTU

CTouT OTMETHUTH, YTO HAYMHAIOIIMN NPOEKTHUPOBIIUK CETU PEIKO 3aMaéTcCs
CJIEIYIOLIMMU BOIIPOCAMH:

1 Kaxk rapantupoBaTh n3ossiiuto tpaduka Ha L3 (path-isolation)?

2 Kaxk 0Oe3omacHo mpenocTaBuTh MOCTyn B Internet rocreBbiM ycTpoiicTBam
(guest security)?

3 Kak co3gaTh ceThb Il BPEMEHHBIX PAaOOTHMKOB M BHEIIHUX ayJAUTOPOB
(temporary network)?

4 Kak KOHTpOJIMpOBAaTH JEHUCTBUS TOCTEH, ayAUTOPOB M KOHTPAKTHHKOB B
JoKaJIbHO# cetn (network monitoring)?

5 Kak yMeHbIIUTH BpeMs TpocTost pu nepecuere STP?

6 Kak cmenaTh mpOBOIHYIO CETh TAKOW K€ O€30MacHOM, Kak U OecrpoBOgHAS
(networking security)?

7 Kax yMeHbIINTb 3aTpaThl HA 3aKYIIKY U MOAJIEPKKY 000pyaoBaHusA?

OTO TOJIBKO YacTb BOIPOCOB, KOTOpbIE ONPENENSIIOT YAOOCTBO paboOThl U
VCIIPABJIEHUS HENOJIAJOK B CIIPOEKTUPOBAHHON CETH.

CeTp C HeEpapXUUECKOW CTPYKTYpOM [JEIUTCS Ha HECKOJbKO OTAEJIbHBIX
ypoBHeW. Kaxmplii ypoBeHb B HEpapxuu OOecleunBacT KOHKPETHbIC (DYHKIIHH,
KOTOpbIE ONPENEISAOT €ro pojib B CETH. B HrTOre peanmsyercs TOIOJOIUS THIIA
«3B€3/1a». JTO MO3BOJISIET MPOCKTUPOBIIUKY M aPXUTEKTOPY CETH ONTUMHU3HPOBATH
pelieHrue W BBIOpaTh COOTBETCTBYIOIIEE CETEBOE OOOpYIOBaHHE, IMPOTrPaMMHOE
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obecrieuenre u (yHKIUU NJIs1 BBIMOJTHEHUS KOHKPETHBIX POJIEH HA 3TOM CETEBOM
YPOBHE.

4.2 IlpoekTUpOoBaHUE KOMIILIOTEPHOI CeTH 0T/ej1a

KommbroTepHas ceTh HeOOJbIION OpraHU3alii WK OT/eJa, HACUUTHIBAIOIIETO
2—7 pabouux MECT, HE MOXKET COJIEPKATh MHOTO OTJCJIbHBIX CETEBBIX YCTPOMUCTB IO
OpPUYUHE TPYAOEMKOCTH UX Pa3AelIbHOTO aJAMUHUCTPUPOBAHUS U  BBICOKOM
cymmapHoi crtoumocTd. Kak mpaBuiio, Takas CeTh MpPEACTABISIET COOOW OJIUH
KOMMYTAITMOHHBIA  JoMeH, 00benuuéHubii  SOHO-ycTpoiicTBoM (HU3KO- WM
CPEIHENPOU3BOAUTENBHEIM  L3-1it030M,  pemiammuM  3aJa4d  KOMMYTAIuH,
Mapuipytusauuu, ¢uiabTpauuu Tpaguka u naxe koHeuHoro VPN-yctpoiictBa) u
NO3TOMY Ha3bIBaeTCs IIOCKOM ceThro. Ha prucyHke 11 npuBenena ynpoménHas cxema
ONIMCAaHHOU CETH OTAENA.

T  WAN L
g \_infernet service .I.z-"
“__provider /

Gafteway S~

SOHO router
wireless | firewall | swifch

Pucynok 11 — Cxema KOMIIBIOTEPHOU CETH OTHEINA

[IpencraBieHHass Ha pPHUCYHKE CTPYKTypa CETH OOBIYHO peanu3yercs
nmpoBaiiiepamMu B kBapTupax aboHeHTOB. [IpomyckHasi cmocOOHOCTh KaHAJIOB TaKOU
ceTH penko mpessbimaer 1 '6ut/c.

[Ipu yBenwueHWM KOJNIUYECTBA KOHEUHBIX YCTPOWCTB MPOU3BOIUTEIBHOCTH U
MOPTOBOM EMKOCTH TaKOTo IIIII03a HAYMHAET HE XBaraTh. lIpu yBenmuueHUM uucia
pabounx mect g0 12-25 ¢ynkmun SOHO-ycTpoiicTBa HemsITCS MEXAY pa3IndHbIM
o0opynoBanneM. B dYacTHOCTH, BBIZCNAIOT YPOBEHb MOCTyNa W MUII03. Takas
OJIHOYPOBHEBasl CXeMa CeTH NMpHUBEACHA Ha puUCyHKe 12. YpoBeHb nocTyma (access
layer) Bkmouaer B ce0st L2-koMmmyTaTopsl u apyrue L2-ycTpoiicTBa ¢ yCTOSIBIIUMCS
Ha TMPaKTHKE CTaHAApTOM TOIKIFOUEHHUS KOHEYHbIX ycrpoictB Gigabit Ethernet.
[TogkmroueHne K CeTH MpoBaiiaepa BeIMojHsAeT L3-1mu1t03 (00bIYHO MapIIpyTH3aTOP) C
YCTOSIBIIIMMCS Ha MPAKTHUKE cTaHaapToM moakiaroueHus 10 Gigabit Ethernet.

B Takoii cxeme ceTH 1uTI03 SBISETCS CaMbIM BBICOKOHATrPYKEHHBIM U YS3BUMBIM
3BeHOM. OCOOEHHO MpY HaJMYMUU HECKOIBbKUX L2-yCTpOICTB BRIXO/ LIUTI03a U3 CTPOS
JISUT CeTh Ha aBTOHOMHBIE (pr3nyeckue cermeHThl 6e3 noctymna k WAN (dbakTudecku
SBJIIETCSI €IMHOM TOYKOM OTKa3a CETH). DTO MOXKET ObITh 0CO00 KPUTHUYHO JIs
OpraHu3aluii ¢ pa3BUTON MH(DOPMATMOHHONW HHPPACTPYKTYpOil.
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. . ]
internet service 7

___\E_rowder S/

Gateway

router / firewall

/ \ Access Layer

Pucynox 12 — Cxema 0JIHOypOBHEBOW KOMITBIOTEPHON CETH HEOOIBIION
Opra’u3anuu

JIist mpOEKTUPOBAaHUS KOMITBIOTEPHOM CETH C KOJMYECTBOM pPabOyux MeECT
6osiee 50 0OBIYHO KCTIONB3YETCS APYrOM MOAX0/, B TOM YKCIIE TPUMEHSIOUUNCS TpU
MIPOCKTUPOBAHUH KOMITBIOTEPHOMN CETH 3IaHUS WM TPYIIIBI PAIOM CTOSIINX 3TaHHH,
Ha3bIBAEMBIX KaMITyCOM.

4.3 IlpoekTHpPOBaHHE KOMIIBIOTEPHOM CeTH KaMILyca

Komneiorepayto ceth kamiyca Ha3biBatoT CAN (Campus Area Network).
Knaccuueckn CAN peann3oBaHa OByX- WIM TPEXYPOBHEBOM HepapXUUECKOU
aApPXUTEKTYPOM, TJe KaXIblii YPOBEHb BBITIOJNHSAET OmNpeneiieHHble (yHKIUU. Takoe
paslieJeHUe YIPOIIAET MPOECKTUPOBAHUE, Pa3BEPTHIBAHUE W aJMUHHUCTPUPOBAHUE
CETH.

[lepBpIM ImIaroM K pa3ieieHHI0 CeTH Ha (YHKIMOHAJIbHBIE YPOBHMU CTala
JIBYXYpOBHEBAsl UEpPAPXUUYECKasl apXUTEKTypa (CM. pUCYHOK 4), COCTOSIIIAs U3 YPOBHS
J0CTyIIa, YPOBHS BIpOXKIeHHOTO siapa (collapsed layer) u muto3a.

YpoBeHb J0OCTyIla, Kak U B PACCMOTPEHHOM paHEe CTPYKTYPHOU CXEME,
MPEAOCTABIAET KOHEYHBIM YCTPOMCTBAM M MOJB30BATENSIM MOJKIIOUYEHHE K
KOMIIBIOTEPHON CETH U BBIMONHSAET crneayromme pynakuun: L2-kommytamms, VLAN,
ARP, STP, 6e3onacHocTh uHTepdericoB, Q0S-MapkupoBKa KaJIpoB U OINpeeieHue
rpanun; nosepusi, VACL, POE u np. IlosiBuBLIMIiCS YpOBEHBb BBIPOXKIAEHHOTO SApa
peliaeT 3aa4uu, CBA3aHHbIE ¢ HAAEKHBIM (DYHKIIMOHUPOBAHUEM KOMITBIOTEPHON CETH.
OOBIYHO TOT YpOBEHb BKJIIOYAET B ce0si OCHOBHBIE U pe3epBHbIe L3-ycTpolicTBa, a
TaK)Ke U30BITOYHOE KOJIMYECTBO KaHATIOB MEX/1y HUMHU, KOTOPbIE HCKITIOYAIOT EIUHYIO
TOYKY OTKa3a U MO3BOJISIOT MPU BBIXOJE M3 CTPOS JIOOOr0 MPOMEXYTOYHOTO y3Ja
00ecreunTh CBSI3b MEXIY KOHEUHBIMH MOJB30BaTEIIMH (PUCYHOK 13).
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Pucynok 13 — Cxema IByXypOBHEBOM KOMIBIOTEPHOW CETH

Knaccuueckn xe CAN peanu3zoBaHa TpEXYpOBHEBOM HMepapXUUeCcKOu
apXUTEKTYpoi (pUCYHOK 14), cocTosiiel u3 ypoBHsI AOCTYIIA, YPOBHS paclpeIeiIeHUs,
YPOBHS s1/ipa U ILUTIO30B.

VYpoBeHb pacnpeneneHusl pelaeT 3aJaul arperupoBaHrs KaHajloB U JaHHBIX,
BHYTpeHHE (uinbTpanuu Tpaduka, MapmpyTtuzauud mexay nojacersmu u VLAN,
OaJlaHCUPOBKM HArpy3KH, YINpPaBIEHUS IIHPOKOBEIIATEIbHBIMU JOMEHAMH U Jp.
YcTpoiicTBa  ypOBHA — PaClpelesieHUsl  SBISIIOTCS  IEHTPATbHOM  TOYKOW B
KOMMYTAIMOHHBIX IIKadax.

VYpoBeHs siipa Ha3bIBAIOT TAKXKE CETEBOM MAaruCTpasibio. Y POBEHB spa COCTOUT
U3 BBICOKOCKOPOCTHBIX CETEBBIX YCTPOWCTB, MpeIHAa3HAYEHHBIX AJisi Oojiee ObICTpOit
KOMMYTallMd MAaKeTOB (YacTO B PpA3HOPOAHBIX CETSAX) M CBSA3M HECKOJIBKHX
KOMIIOHEHTOB BHYTPU KOMIUIEKCA 3/aHUN, HampUMep MOAYJIEH pacipeneiaeHus,
CEPBUCHBIX MOAYJIEH, IIECHTPOB 00pabOTKM JaHHBIX U rpaHuIsl WAN.

CrnenyeT TakXe YYUTHIBATH CJIEAYIOLINE COOOpPaXKEHUsI OTHOCUTEIBHO YPOBHS
sqpa:

— o0ecrneyeHne BhICOKOCKOPOCTHOM KOMMYTAalMU (TO €CTh OBICTpOi mepeaadu
JTAHHBIX );

— obecrieyeHue HaAEKHOCTU U YCTOMYMBOCTH K COOSIM;

— MaciTadbupoBaHHe 3a CYET HUCIOJIb30BaHUs 0osiee OBICTPOACHCTBYIOIIETO
000pyI0BaHus, a HE 3a CUET YBEITUUYECHUS YHCIIa YCTPOIMCTB;

— yCTpaHEHHue omepalui ¢ maketamu, TpeOyrommx Oonbinoi 3arpy3ku L1
(LIEHTPaJIBHOTO TPOIIECCOpa), KOTOPbIE MOPOXKIAIOTCS MpOoIleccaMu 00CCIICUCHHUS
6e3omacHocTH, kiaccupukanuu QOS uiu MHBIMH MPOIIECCaMHU.
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Gateways

Core Layer

Distribution Layer

Access Layer

Pucynok 14 — Cxema TpEXypOBHEBOM KOMIIBIOTEPHOU CETH

B mnocnenHee BpeMsa B CBSI3U C yBeJIMYEHHEM 00bEMa Tpaduka, aKTUBHBIM
MCIIOJIb30BAaHUEM PECYPCOB CETH IS Tepenayn menua-tpaduka (ayauo W BUIEO)
BO3HHKJIA HEOOXOIMMOCTh OTMIETISATH CEPBEPHI KOMITAHUH OT OOBIYHBIX KOMITBIOTEPOB,
MOJAKIIOYaTh HMX Yepe3 BbBIJCICHHBIE KOMMYTATOphI C Ieibl0 Oojiee THUOKOro
YIPABJICHUS MPOMYCKHON CIIOCOOHOCTHIO KaHAJIOB.

CepBepHas depma mpeacTaBisieT cOO0M rpyIiny KOMMYTAaTOPOB, SIBIISOIIYIOCS
kimoueBord  kommoHeHTo  JIBC  (IOKayJibHOW — BBIYMCIUTENBHOM  CHCTEMONN)
NpeanpusiTis, oOecleunBaroliel MOAKIIOUeHHE K Hel cepBepoB. BaxHoe
TpeOOBaHUe, NPEIBABIAEMOE K CEpBEpHON (epMme, 3aKiIo4yaeTcsi B BBICOKOM
MPOU3BOJIUTEIIBHOCTH U HaJexkHOCTU. [Ipoctou cepBepHOil (epmbl OPUBOAAT K
MPOCTOSIM PabOThl MH(POPMALIMOHHBIX CUCTEM, & CJIEI0BATENbHO, K OTEPSM J0XO0Aa
OpraHu3aIMH.

Takum  oOpa3oM, MHOTOYpOBHEBasi  apXUTEKTypa CETH  IO3BOJISIET
WHJIUBUAYAJIbHO peIllaTh 3aJayd OpTraHU3alllK, COKpalaTh BpeMsl MPOCTOS CETU U
MH()OPMAITMOHHBIX CHCTEM M MHUHHUMHU3UPOBATh MOTEPU pabOYero BPEMEHH, a TAKKe
CO3/1a€T BO3MOKHOCTh BHEJIPEHHUSI TOTIOTHUTEIbHBIX MPUIIOKEHHUI U CEPBUCOB.
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4.4 IlnanMpoBaHHe KOMIIBIOTEPHO CeTH IPYNIbI 31aHUH

Knaccuueckass wuepapxuueckas LAN i xomruiekca 3maHuil  ((uauaaoB
OpTaHM3AINH) COCPIKUT CICTYIOIINE TPH YPOBHS:

1 Vpomens goctyma obecredwBaeT OOCTYN K CeTH pabodeil Tpymme WIn
OTJICTTPHOMY IT0JIH30BATEITIO.

2 YpOoBeHBb pacmpejielieHHs 00ecTieunBaeT MAapIIPyTH3AIMNI0 U (UIBTPAIIIO
TpaduKa pa3IMIHBIX CETEH W KOHTPOIHMPYET TPAHMILY MEXKAY YPOBHSIMHU JOCTYyMa H
sqpa.

3 VYpoBenb sAapa obecrmeunBaeT OBICTPYIO Tiepeady JaHHBIX MEXIy
KOMMYTaTOpaMU-PACIIPEACTUTENSIMUA B paMKaX KOMILJIEKCA 3JaHUH MPEANPUSTHUSI.

4.5 IlpoekTupoBaHre HH(POPMANMOHHOM HHPPACTPYKTYPHI OPraHN3aALUH

PaccmoTpeHHbIi B mocoOMM TOAXOJ K MPOEKTUPOBAHUIO CETH HA3bIBACTCS
MMPOEKTUPOBAHUEM HA OCHOBE MHOTOYPOBHEBOW Mojenud. Ero mpeummyiiectBamu
SIBJISIFOTCSI

— TIOHSATHBIM W 3aJJ0KyMECHTHPOBAaHHBIM THUIIOBOW JW3alH C MHOTOJICTHEU
VCTOPUEN YCTICHIHBIX BHEAPEHUN;

— UCIIOJIb30BAaHUE UHIYCTPUAIIBHBIX CTAHAAPTOB ITPOTOKOJIOB;

— BO3MOKHOCTH HCIIOJIb30BaHUs 000PYI0BAHMS PA3TUYHBIX POU3BOAUTEICH U
LIECHOBOW KaTErOPHUHU.

HenocrarkamMu Takoro noaxojia siBIsSIFOTCS:

— TpyI0€MKasi KOH(PUTYpaLUs JJIsI TOCTUXKEHUS ObICTPOI KOHBEPTEHIINU CETH;

— JOIOJHUTEINbHAS CII0)KHOCTh B 3KCIuTyaTauuu npu aooasnenun VLAN- win
VRF-cermenranum;

— UHJUMBUAYaJbHOE YIIPaBJIEHUE BCEM CETEBBIM 000PY/I0BAHHUEM.

4.6 MoakawyeHue K rj100aJI6HOM CeTH

B HacTosmmii MOMEHT B cTpaHe JIOCTyn K ceTu Internet nns opranuszanuit
IIPEIOCTABIISETCS C TOMOIIBIO CJIEAYIOIINX TEXHOJIOTHIA:

1 xDSL (Digital Subscriber Line) — TexHOJIOTHS HIMPOKOIIOJOCHOTO JOCTyIA K
cetu Internet mo aGoHEHTCKOMY KaHaly Tele(OHHON JMHUHM OOIIEro Ha3HAYCHMS.
YacTo JaHHYHO TEXHOJIOTHIO HAa3bIBAlOT TEXHOJIOTUEW «IIOCIENHEH MWIIM». OHa
HECJIOKHAsI B YCTaHOBKE, HE TpeOyeT Jopororo 000py10BaHMsl, OJHAKO OTpaHUuYEHa B
MaKCHMAaJIbBHOM TPOMYCKHOM crocoOHocTH (mpeumytectBeHHO 10 10 Mowut/c). K
ocHoBHbIM THmaM XDSL otmocsrcs ADSL, HDSL, RADSL, SDSL u VDSL. s
peann3alry Takoro MOJAKI0YEHUs HE0OX0AUM MOoIeM (CILTUTTED), IPEICTABIISIOMIHMA
co00l (PUIBTP HU3KUX YACTOT U MPEAHAZHAYSHHBIN 1J1s1 pa3/iesIeHus HU3KOYAaCTOTHOTO
CUTrHasIa 0OBIYHOM Tene(OHHOM CBSI3U U BBICOKOYACTOTHOTO curHaia DSL.

2 Ethernet mo «Buroil mape». DT0 Kilaccuyeckasl YCTOSBIIASCS TEXHOJIOTHSI
MOAKJIIOUCHUST a0OHEHTOB, KOTOpas HerelecooOpa3Ha Mmpu OOJBIION yAanEHHOCTH
abOHEHTa OT TeJICKOMMYHHUKAI[MOHHBIX Y3JIOB MPOBaiiiepa U3-3a BLICOKOM CTOMMOCTHU
KabeJst 1 He0OXOJUMOCTH YCTaHOBKU MOBTOPHUTENEH 3JIEKTPUUECKOr0 CUTHAJA.

25



3 Toapxmouenne mo cetn 3G/4G — Ttexnomorusi goctyna k ceru Internet
MOCPEICTBOM MOOWIIBHON ceTH. [l peanm3any Takoro MOAKIIOUEHUsT HE00X0IuM
3G/4G-momeM, NOAKIIOYEHHBIH K TPOKCH-CEPBEPY MM IUIIO3y ceTd. JlaHHas
TEXHOJIOTHS TpeOyeT pa3BUTON HHPPACTPYKTYPHI MOCTABIIHUKA YCIIYT, a IOJKIIOUYCHHUE
3aBHCHT OT MHO>KECTBA BHEITHUX (DaKTOPOB.

4 XPON (Passive Optical Network) — texxomorus moctyna k cetu Internet mo
ONTUYECKUM KaHajiaM CBs3H. [[acCMBHOHM Takas ceTh Ha3bIBaCTCS MOTOMY, UYTO B €&
JAPEBOBUIHONW CTPYKTYpE HE COICPKHUTCS aKTUBHBIX YCTPOMCTB C ONTHKO-
AIIEKTPUYECKUM MpeoOpa3oBaHnEeM CUTHAJIOB. BMecTo 3TOro /Ui nepeiayu JaHHbIX B
cuctemax XPON wHcmonb3yloTcsi TAcCHUBHBIE ONTOBOJOKOHHBIE CMECHUTEIH WU
pa3BeTBUTENH. {151 peanu3anil TaKoro MOAKIIOUYEHUS HCIOJIB3YIOTCS ONTHUYECKHE
tepmuHaisl (PON-Moemsr).



S TEXHOJIOTUH, UCITOJIB3YEMBIE B KOMIIBIOTEPHBIX
CETAX

5.1 CermeHTAlIUSI KOMIIBIOTEPHOI ceTH

JIJ1st yMEHBIICHUS ITUPOKOBEIIATEIHLHBIX JIOMEHOB U MOBBITIIEHUST 0€301TaCHOCTH
CeTH  TOBCEMECTHOE TMPUMEHCHHE  TMOJydYWja  TEXHOJOTHS  BUPTYaJbHBIX
xommbroTepHbix ceteit (VLANS — Virtual Local Area Networks). Texuonorus VLAN —
MEXaHM3M IS CO3J[aHMs JIOTMYECKOM TOIIOJIOTMM CETH, HE 3aBHUCAIICH OT ¢
bu3nYECKOIl TONOJIOTHH.

VLAN — noruueckas rpymnma XOCTOB, TpaduK KOTOpOMl (B TOM 4YHCIE U
IIMPOKOBEIIATENbHBIN) Ha KaHAJIHHOM YpPOBHE IOJHOCTBIO M30JUPOBAH OT JAPYTHX
y3JI0B ceTH (pUCYHOK 15). DT0O 0O3HadaeT, 4ToO Mepejiadya KaapoB MEXIY pPa3HBIMU
VLANS na ocHoBanuu MAC-aapeca HEBO3MOXKHA HE3aBUCUMO OT THIIA ajpeca. B To
ke Bpemst BHYyTpu VLAN kanpel mepenarorcs 1Mo IpaBHJIaM KOMMYTAIMH, TO €CTh
TOJILKO Ha TOT HHTEp(EIC, KOTOPHIN CBSI3aH C aipecOM Ha3HAYeHUs Kajpa.

VLAN 10

ﬂ VLAN 20

 f——

L

L2-switch

Pucynok 15 — Cxema pa3zzaenenus pU3NYECKON CETH Ha IBE BUPTyaJlbHBIE:
VLAN 10 u VLAN 20

Texnonorus VLAN peanuzoBaHa B HporpaMMHOM OOECIIEUEHUU CETEBOTO
000py/I0OBaHus U TIOJICPKUBACTCSI HE BCEMHU YCTPOUCTBAMHU.

OcnoBuble Qpynkiuu TexHojgorud VLAN u npenmMytiecTBa e€ NCIOIb30BaHMS:

— THOKOE pasleleHue yCTPONCTB HA TPYNIbl (ONTUMHU3AIMS TPUMEHEHUS
TPYIIIOBBIX, & HE JIOKAJIILHBIX MMOJUTHK);

— COKpallleHHMe IIHPOKOBELIATeNIbHOTO Tpaduka B ceTu (yBETUUYECHHE
MPOITYCKHOW CITOCOOHOCTH CETH);

— BO3MOYKHOCTh TMPUMEHEHHS TOJUTHK B3aUMOJEHCTBUS XOCTOB Pa3IMYHBIX
VLANS (moBsliiieHre 0€30MacHOCTH U YIIPABISIEMOCTH CETH).
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B koMMmyTaropax Moryr OBITb pealid30BaHbl cCleAyrolue Haubosee
pacrnipoctpanéuubie Tubl VLAN:

1 VLAN Ha ocHoBe untepdeiicon (port-based VLAN).

[Tpu ucnonp3oBanuu port-based VLAN Ha ocHOBE OPTOB KaXKAblii HHTEpdEiic
HazHavaeTcs il ojxHou ompeaenéHHoit VLAN, HeE3aBUCHMO OT TOro, Kakoi
MOJIb30BaTENIb WM XOCT MOJKIIOUEH K 3TOMY HHTepdeiicy. ITO 03HayaeT, 4yTo Bce
XOCTBI, HOJAKIIOUEHHBIE K 3 TOMY TopTy, OyayT wieHamu ojgHor VLAN. Konduryparmus
uHTEp(eiicoB cTaTudeckass U MOXKET OBbITh H3MEHEHA TOJBKO BpYUHYI0. [laHHBIN THIT
VLAN pekomeHayeTcst UCIOIb30BaTh B CETH, COAECPIKAIIECH OJTUH KOMMYTATOP.

HoctounctBamu  port-based VLAN sBisroTcst mpocTOoTa HACTPOWKH U
BO3MOXXHOCTh JIETKOW peopraHu3aluu JIOru4eckod ceTtd. OCHOBHBIM HEIOCTATKOM
TaKoro peuIeHus SBJISETCSA TO, YTO MPH MapLIPYTU3alMK OJuH NopT Kaxaon VLAN
HEO0OXOUMO TOJKIIIOYaTh K MapHIPyTH3aTOPYy. DTO MPHUBOIUT K JOMOTHUTEIHHBIM
pacxojilaM Ha MOKYNKY Ka0enell u MapuIipyTHU3aTopoB, a TaKKe MOPThl KOMMYTATOpa
UCIOJIb3YIOTCSI HEOKOHOMHO.

2 VLAN Ha ocHoBe ctangapta IEEE 802.1Q.

IEEE 802.1Q — cranmapT, KOTOpBIN OMKCHIBAET MPOIEAYPY TETHPOBAHUS
Tpaduka s nepenaun uHpopmanuu o npuHamnexHoctu k VLAN. KommyTtatop,
nomnepxkuBatomuid |[EEE 802.1Q, momeniaer BHYTph Kajpa Ter, KOTOPbIA CONEPKUT
uHdopmaruio o npuHaanexHoctu Tpaduka k onpenenéHHon VLAN. CornacHo 3ToMy
CTaHJIapPTy 3aroJIOBOK KaJjpa HE U3MEHSETCs, TOITOMY CETEBbIe YCTPOHCTBA, KOTOPHIE
HE TOJIEPKUBAIOT ATOT CTAaHAApT, MOTYT MepeAaBaTh Tpaduk Oe3 yuéra ero
npuHajexHocty k VLAN.

3 VLAN na ocaoBe MAC-aapecoB. B aToM citydae mpHHAJIEKHOCTh MaKeTa K
VLAN onpenensiercs MAC-agpecom wucrtounnka win npuéMHHKA. Kakmabrid
KoMMmyTaTop mojaaepkuBaeT Tadbmmiyy MAC-aapecoB u ux coortnomenne ¢ VLAN.
KiroueBoe mnpeumyiecTBo 3TOr0 MeToJa COCTOMT B TOM, 4YTO He Tpebyercs
nepekoH(pUrypanuss KOMMYyTaTopa TpH TEPEernoJKIIOUeHUN TOJb30BaTeNed K
paznuuyHbiM ioptaM. Onnako npucBoenue MAC-aapecoB VLAN moxet motpeboBaTh
3HAUUTETHHBIX BPEMEHHBIX 3aTpar, a Takxke mpucBoeHue otaenbHbix MAC-anpecos
HeckoabKUM VLAN Mo3keT ObITh HEIPOCTOM 3a7]a4eii ¥ CYIIeCTBEHHBIM OTPAaHUYCHUEM
JUTSI COBMECTHOTO HCIIOIB30BaHUS PECYPCOB cepBepa Mex 1y Heckonbkumu VLAN.

Haunbonee wacto wucmoib3yeMbiM cTaHmapToM s koHduryparuu VLAN
spisercs IEEE 802.1Q

Kaxnmas BupTyanpHass ceTb HMMEET WHAUBHUIYAIbHBIN HOMEp, KOTOPBII
BapbUpPYETCSl.

[Toptel KOMMyTaTOpa, noanepxusatomero VLAN, M0oXHO pa3nenuTs Ha ABa
MHOecTBa (pucyHoK 16):

1) TpankoBbie IOPTHI (trunk-mopTer);

2) MOpTHI J0cTyMa (aCCESS-TIOPTHI).
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Pucynok 16 — Mcnonp3oBaHue MarucTpaibHbIX KaHalloB B TexHojorun VLAN

TpankoBele MOPTHI HYXKHBI JJII TOTO, YTOOBI 4Yepe3 OJUH MOpPT ObLIa
BO3MOXHOCTh Tiepenath Heckosibko VLAN u, cOOTBETCTBEHHO, MOJy4yaTh Tpaduk
Heckoabkux VLAN Ha oaun nopt. MHdopmanus o npuHamiexxHoct tpaduka VLAN,
Kak ObUIO CKa3aHO, yKa3bIBaeTcd B cHenuaibHOM Tere. be3 tera koMMmyraTop He
cMOXeT pa3nuuuTh Tpapuk pazHbix VLAN. Eciau nopt siBisieTcs mopToMm JIOCTyIa B
kakoM-To0 VLAN, To ero tpaduk nepenaércs 6e3 tera. IlopT moctyna MOXKET OBITH
TOJIBKO B OJHOM BUPTYaJIbHOW JIOKAJIIBHOU ceTU. ECii OPT SIBISETCS TPAHKOBBIM, TO
B 3TOM CJIy4a€ BECh HETETHMPOBAHHBLIM Tpaduk OyneT MPUHUMATHCS CIEIHATbHBIM
VLAN (native VLAN). IIporie Bcero 3To MOHSATb, €CIIH «3a0BITh» BCIO BHYTPEHHIOIO
CTPYKTYPY KOMMYTaTOpa U OTTAIKUBATHCS TOJIBKO OT nmopToB. Jomyctum, ects VLAN
c Homepom 111, ecth n1Ba mopta, koTopsie mpuHaaexaT kK VLAN 111. Onu oOmatorcs
TOJILKO MEXKIY COOOM: ¢ aCCeSS-mopTa BBIXOJUT HETETUPOBAHHBIN Tpaduk; ¢ trunk-
nopta BbIXOAUT Tpaduk, terupoBanHsli B VLAN 111. Bce HeoOxomumeble
npeoOpa3oBaHus TPO3payHO BHYTpPH ceOsi nenmaeT kommyrtarop. OOBYHO TIO
YMOJIYaHUIO BCE MOPThl KOMMYTATOpPa CYUTAIOTCS MOPTAMH JOCTYNA U MPUHAJIEKAT
VLAN 1. B nporuiecce HacTpoHKH Ui pabOThl KOMMYTaTOpa OHU MOTYT MepeMeIaThCs
B npyrue VLAN.

Cy1iecTBYIOT JiBa MOAX0/1a K HA3HAUYCHUIO 1opTa B onpeacnéHubii VLAN:

* CTAaTMYECKOE Ha3HAYEHUE — KOT/1a MPUHAJJIEKHOCTD MOPTa K ONPEACIEHHOMY
VLAN 3agaércss agMUHUCTPATOPOM B MPOILIECCE HACTPOUKH;

* JMHAMHUYECKOE Ha3HAUYE€HHWE — KOrja MPHUHAJICKHOCTh MOpTa K
onpenenéHHomy VLAN ompeznensercs B xoae padOThl KOMMYyTaropa € MOMOUIBIO
MpoLIeTyp, OMUCAHHBIX B CHEIHMANBHBIX CTaHAApTax, Takux, Hampumep, kak 802.1X.
[Ipu wucnons3zoBanun 802.1X mist TOro, 4YTOOBl MOMYYUTH JOCTYN K TIOPTY
KOMMYTaTOpa, MoJib30BaTelb mpoxoaut ayreHtudukauio Ha RADIUS-cepsepe. Ilo
pe3ynbTaTaM ayTeHTU(PHUKAIUU MOPT KOMMYTAaTOpa pa3MeNiaeTcs B TOM WU WHOM
VLAN.

VTP — VLAN trunking protocol. bBe3 aBTOMaTH3MpOBaHHOIO METOMAA
yHOpaBJieHUs] KOpropaTuBHOU ceTbto ¢ coTHAMH VLAN morpebGoBanach Obl pydHas
HacTporika kaxaoi VLAN Ha kaxaom kommyrtarope. Jlro0oe u3MeHeHrue CTPYKTyphl
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VLAN Tpelyer AOMOMHUTENBbHON py4yHOU HAcTpoiiku. OIuH HEBEpHO HAOpaHHBIN
HOMEP MOJKET CTaTh IPUUYMHONU HEYCTOMYUBOCTH COCAMHEHUN 110 BCEU CETH.

UtoObl pemuTh 3Ty IMpodiieMy, ObUI co3maH mpoTokod VTP, koTopbli
aBTOMatu3upyeT MHorue 3amaun  kKoHdurypanum VLAN. VTP rapantupyer
coryiacoBaHHoe oOcimyxuBanue koHdurypanuu VLAN 1o Bceil ceTH U yMEHbIIaeT
HEO0OXOUMOCTh B yIparieHur U MoHuTopunre VLAN.

VTP — 510 mporokos oOMeHa COOOIICHUSMH C apXUTEKTYPOH «KIMEHT —
CepBep», KOTOPBINA A00aBmseT, yaauseT u nepeuMmeHoBbiBaeT VLAN B ogHOM HOMEHE
VTP. Bce xoMMyTaTopbl MO OOIIMM YIPAaBJICHUEM SIBIISIOTCA YacThiO JAOMEHa. Y
KOKJIOTO JIOMEHa €ecTh YyHuKanbHoe uMmsa. Kommyratopel VTP oOmenuBarorcs
coobuieHussMu VTP TOJBKO ¢ APYyrUMU KOMMYTaTOpaMu B JOMEHE.

VTP ucnons3yeT Tpu pexuma: CEpBEpHbINA, KIMEHTCKUI M mnpo3payHbiid. [lo
YMOJYaHUIO BCE KOMMYTATOpPHI SIBJSIOTCS cepBepamMu. PekoMeHayeTcs HacTpOHUTH
XOTs OBl J1Ba KOMMYTaTopa B CETH B KayeCTBE CEpBEpPOB, UTOObI 0OECHEYUTH
pe3epBUPOBAHUE.

5.2 Arperanusi KaHAJIOB

ArperupoBaHue KaHaJOB — TEXHOJIOTHS, KOTOpas MO3BOJSET OOBEAMHUTH
HECKOJIBKO (PM3NYECKUX KaHAJIOB B OJMH JOruueckuil. Takoe 00beIMHEHUE [TO3BOJISET
YBEJIMYUBATh TPOIYCKHYIO CIIOCOOHOCTh M HAAE&KHOCTh KaHaja. ArperupoBaHHE
KaHaJIOB MOET ObITh HACTPOCHO MEXIY ABYMS KOMMYTaTOpamH, KOMMYTaTOPOM U
MapuIpyTHU3aTopoM (pUCYHOK 17).

ArperupoBaHue KaHaJOB MO3BOJISIET PELIUTh JIBE 3aJa4H:

1) MOBBICUTH MPOIMYCKHYIO CIIOCOOHOCTH KaHaa,

2) obecnieynTh pe3epB Ha CIy4ail BBIXO/a M3 CTPOS OJHOTO U3 KAaHAJIOB.

BOABIIMHCTBO TEXHOJIOTHIA 1O arperupoBaHUIO MMO3BOJISIOT 00BEIUHIThH TOJIBKO
napajielbHble KaHallbl, TO €CTh TaKUE, KOTOPbIE HAYMHAIOTCS HA OJHOM U TOM K€
YCTPOMCTBE U 3aKaHYMBAIOTCS HA IPYTOM.

ArperMpoBaHHuA KaHan

o ==

Pucynok 17 — ArperupoBaHHbIi KaHAJ

e
gt

Ecau paccmaTpuBaTh N30BITOYHBIC COSAMHEHUS MEKTy KOMMYyTaTOpaMu, TO 0e3
WCIIOJB30BAHUS  CICIUAIBHBIX  TEXHOJIOTHH  JUIi  arperHpoOBaHMS  KaHAJIOB
nepeaaBaThCs JIaHHBIE OyIyT TOJIBKO dYepe3 OJWH WHTepQeic, KOTOphId He
3abmokupoBan STP (pucynok 18). Takoit BapwaHT TO3BOJSET OOCCIEUYHTH
pe3epBUPOBAHUE KAHAJIOB, HO HE JaéT BO3MOXXHOCTH YBEJIMYUTH MPOITYCKHYIO
CIIOCOOHOCTb.
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Pucynox 18 — binokupoka unTepdeiicoB mpotokosa STP
pu U30BITOYHOCTH COSAMHCHUIA

TexHomoru MO arperMpoBaHHUIO KAHAJIOB ITO3BOJISIIOT HCIOJIB30BaTh BCE
uHTepdelicel  omHOBpeMeHHO.  Ilpm  3TOM  ycTpoiicTBa  KOHTPOJIUPYIOT
pacrpocTpaHeHHe IUPOKOBEINATeNIbHBIX (peiiMoB (a Tarke multicast u unknown
unicast), 4ToObl OHM HE 3alUKIMBAIUCH. I 3TOr0 KOMMYTaTOp MpH HOJYYCHUU
IIMPOKOBEIIATEIHPHOTO (peliMa dYepe3 OOBIYHBIA HHTEPEHC OTHpaBiIsIeT €ro B
arperupoBaHHbIN KaHald TOJBKO Yepe3 OJAuH uHTepdelc, a TpHU MOITyYCHUU
IIMPOKOBEIIATEIBHOTO (PpeliMa M3 arperupoOBaHHOTO KaHajla HE OTIPABISAET €ro
Ha3aj.

Jlis arperupoBaHUsl KaHAJIOB MOXXET OBITh HWCIOJB30BaH OJIWH U3 TPEX
BapHAHTOB:

— LACP (Link Aggregation Control Protocol) ctanmapTHBIN POTOKOIT;

— PAgP (Port Aggregation Protocol) nponpueraphsiii mpotokos Cisco;

— CTaTUYECKOE arperupoBaHue 0e3 UCIOJIb30BaHUs TPOTOKOJIOB.

Tax xak LACP u PAQP pemaior ogHu u Te ke 3a7auu (C HEOOIBIITUMU
OTJIMYUSMH IO BO3MOXKHOCTSIM), TO JIy4dlll€ KCIIOJIb30BATh CTaHAAPTHBINA MPOTOKOJL
daxtuyecku octaetcs BoIOop Mexty LACP u ctaTudeckuM arperupoBaHUEM.

Cmamuuyeckoe acpezuposanue

[IpermymiecTBO: HE BHOCHUT JONOJHUTEIBHYIO 3aJE€pKKy MpU TOAHITUU
arperupoBaHHOTO KaHaja WU U3MEHEHUH €r0 HACTPOEK.

HenocraTku:

— HET COTJIACOBAHUS HACTPOEK C YAAIEHHON CTOPOHOM;

— OLIMOKH B HACTPOMKE MOTYT IPUBECTH K 00PA30BAHUIO TIETENb.

Aepecuposanue ¢ nomowwvto LACP

[Ipenmyiecrna:

— COTJIaCOBaHME HACTPOEK C YAAJEHHOW CTOPOHOM TO3BOJISIET H30exkaTh
OIMOOK M METEJIh B CETH;

— nojyiepkka standby-unTepdeiicoB mo3BossieT arperuposarh 10 16 MOPTOB,
BOCEMb M3 KOTOPBIX OYJyT aKTUBHBIMU, a OCTaJIbHBIC — B pexumMe Standby.

HepgocraTok:  BHOCHUT  JONOJHUTEIBHYIO  3aJ€pKKy TMpU  MOAHITHU
arperupoBaHHOIO KaHaja UM U3MEHEHUH €0 HaCTPOEK.

[Ipu HacTpolike arperupoBaHMsi KaHAJOB Ha OOOpPYJOBAaHUHU HCIIONb3YETCs
HECKOJIbKO TEPMHUHOB:

— etherChannel — TexHoOTHSI arperupoBaHus KaHAJIOB,

— port-channel — nornyeckwuii HHTEpdEiic, KOTOPBIA 00OBESIUHICT PUIUICCKUEC
UHTEPPEHCHI;

— channel-group — komaHpma, KOTopas yKa3bIBaeT, KaKOMY JIOTHUECKOMY
uHTepQeicy nTpuHaAIeKUT Guzndeckuid HHTEpPeiic 1 Kakol pexuM HCIOJIb3YeTCs
JUIS arperupoBaHUsl.
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5.3 U30BITOYHOCTh KAHAJIOB CBA3M

Jlns obecrieueHrs BBICOKOW OTKAa30yCTOMYMBOCTH KOMITBIOTEPHOM CETHU B HEE
HEPEIKO BKJIIOYAIOT M30BITOYHBIE KAHANBI CBSI3U. JTO MCKIIOYAET E€IMHYI0 TOUKY
OTKa3a — U CeTh MOXET (DYHKIIMOHUPOBATh B Cllydyae BBIXOJa U3 CTPOS. OCHOBHOIO
KaHasla CBsi3M WK (usndeckoro unHrepderica. Taxke M30bITOUHBIE KaHAJIbI CBS3U
MOXXHO HCIIOJb30BaTh JUIsl CHUXKEHHUS HArpy3Kd Ha OCHOBHBIC, YBEIUYHMBAs
IPOIYCKHYIO CIIOCOOHOCTb.

N30bITOYHOCTS (PU3UYECKUX KAaHAJIOB CBS3M MMEET CIEMYIONIUE HEJOCTATKU:
HecTtabmibHOCTh TaOmuIel MAC-anpecoB (kaapel ¢ omuHakoBeiM MAC-ampecom
HMCTOYHHUKA MOTYT OBITh MOJTYYEHBI HAa Pa3HbIX WHTEpdeiicax), MUPOKOBEIATEIHHBIC
IIITOPMBI TIPU HAJIMYUU TIETEIb B CETH, 4 TAK)KE BOSHUKHOBEHHE KON KaJIpPOB JaxKe
unicast-pacceiiku. JIjis yCTpaHEHHUs STHX HEJOCTATKOB HCITOJIB3YIOTCS IPOTOKOJIBI
kaHaimpHOTO ypoBHA THIa STP (Spanning-Tree Protocol, IEEE 802.1d): RSTP (Rapid
Spanning-Tree Protocol), MSTP (Multiple Spanning-Tree Protocol) u ap. Ouu
00€ecIreynBalOT TOJIBKO OJIUH JIOTHUYECKUH MyTh MEXKIY BCEMU XOCTaMHU B CETU ITyTEM
HAaMEPEHHOTO OJIOKMPOBAHUS PE3EPBHBIX IMyTeH, KOTOpble MOINKM Obl 00pa3oBaTh
METIIO.

CyTtb paboTsl STP-poToK0I0B 3aKiII04aeTCsl B TOM, YTO MOJICPKUBAIOIINE UX
KOMMYTaTOpbl oOMeHuBarotcs apyr ¢ apyrom BPDUSs (Bridge Protocol Data units).
Ha ocnoBanuu coaepxamierocss B Hux BID (Bridge ID) oauH u3 KOMMyTaToOpoB
Ha3Ha4yaeTcs KOpHEBBIM MocToM (root bridge), mociae dwero Bce ocTaibHBIC
KOMMYyTaTophl o anroputmy STA (Spanning-Tree Algorithm) BeiOuparoT i1t paboThI
uHTepdechl, Ha3biBaeMble 00t pPOrtS u coeAWHEHHBIE C KOPHEBBIM MOCTOM
KpardamuM MmyTéM (YIUTBIBACTCS KOJMYECTBO TIOCPEIHUKOB U TPOIyCKHAsS
COCOOHOCTh KaHalloB). Bcece mpoune uHTEpdeiichl, Beaylre K KOPHEBOMY MOCTY,
onokupyrotrcsi. Takum 00pazom oOpa3zyercsi HECBSI3HOE JEpPeBO C KOPHEM B
Ha3HAY€HHOM KOMMYTaTOpE.

BID coxmepxut 3Hauenue mnpuoputera, MAC-ampec OTHIpaBIsAIOMIETO
KOMMYTaTOpa U JIOMOJHUTEIbHBIN paciupeHHbl uaeHTudukatop cucremol. Camoe
Huskoe 3HadeHue BID ompenensercs komOuHanmen 3HaYCHUN B 3TUX TPEX MOJISIX.

VY n11060r0 HEKOPHEBOTO KOMMYTATOpa MOXKET OBITh TOJHKO OJIMH KOPHEBOM
nopt. [TopT cuntaercs 3a6JI0KMPOBAHHBIM, KOT/1a 3a0JIOKUPOBAHBI OTIIPABKa U IPUEM
JAHHBIX Ha 3TOT TOPT.

5.4 Texunoaorusa VPN

VPN (Virtual Private Network) — 0600mménHoe Ha3BaHUE TPYIIIBI TEXHOJIOTHIA,
MO3BOJISIONIMX PEAM30BaTh OJIHY JIOTMYECKYIO TOIOJIOTHIO CETU TMOBEpX APYyrou
(manpumep, LAN nosepx Internet). B 3aBucumoctu OT NpUMEHSEMBIX MMPOTOKOJIOB U
HazHaueHus VPN moxxer obGecrieunBaTh coeiuHEeHUs TPEX BUIOB: y3€I — y3€ll, y3ell —
CETh U CETh — CETb.

[Tpumepsr VPN:

— IPSec (IP Security) — gacto ucnosnb3yercs mosepx 1Pv4;
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— PPTP (Point-to-Point Tunneling Protocol) — paspabareiBaicss COBMECTHBIMH
YCHJIUSAMHU HECKOJIbKMX KOMIIaHuH, BKitouas Microsoft;

— PPPoE (PPP (Point-to-Point Protocol) over Ethernet);

— L2TP (Layer 2 Tunnelling Protocol) — ucronb3yercst B mpoayKTax KOMIIaHHUH
Microsoft u Cisco;

— L2TPv3 (Layer 2 Tunnelling Protocol version 3);

— Open VPN SSL VPN ¢ oTKpBITBIM HCXOIHBIM KOJIOM, HOIJICPKUBACT PEKUMBI
PPP, bridge, point-to-point, multi-client server;

— freelan SSL P2P VPN ¢ OTKpBITBIM HCXOTHBIM KOJIOM;

— Hamachi — mporpamma st cozmanus ogHopanroBoit VPN-ceru.

5.5 be3zonacHocth B koMnbioTepHoii cetn ACL (puabTpanus Tpaduxa)

OmauM u3 Hambosiee PACTPOCTPAHEHHBIX CHOCOOOB (uiIbTpanuu Tpaduka
SIBJISICTCS] UCTIOJIb30BaHUE CIUCKOB KOHTpoust goctyna (ACL-cruckoB). ACL-cimcku
MO>KHO MPUMEHSTD JIJIs1 YIIPaBICHUS BXOJSIIUM U CYIIECTBYIOIIUM TpahUKOM B CETU
U ero ¢punsTpauu (pucyHok 19).
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MAC.anpec
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Pucynox 19 — ®unbrparnus tpadpuka

Cymectyet Tpu Tuna ACL-crrckos:

1 Crannmaptabiii ACL-Cciucok sIBIISIETCS CaMbIM TIPOCTHIM U3 TPEX TUMOB. [Ipu
co3maHuu Takoro cmucka i |P-mporokona ¢umbrpanus mo ACL-cnuckam
OCYIIECTBIsIETCS Ha OCHOBE ncxonHoro |P-anpeca nmakera. Crangaptasie ACL-crincku
OMPENENSAIOT Pa3pelIeHus NAaKeTOB Ha OCHOBE BCEro MPOTOKOJIA, TAKOTO Kak
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IP-iporokon. Takum 06pa3oM, mpu 3ampeTe y3JI0BOr0 yCTPOMCTBA CTaHAAPTHBIM
ACL-crirckoM 3amperniaroTest Bce CyKO0bl 3TOTO y3Ja.

2 Pacmmupennbie ACL-criicku UCHonib3yroTcst I (QUIBTpAllMd HE TOJBKO 10
ucxonnomy IP-aapecy, Ho u o koHeuHomy |P-anapecy, mpoTokoily U HOMEpaM MOPTOB.
Takue crnUCKU MCTONB3YIOTCS Yallle CTaHIAPTHBIX, IMMOCKOJBKY OHH SIBIISIIOTCS Ooliee
orpeieIEHHBIMU U 00ECTIeunBatOT 00Jiee BHICOKHI YpOBEHb KOHTpOJIA. PacimpeHHbIM
ACL-criickam npucBauBarotcss Homepa u3 auarnazona ot 100 g0 199 u ot 2 000 10 2 699.

3 NmenoBannbie ACL-criucku (NACL-ciricku) uMeroT ¢popMmaT CTaHIapTHOTO
WM PaCIIUPEHHOTO CIMCKa U 0003HAYAIOTCS OMKCATEIbHBIM UMEHEM, a HE HOMEPOM.
[Ipu nactpoitke mmenoBaHHbIX ACL-cnmckoB mapmpytm3atop |0S wucmons3yer
pexum nogkoman el NACL.

Pasmep ACL-cricka MOKeT BapbUPOBAThCA OT OJJHOM HHCTPYKITHH, TIO KOTOPOH
paszperaercs Ui 0JI0KupyeTcst TpaduK OT OAHOTO UCTOYHHUKA, 10 COTHU HHCTPYKITHH,
paspenaronmx Wik 3anpenialonmX TakeTbl ¢ HECKOJIbKUX UCTOYHUKOB. B ocHOBHOM
ACL-ciuckd  MCTONB3YIOTCA  JJIi  OMpPENENICHUsT TUIIOB TPUHUMAEMbBIX WM
OTKJIOHSEMBIX MTaKETOB.

AJIMUHUCTPATOPY JIOCTYITHO HECKOJIbKO BapHaHTOB CO3/IaHUSI CIIHCKOB
KOHTpoJisi focTymna. CI0XKHOCTh TpeOOBaHUN K CTPYKType OIpeAenseT THIl
Heobxoaumoro ACL-crincka (pucyHok 20).
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permit host 172.16.2.88

standard permit-ip

Router (config-ext-nacl) fpemmit
host 152,168.5.47
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Pucynok 20 — Tunsr ACL-cririckoB

5.6 IIporoxkon PPP

[Tporokon «touka — Touka» (PPP) sBisercs HWHKanCymisiued KaHaIbHOTO
YPOBHSI I TIOCJIEOBATENbHBIX KaHajioB. OH HCMOJIb3YET MHOTOYpPOBHEBYIO
apXUTEKTYpy [IJsi HWHKANCyJMpOBaHUS W TMepeJauyd JararpaMM HECKOJbKHX
IIPOTOKOJIOB MO mpsMoMmy KaHaimy. Tak kak mnporokon PPP  sBigercs
CTaHIapTU3UPOBAHHBIM, OH I[IO3BOJISIET MOJKIIOYaTh OOOpYyIOBaHHE Ppa3HBIX
MIPOU3BOJAUTEIIEH.

Cranpapt PPP coaepxuT nBa moAnpoToKoia:
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1 IlpoTtokois ympaBneHusi kaHaioM. PPP uncronbs3yeT nmpoTOKOd yHpaBIICHHUS
kaHaioM (LCP) nns ycraHOBJeHUWs, TOAJAEPKKH, TECTHUPOBAHUS U 3aBEPILICHUS
nepeiavy JaHHBIX 110 MPSMOMY COSIUHEHHIO. J[OTTOTHUTEIBHO MMPOTOKOJT YITPABICHHUS
KaHaJIOM COIJIaCOBBIBAET M HacTpauBaeT napameTpsl kaHana cetd WAN (pucyHok 21).
[Ipotokon  LCP  BeImomHsSET  corjlacoBaHWE  CIEAYIOMIMX  MapaMeTpOB:
ayTeHTU(UKALKsA, CXKaThue, OOHapy)XeHHe OIMMOOK, TPyIIa KaHaJoB, OOpaTHBIN
PPP-BbI130B.

Taxxe mnpotokon LCP oOpabaTeiBacT pa3nuuHble pa3Mephl TMAKETOB,
0oOHapyXMBaeT OOIIME OIMMOKKA HACTPOCK, OMIpEenessseT HOPMAIbHYI0 U COOWHYIO
paboTy KaHana.

AvreETHOHRAIHI ‘
g - a0

OOparTHEt BE0E

Cxarue

MuoroxasaneHent

Pucynok 21 — CornacoBanue rnapaMmeTpoB

2 Ilpotokon ympasienusi ceTbio. [IpoTtoxon PPP ucnonb3yeT KOMIOHEHT
npotokoja ympabieHuss cetbto (NCP) s  wHKancynmupoBaHHMsS —HECKOJIBKHX
MPOTOKOJIOB CETEBOTO YPOBHSA, YTOOBI OHM MOTJIM BBIMIOJHATHCA B TEX KE KaHaIax
CBA3U.

JIJist KaKJI0TO MPOTOKOJIa CETEBOr0 YPOBHsI, TiepenaBaemMoro mo kanainy PPP,
TpeOyeTcss OTIENbHBIM MPOTOKOJ YIpaBieHus cerbto. Hampumep, mporokon IP
UCIIOJIB3YeT YyIpaBisitomuii MexcereBoi mnpotokon (IPCP), a mpotokon IPX —
MPOTOKON ympaBiieHuss MexcereBbiM oOmeHoMm maketamu (IPXCP). IIpoTokossl
YOPaBIEHUSI CEThIO BKJIIOYAKOT MOJISI C KOJAMH, KOTOPBIE OMPEAENSIIOT MPOTOKOJ
CETEBOI'0 YPOBHSI.

Brimonnenue ceancoB PPP nmpoxoaut yepes3 Tpu dTana:

1 Oran ycranosnenus coenuHenus. PPP ornpasisier kagpsl mo mporokosy LCP
JUIS. HACTPOUMKHU M TECTUPOBaHMS KaHaja nepenaun aaHHbIX. Kaaper LCP coxepkar
10JI€ TapaMETPOB HACTPOMKHU, KOTOPOE BBIIOIHSIET COIVIACOBAHUE TAKUX MapaMeTpPOB,
KaK MaKCHUMallbHbI pa3Mmep mnepenaBaemoro Osioka panHbix (MTU), cxatue wu
ayreHTuduKanus coenquuenus. Ecmu kakoi-nmubo mapameTp HaCTPOHKH OTCYTCTBYET,
MIPEArnosaraeTcs, YTo OH UMEET 3HaueHne 1o ymoiadanuto. Ha srame ayrentudukanmim
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COCIMHECHUSI W OIpEACIICHUS KauyecTBa KaHajla MPOBEPSIOTCS TapameTphl dTara
yCTaHOBKH  coeAnHeHus. [IpoBepka  ompeneieHHs  KadyecTBa  COCAMHCHUS
yCTaHABIIMBACT, MMEET JIM COCIWHEHHUE JOCTATOYHOE KAauyeCTBO JJISl TMOIICPIKKH
IIPOTOKOJIOB ceTeBOT0 ypoBHS. Heobsi3aTenbHbIE mapaMeTpbl MOTYT OBITh yKa3aHBI
nepeq IMOJyYeHHEeM Kajpa C TMOATBEp)KIeHUEM HacTpoek. llomydeHmem kampa ¢
MOJITBEPKICHUEM HACTPOCK 3aBEPIACTCS ITAll YCTAHOBKU COCTUHEHHUS.

2 Drtan ayreHtudukanuu (HeoOs3aTenbHO). Ha gaHHOM sTame BKIIOYaeTCs
3aIlyTa ¢ TMTOMOIIBIO TApoJeH I UACHTU(GUKAIIMN MapIIpyTU3aTOPOB COCTUHCHHUS.
AyTteHTuduKaIms MPOUCXOAUT IOCJIE TOTO, KaK JBAa MapIIPyTH3aTOpPa BBITIOHAT
COTJIACOBaHUE MO HACTPOIlKe MapaMeTpoB, HO JI0 TOTO, KaK MOXXET HAa4yaThCs dTal
COTJIACOBaHUS MPOTOKOJIA YIPABICHUS CEThHIO.

3 DTan coryiacoBaHus MPOTOKOJIA YIIpaBieHUs ceThio. PPP oTmpasiser makeTb
IO TPOTOKOJTY YIIPABIEHUS CETHIO JJIsi BEIOOpA HACTPOWKH OJHOTO WIIM HECKOJBKHX
MIPOTOKOJIOB CETEBOT0 ypoBHs, Takux kak IP wmu IPX. Ecnu npoTtokon ymnpasienus
KaHAJIOM 3aKpbIBAaeT COEAMHEHHE, MH(OpMaIuio 00 ATOM MOJYYarOT MPOTOKOJIBI
CETEBOTO YPOBHA, MOATOMY OHHM MOTYT BBIINOJIHUTH COOTBETCTBYIOIIUE JEHCTBUA.
Komanna show interfaces oro6paxaet cocrostaus nmpotokosioB LCP u NCP.

[Tocne ycraHoBku coeanHeHus: kaHan PPP ocTtaeTcsi akTUBHBIM, TTOKa KaJpbl
npotokona LCP unu NCP He 3akporoT kaHald WM HE UCTEUET BpeMs aKTHUBHOCTH
coenuHeHus. Takke 3aBEpIIUTh COSTMHEHNE MOKET MOJIb30BATENb.

5.7 Opranuzamus DMZ

PaccmoTpum  Mojenu  opraHMsanuu  Joctyna K - MHQOPMAIMOHHOMN
uH(ppacTpyKType npeanpusatusa u3 cetu Internet:

1 Mooenv nnockoii cemu (pucyHoxk 22). B nmaHHOM BapuaHTE€ BCE XOCTHI
KOPIIOPAaTUBHOM CETHU COJiepKaTcs B OJTHOM, OOIIEH /Jisl BCEX CETH, B paMKaxX KOTOPOM
KOMMYHUKAIIMU MEX1Y HUMH He orpaHnuuBatorca. CeThb noaxiatoyeHa k Internet uepes
MOTPAaHUYHBIA MAPIIPYTU3ATOP (MEKCETEBOM IKpaH).

JlocTonHCTBA:

— MUHUMAajJbHble TpeOoBaHUS K (YHKIUMOHAIBHBIM  BO3MOKHOCTSIM
MOTPAaHUYHOTO  MapuipyTu3aropa (MoXHO peanmu3oBaTh jgaxe Ha SOHO-
MapHIpyTH3aTOPE);

— MUHUMaJIbHbIE€ TPEOOBAaHHS K 3HAHUSAM CHELHMAIUCTA, OCYIIECTBIISIIOIIETO
peanu3anuio.

Henocrarok: MUHUMAaIbHBIA YpOBEHb O€30MACHOCTH (B Cllydae B3JIOMa, MPHU
KOTOPOM HapyUIUTENb MOJIYYUT KOHTPOJb HAJl OJHHUM H3 CEpPBEpPOB, €My s
JanbHEHIIe aTaku CTAHOBSTCS JOCTYIHBI BCE OCTaJbHBIE XOCTHI M KaHajbl CBS3U
CEeTH).
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Pucynox 22 — Tononorust Moienu ioCKOU ceTu

2 Mooenv DMZ. ]Ins ycTpaHeHHsS HEIOCTaTKa MOJCIH IUIOCKON CETH Y3IIbI,
noctynHeie u3 Internet, pasmemaroT B CHENHAIbHO BBIICICHHBIA CETMEHT —
neMmnTapu3oBanayio 30Hy (DMZ). DMZ opranusyeTcst ¢ MOMOIIBIO MEXCETEBBIX
9KpaHoB, oTheistonmx e€ kak ot cetu Internet (IFW), tak u oT BHYTpeHHEH ceTH
(DFW) (pucynok 23).
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Pucynox 23 — Moaens DMZ ¢ mMexceTeBbIM SKpaHOM

[Tpu sTOM TpaBUiia GUILTPAIIMNA MEKCETEBBIX SKPAHOB BBITJISIAT CJICAYIOIINUM
obOpazom:

— W3 BHYTPEHHEN CeTU MOKHO MHULIMUPOBaTh coeanHenust B DMZ u WAN;

— 3 DMZ moxxHo nnuiuupoBath coequuenus: B WAN;

— 13 WAN M0xHO MHUITUHMPOBATH coeauuenus B DMZ;

— naunmanusa coequuennii u3 WAN u DMZ ko BHyTpeHHEHN ceTu 3ampelnieHa.

JloCTOMHCTBO: TOBBIIMICHHAS 3alIUIIEHHOCTh CETH OT B3JIOMOB OTACIBHBIX
CEPBUCOB (JlaXKe €CJIM OJIUH U3 CEePBEPOB OyJIET B3JIOMaH, HapYIIUTEIb HE CMOXET
MOJYYUTh JOCTYN K pecypcaM, HaxXOJ[IIUMCS BO BHYTPEHHEH CeTu (Hampumep,
CETEBBIM IIPUHTEPAM, CUCTEMAaM BUIEOHAOIIOCHHUS U T. 1.)).
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Henocratku:

— caM 110 ce0e BhIHOC cepBepoB B DMZ He noBsIIIaeT ux 3anuiéHHOCTb;

— HE0OXOUM JOMOJHUTEIbHBIA MEXKCETeBOM 3KpaH s oTaeneHus DMZ ot
BHYTpPEHHEH CeTH (pUCYHOK 24).
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Pucynox 24 — DMZ Servers

3 Mooenv pazoenenus cepsucos na front-end u back-end. OqHIM 13 BapHAHTOB
UCTIPABJICHUS CHUTyallud OE30MacHOCTH CaMOTO CEepBHCA SBIACTCS pasfelicHHe
dbyHkIMoHaNma cepBuca Ha ase yacth: front-end u back-end. IIpu sTom kaxaas yacTb
pacrioyiaraeTcsi Ha OTAEIBHOM CepBepe, MEXAYy KOTOPBIMH OPraHH3yeTCsl CETEeBOE
B3auMmoserictere. CepBepsl front-end, peanusyroriue GyHKIIMOHAT B3aUMOCHCTBUS C
KJIMEHTaMM, Haxo sammMucs B Internet, pasmemator B DMZ, a cepsepsl back-end,
peanu3yroue OCTalbHOM (DYHKIMOHAJ, OCTAaBJISIOT BO BHYTpeHHeW ceTu. s
B3aUMOJICHCTBHSI MEXKIYy HHUMH Ha MEXKCETEBBIX OJKpaHaX CO3[Al0T TpaBUIIa,
paspeniarinye HHAMAIHo noakiodeHni ot front-end k back-end (pucynox 25).
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Pucynok 25 — Maunumanus coenqunenuit ot front-end u back-end
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B kagecTtBe mnpuMmepa pacCMOTPUM KOPIIOPAaTHUBHBIM IOYTOBBIM CEPBMC,
00CITYKMBAIONINI KIMEHTOB KakK B JIOKATbHOW ceTu, Tak u u3 Internet. KimeHTsr
u3HyTpu ucnoiap3yror POP3/SMTP/IMAP, a knuentsl u3 Internet paGorator depes
BeO-unTepdeiic. OObIYHO Ha dTane BHEIPEHUS KOMIAHUM BbIOMpaloT Haubosee
IIPOCTON croco® pa3BEPTHIBAHUS CEPBHCA U CTaBIT BCE €r0 KOMIIOHEHTHI HAa OJHH
cepBep. 3aTeM, TI0 Mepe OCO3HAHUS HEOOXOAMMOCTH o0ecTieueHrsT NH()OPMAITMOHHON
Oe3omacHoCcTH, (PYyHKIIMOHAII CepBUCA PAa3ACIAIOT HAa YAaCTH, M Ta YacTh, YTO OTBEYACT
3a o0cyxuBanue kireHToB u3 Internet (front-end), BeiHOCHTCS Ha OTACTHHBIN CEpBED,
KOTOPBIM 110 CETH B3aMMOJEUCTBYET C CEPBEPOM, PEAIU3YIOIIMM OCTAaBIIUKCS
¢ynkumonan (back-end). ITpu stom front-end pasmemaror 8 DMZ, a back-end
octaércss BO BHyTpeHHeM cermeHte. /st cBsism mexnay front-end m back-end na
MEKCETEBBIX dKpaHaX CO3JAI0T MPAaBUIIO, pa3pellarollee HHUIUAIINIO COSTUHEHUH OT
front-end k back-end.

JlocTonHcTBA:!

— B 0011IEM CIIy4ae aTaku, HalpaBJeHHbIE TPOTUB 3aIUIIAEMOI0 CEPBUCA, MOTYT
«CHOTKHYThCsl» O front-end, 4Yro mMmo3BOJMT HEHTPaTU30BaTh WU CYIIECTBCHHO
CHHM3HUTh BO3MOXHBIN yIiep0, Hanpumep, ataku tuna TCP SYN Flood wnu slow http
read, HampaBlieHHbIC Ha CEpBUC, NPUBEAYT K Tomy, 4to front-end cepBep Mosker
0Ka3aThCs HEJOCTYICH, B TO BpeMsi kak back-end Oymer mpomomkath HOpMaibHO
(YHKIIMOHHUPOBATh U OOCITYKUBATh MOJIb30BATENCH;

— Ha back-end cepsepe moxert He ObITh ocTyna B Internet, uto B ciyyae ero
B3JIOMa (HampuMep, JOKAJIbHO 3alylIEHHBIM BpPEIOHOCHBIM KOJIOM) 3aTPyAHUT
yaal€HHOE ynpaBieHue uM u3 Internet;

— front-end xopomo moaXomuT I pa3MenIeHUs Ha HEM MEXCETEBOro dKpaHa
ypoBHs mnpwioxkenuin (Hampumep, Web application firewall) wmm cucremsr
npenoTepaiieHus Bropxkenuit (IPS, Hanpumep snort).

Henocratku:

— g cesa3u Mexxay front-end u back-end ma mexcereBoM skpane co3gaérces
MPaBUIIO, pa3peliaroiee HHUIAINIO coequHenns u3 DMZ Bo BHYTPEHHIOIO CETh, YTO
MOPOKIAET YIpO3bl, CBA3aHHBIE C MCIIOJIB30BAHUEM JAHHOTO IMPaBUJIa CO CTOPOHBI
apyrux y3noB B DMZ (mampumep, 3a cuer peanmszanuu atak IP spoofing, ARP
poisoning u T. 11.);

— He BCE CepPBHUCHI MOT'YT OBITh pa3neneHsl Ha front-end u back-end,;

— B OpTaHM3aIIH JOJDKHBI OBITh PeaTN30BaHbl OM3HEC-TIPOIIECCHI AKTYyaIN3aIHH
IIPABHJI MEKCETEBOTO IKPAHUPOBAHHS,

— B KOMIIAaHUH JOJDKHBI OBITh PeaM30BaHbl MEXaHWU3MBI 3aIIUTHI OT aTakK CO
CTOPOHBI HApYyLINUTENEH, NOTYUYUBIINX AOCTYH K cepBepy B DMZ.

Ilpumeuanus

1 B peanbHOI1 )xu3HU qaxke 0e3 paszaencHus cepBepoB Ha front-end u back-end
cepepam n3 DMZ odyeHb yacTo HE0OX0IMMO 00paIaThCs K CepBepam, HaXOIAITAMCS
BO BHYTPEHHEH CEeTH, OTOMY YKa3aHHbIE MUHYCHI JAHHOTO BapuaHTa OyIyT Takxke
CIPaBEeIJIMBBI U JJIS1 IPEIBIIYILEr0 PACCMOTPEHHOTO BapHUaHTa.

2 Ecam paccMmarpuBaTh 3aluTy TOPWIOKEHHM, paboTalmmx depes
BeO-uHTEpdEiic, TO AaKe €clii CepBep He MOJAEepPKUBAeT pa3HeceHue (YHKIUI Ha
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front-end u back-end, npumenenne http reverse proxy cepsepa (Hanpumep, Nginx) B
kadecTse front-end mo3BoUT MUHUMHU3UPOBATH PUCKH, CBA3aHHBIC C aTAKAMH Ha OTKAa3
B oocirykuBanun. Hanmpumep, araku tuna SYN flood moryt caenats http reverse proxy
HEJOCTYITHBIM, B TO BpeMst kak back-end Gyaer mpoomkaTs paboTaTh.

5.8 YnpaBJjienue koMnb0TepHO# ceTbio (SNMP)

SNMP — 310 cTanmapTHBIA MPOTOKOJ JUIS YNpaBieHUs ycTporcTBaMu B |P-
cetsix. C ero momMompbio0 cepBepbl MOTYT OOMEHUBaTbcs MHGOpMaIMell 0 CBoeM
TEKYIIEM COCTOSHHHM, a aJMUHUCTPATOP MOXKET W3MEHATh IPEABAPUTEIHHO
onpenenéuubie 3HaueHus. CaM TPOTOKOJI OYEHb MPOCTOHM, OJHAKO CTPYKTypa
OCHOBaHHBIX Ha HEM MIPOTPaMM MOKET OKa3aThCs CII0KHOM.

CymecTByer MHOTO pasnuyHbix Bepcumii mpotokonma SNMP. Kpome Toro,
MPOTOKOJ  YaCTUYHO  pPEAM3yeTCs HEKOTOPHIMH  CETEBBIMH  allllapaTHBIMH
ycrpoiictBamu. Hambonee pacmnpoctpanénnoit susiercs Bepcuss SNMPV1, Ho ona
MMEET MHOTO YSI3BUMOCTEH; OCHOBHBIMU NIPUUMHAMHU €€ MOMYJISIPHOCTH SIBIISIOTCS €€
BE3/IECYIIHOCTh U JOJTr0o€ BpeMs CylllecTBOBaHUS. Bmecto He€ pekomeHayercs
UCIIOJIb30BaTh OoJiee 6e3omacHyto Bepcuro SNMPV3.

Cetp Ha ocHOBe SNMP B ocHoBHOM coctouT u3 SNMP-arenToB. AreHt — 310
mporpamMma, KoTopas coOupaer uHpoOpManui o0 amnmapaTHOM YCTPOMCTBE,
CUCTEMATU3UPYET €€ B MPE/IBAPUTEIHLHO OMPEICIEHHbIE 3aMCH, a TAKKE OTBEYAET Ha
3anpockl ¢ momoinbio npotokona SNMP.

KoMItoHeHT, KOTOpBHIN 3ampamuBaeT JaHHBIE Yy areHTOB, Ha3bIBACTCS
menemkepoM SNMP. SNMP-menemkepsl monydatoT JaHHBIE O BCEX YIPABISIEMBIX
YCTPOMCTBAaX M MOTYT BBHIaBaTh 3aIPOCHI JIs cOOpa MH(POPMAIIMKA W YCTaHABIIUBATH
HEKOTOpPBIE CBOMCTBA.

Menemxep SNMP — »sT0 MammHa, KOoTOpas 3ampaniuBaeT HWH(GOPMAIIHIO,
coopannyto arentamu SNMP. Takas mammHa TOpa3fgo NPOIIE YCTPOCHA, UYeM
KJIMEHTHI, MOCKOJBKY OHA IMPOCTO 3aMpalliiBaeT JaHHBIE.

MeHnemkepoM MOXKET OBITH J100as MalluHA, HMEIOIas BO3MOXXHOCTh
otnpaBiATh 3anpockl areHTamM SNMP, mpenoctaBisisi BanuaHble YYETHBIC TaHHBIC
(Hanpumep, cepBep MOHWUTOPUHTA); WHOTJA 3aJladyd MEHEKepa BBIMIOJHIET CaM
aIMUHUCTPATOP C MOMOIIIBIO TPOCTHIX YTHIIUT JIsl OBICTPOTO 3ampoca JaHHbBIX.

Arentsl SNMP BbITIONHSIOT OCHOBHYIO paboTy. OHU OTBEUYaOT 32 COOp JAHHBIX
0 JIOKQJIbHOM CHUCTEeMe, UX XpaHEHHE B yJI00HOM JUIs 3anpocoB opmate, OOHOBIICHHE
bJ] Management Information Base (MIB).

MIB — »T0 wuepapxuueckas, TpeABApUTEILHO OMNPEACIICHHAs CTPYKTypa,
XpaHsiias nHHOPMaIHIo, KOTOPYIO MOXHO 3alPOCUTh WK 100aBUTh. OHA AOCTyIMHA
st 3arpocoB SNMP, ncxondmumx ot Xxocta, Ipe10CTaBUBILETO MPABUIIbHBIC YUETHBIE
naHHbie (TO ecTh MeHemkepa SNMP).

ATeHT ompenenseT, KaKue MEHEHKEPhl MOTYT TOJYYUTh JOCTYH K JTaHHBIM.
Takoke areHT MOKET BBICTYIIaTh B KAYECTBE MOCPEIHNUKA U TIepeaaBaTh HH()OPMAITUIO
Ha ycTpoicTBa, He HacTpoeHHbIe 11 SNMP-Tpaduka.
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Otuactu npotokon SNMP momymnspen Omaromaps mpocTeiM KoManaam. OH
BBITIOJIHSAET BCEr0 HECKOJIBKO OIepaluii, HO OHU J10CTaTOYHO THOKH.

Crnenyromre 6J10KM JaHHBIX TPOTOKOJIA OMUCHIBAIOT TOYHBIE TUITBI COOOIICHUH,
KOTOPbIE MOJIIEPKUBAET MPOTOKOJL:

1 Get: 310 cooOIICHHE MEHEIKEp OTHpAaBJseT arceHTy, 4TOOBI 3alpOCUTh
3Hauenue onpenenéHHoro OID. B oreet 10T 3anmpoc nonyvaet cooOiienue Response,
cojiepkaliee Bce He0OX0JMMbIE JIaHHBIE.

2 GetNext: aTo cooOlieHre Mo3BOISIET MEHEHKEPY 3ampalinBaTh CIEAYIOIUN
nocienoBaTenbHblii 00bekT B MIB. Tak MoxHO mnepeceus ctpykrypy MIB, He
ucnons3ys B 3anpocax OID.

3 Set: aTO cooOIIEHNE MEHEKEP OTIPABIISIET ar€HTY JIJIS1 TOTO, YTOOBI U3MECHHTH
3HaueHue mnepeMeHHoi. C momompio Set MOXXHO yhpaBisiTh HHGOpMAIHUEH o
KOHQUTYpallMi WA UHBIM 00pa3oM M3MEHSATh COCTOSHUE YAaNEHHBIX XOCTOB. JTO
€IMHCTBEHHAs OIepalys 3aliCcH, KOTOPYIO MOJAEPKUBAECT IPOTOKO.

4 GetBulk: sTot 3anpoc paboTaet kak HeckoJibKo 3anpocoB GetNext. Menemxep
MOJIYYHUT B KaU€CTBE OTBETA MAKCUMAJIbHBIN 00BEM JTaHHBIX (YUUTHIBAsI OTPAHUYCHUS
3ampoca).

5 Response: areHT oTmpaBiseT 3TO COOOIIEHUE MEHEIKEPY, YTOObI MepeaaTh
eMy 3alpalluBaeMble JaHHble. Ecnu 3ampammBaemble JaHHbIE HEJb3s MEpeaarth,
Response Oyxet conepkarh OMUOKY ¢ AOMONTHUTENIbHON nHpopMmanuei. CoolrieHue
Response otmpasisieTcs Ha M1000W W3 BBIMICTIEPEUNCICHHBIX 3aIIPOCOB, a TaKXkKe Ha
coobmenue Inform.

6 Trap: 3T0 coobmieHne OOBIYHO OTIPABISAETCS areHTOM MEHEKEPY, YTOObI
IPEIOCTaBUTh MH(POPMAIHIO O COOBITUSX, KOTOPHIE MPOUCXOAST Ha YIPABISIEMBIX
YCTPOWCTBAX.

7 Inform: takoe cooOlIeHNEe MEHEIKEp OTMPABISACT arceHTy B OTBET Ha trap.
Ecnn areHT He MOJIy4UT TaKOro cooOOIlIeHHs, OH OyAeT MOBTOPHO OTHPAaBIATH
cooOrieHus trap.

5.9 CucTreMbl XpaHeHUsI JAHHBIX

Ceroans Bce cucteMbl xpaHeHus qaHHbIX (CXJI) MOXKHO pa3ienuTh Ha TPH
THUIIA:

— ycrpoiicta ¢ npsimbim noakitoueHueM (DAS — Direct-Attached Storage);

— cerenble xpanmuina (NAS — Network Attached Storage);

— cetn Xpanenus gaHHbiX (SAN — Storage Area Network).

Yame Bcero momx DAS moOHMMArOT CBSI3KY «cepBep — HAKOIUTEIbY, TIIE
«HAKOMUTENb» — Jr0oe 3amoMuHaromee yctpoictBo or USB nmo auckoBoro
xpanuiuiia. Ha cerogusmHuil 1eHp yalie BCero JJis CBSI3U CepBeEpa ¢ HAKOMUTEIEM
ucnoan3ytorcss uHTepdericel SAS (Serial Attached SCSI) m eSATA. Cxema Takoii
CBSI3KM TpeJcTaBiieHa Ha pucyHke 26. Mcnonb3oBanue takoi CX][ pamnroHabHO B
opranu3anusx ¢ 1-3 BHyTpeHHUMHU CepBEPAMM.
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SErver HoKanUumenk

SAS-umnu

SATA-kadens q

Pucynok 26 — Knaccuueckas cxema DAS

Crporo roBops, moa mnoHsitue DAS mnoaxoauT HeE TOJIBKO Kilaccuueckas
KOMOUMHAIMs cepBepa ¢ MOJKIIOUEHHBIM HakonuTeneM. Hampumep, xpanunuie SAN,
NOJAKIIOYEHHOE OJHUM €IMHCTBEHHBIM KaOeleM K COOTBETCTBYIOIIEMY CEPBEPHOMY
uHTepdeicy, mo cytu, npeacrabiser coooir DAS-cuctemy, HECMOTpPS Ha TO, YTO IS
B3aMMOJCHCTBHS HCITONIb3yeTcs mpoTokoi Fibre Channel.

JoctonncTBamu ucnosab3oBanust DAS sBISIIOTCS HU3Kasi CTOMMOCTD PEIICHUs,
MPOCTOTA OpTaHW3AIMH, CETeBas OE30MaCHOCTh M BBHICOKAsS CKOPOCTH Mepeaadu
naHHbIX (6osiee 10 I'6uT/c B cityyae ), HeAoCTaTKaMH — CJI0KHOCTh MAacIITAaOUPOBaHUS,
OTCYTCTBHE KOHCOJHUIAIIMH, OTPAHUYCHHUE OTKAa30yCTOMYHMBOCTH, CIIOKHOCTH
paszeseHus PECYpPCOB M CIIOKHOCTD YIIPABIICHHUSI.

Cuctema NAS npeacTaBisieT co00H XOCT B KOMITBIOTEPHON CETH, € TMHCTBEHHOM
(GYHKIHEH KOTOPOTO YacTO SIBJISETCS XpaHEHWE TAHHBIX, MOJYyYEHHBIX OT APYTHX
xocToB (cucremam NAS mpemmecTBoBaiv Kiaccuueckue ¢aimoBeie cepBephl). 1o
cytu, NAS mnpencraBnsier co0oil coyeTaHWe CHUCTEMbl XpaHEHUS MaHHBIX U
MPOTrpaMMHO-aMNIapaTHON MIaTGOPMBI, MO3BOJISIONIEH MOAKIIOYUTH 3Ty CUCTEMY B
KOMIBIOTEpHYIO ceTh. ABHBIM orinuneM NAS ot DAS sBisieTcs pa3BUTBIA CTEK
MPOTOKOJIOB M HAJM4YME CETeBOW (halIoBOM CHCTEMBI COBMECTHOro noctyma. Ot
Kinaccuueckux (¢annoBeix cepBepoB NAS MOryT oTiaM4YaThCs MPOMPUETAPHOM
OTEepPAllMOHHON CUCTEMOM, OTCYTCTBUEM BO3MOXXHOCTH TOJKIIIOUCHHSI MOHUTOpA U
KJIaBHATYPBI, OTPAHUICHHOCTHIO YCTAHOBKH jJomnoHATENsHOTO [10 1 1p.

Cxema monkmtoueHusi NAS-HakomwTenss TMpeAcTaBlieHa Ha pUCyHKe 27.
Ucnonb3oBanue takoit CX/[ panroHanibHO B HEOOJBIINX OPTraHU3aLUIX, UMEIOIINX
3-10 Hu3KO- WM cpeAHEeHarpyXeHHbIX cepBepoB. Yacto NAS wucmonb3yercss B
KaueCTBE CHCTEMBl PE3EPBHOTO KOMUPOBAaHUS WHOPACTPYKTYphl U  (haijioB
ITOJIb30BATEIIEH.

servers

NAS-Hakonumens

8 p—
E-q"”# LAN —

Pucynok 27 — Knaccuueckast cxema NAS
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HocrounctBamu NAS SBISIIOTCS OTHOCHUTENBHO HU3Kas CTOMMOCTH, MPOCTOTA
yIpaBICHUS U pa3IeIeHUs peCypCOB, HEAOCTATKaMHU — HEBBICOKAsi CKOPOCTh Mepeiadn
JTaHHBIX (MPU HKCMOJB30BAaHUM KIIACCHYECKUX TIOJXOJI0OB), BBICOKHE HaKJIaJHbIC
pacxoipl M OTPaHUICHHOCTh BHEIPEHUS HOBBIX aJTOPUTMOB.

Cucrema SAN mpencraBisier co00ii caMOIOCTAaTOYHYIO CHUCTEMY Tepeadyd U
XpaHEHUsl NTaHHBIX, HE 3aBUCSAIIYI0O OT KOMIBIOTEPHOH ceTH (IO CYTH SIBJISETCS
OTHEeNbHOM, BTOpOoM ceTblo). OcHOBHas 1eiab paszpadorku SAN — ycTpaHeHue
HepoctatkoB DAS u NAS. HaumbGonee mpoctas cxema moctpoenuss SAN mns nByx
cepBepoB npuBeAcHa Ha pucyHke 28. Mcnons3oBanue takoit CXJI panroHaasHO TIPH
HAIMYUU pa3BuTOM cereBoi uHppacTpykTypel (10 u Oonee cepBepoB) wiIn
MOBBIIICHHBIX TPEOOBAHUMN K JOCTYITHOCTH JIaHHBIX.

LAN SAN

hosts servers storagies

a—l a SAN-switch SAN-controller -.'é
ESU B . = g
— = — &l ] l_-\ﬂ
. A = =
= L ——

Pucynox 28 — Cxema SAN ¢ ogaum SAN-kKOMMyTaTOpOM
1 SAN-KOHTpOJIEpOM

B 3aBucumMoctu ot TpeOOBaHUM K HAJIEKHOCTU CUCTEMBI, pa3MepOB U OIO/IKETa
CX]I mogkmouenue cepBepoB kK SAN MoKeT OBITh BBITOTHEHO Yepe3 AyOIupyromme
KOMMYTaTOpbI 1 KOHTpoJutepbl. B SAN ucnonb3ytorcs nporokonsl Ha 6a3ze FC (Fibre
Channel) mis obecrieueHust BbICOKO# mpomyckHoit crocoonoctu: FCP (FC Protocol),
FCIP (FC over IP), FCoE (FC over Ethernet) u np.

HoctounctBamu SAN SIBISIIOTCS MPAKTUYECKH BCE YCTPAHEHHBIE HEOCTATKU
NAS u DAS, HenocTaTkaMu — BBICOKasi CTOMMOCTh CHCTEMBI U CIIOKHOCTh B HACTPOMKE
000pyIOBaHUS.

CymiectBytoT Takke rubpumnbie pemenus CXJI, mpoekTupoBaHHE KOTOPBIX
WHIMBUIYJIGHO JIJII TIOCTABIICHHBIX 3aJad OpTraHW3allii W HE MOXET OBITh
PacCMOTPEHO B ITOCOOWH B CHITy CBOCH CITEITU(PUKH.
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6 IPOEKTUPOBAHUE CTPYKTYPUPOBAHHOM KABEJIbHOM
CUCTEMBI

CrpykrypupoBannas kabenabHas cucrema (CKC) — 310 ¢usznueckas ocHoBa
UHQPACTPYKTYPHI CETH 3[IaHUs, TTO3BOJISIIOIIAS] CBECTH B €IMHYIO CUCTEMY MHO>KECTBO
CETEBbIX  MH(POPMALMOHHBIX  CEPBUCOB  PA3HOIO0  HA3HAYECHUS:  JIOKAJIbHBIC
BBIUMCIIUTEIbHBIE  CE€TU,  Tele(OHHBbIE  CETH, CHCTEeMbl  OE€30MacHOCTH,
BUJICOHAOIIIOICHUS] U JIP.

CaM TepMHH «CTPYKTYpHUpOBaHHas» MIpearnoiaraeT To, 4TO JaHHAas CHCTEMa
MO//IEPKUBAET TEJIEKOMMYHHKAIIMOHHBIE MTPUIIOKEHUS, TOCTABIISIEMbIE PA3IUNYHBIMU
MIPOU3BOAMUTEIIMH, UCIIOJIB3YS MIPU 3TOM HECKOJIBKO THUIIOB IepeAaromux cpel. Bee
KOMITIOHEHTBI CHCTEMBI, K KOTOPBIM OTHOCATCS TEJIEKOMMYHUKAIIHOHHBIE PO3ETKH,
KOMMYTATOpPbI, MaplIpyTU3aTOpPbl, MaT4Y-MIAHETH, CBSI3aHbl MEXIy c000i kabenewm,
MO3TOMY Takasg CHCTeMa W  HasbiBaeTcsi KkaOempHOM. Takum — oOpaszom,
CTPYKTYpUpOBaHHasl KaOellbHas CHCTEMa IPEJCTaBIsSIET CO0OM HEepapXUUYECKYIO
KaOelIbHYI0O CE€Th, C ITIOMOIIbIO KOTOPOM BCE 3JIEMEHTBl TEJIEKOMMYHHKAIIUM
OOBEIMHAIOTCS B €AMHOE ILEeJN0€ U OKCIUIyaTUPYIOTCS B COOTBETCTBHHM C
YTBEPXKAEHHBIMU CTaHJAapTaMHU (PUCYHOK 29).

NoacHcTeaM2
FOpHIONTANMNAN ¢ padomx mecy
adenaman -
NOACICTOM) -

T

Noacucrema

. padonmx mece
Beprmxansuan "2

abenswan

NOACHCTOM . 1 r
-

Noacncrema
Maenoro

Kpocca ! ’:
YOpasnewmn -

Pucynok 29 — CtpykrypupoBaHHas kaOenbHas cUCTEMa

[Ipy NpOEKTUPOBAHUM CTPYKTYPUPOBAHHOW KAOENIbHOW CHCTEMBI B 3JaHHUU
(dbopMHUpyeTCs €AMHBIN KOMMYTallMOHHBINA LIEHTP, KOTOPBIM C TOMOIIBIO0 BEPTHUKAIBLHOM
IIPOBOJIKM COEOUHEH C HaXOIAUIMMUCS Ha 3TaKaX KOMMYTalUMOHHBIMH y3JaMU. DTH
y37bl TPEACTABIAIOT COOOM CTOWKM WM CHEelHalibHble MKagbl, COAEpKaIIie
HE00X0MMOE KOMMYTAI[MOHHOE O0OpYyIOBaHHE, OCHOBOM KOTOPOTO CIIy)KaT IMaTy-
nanesd. KoMMyTanmoHHbIE y3JIbl O3BOJISAIOT POU3BOAUTE aIMUHUCTPUPOBAHUE, TO
€CTh U3MEHEHHE U JIOMOJHEHUE TapaMeTPOB KOH(PUTypaIllui CUCTEMBI JJI BCETO 3TaxKa
B 11es10M. OT KOMMYTaIlMOHHOTO y3Jla KaOeIbHbIE JINHUU TOPU30HTAIBHO PAa3BOAATCS
HENOCPEACTBEHHO K pa0OYNM MECTaM.
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Tpe6osanust npu npoextupoBanuu CKC:

— JIOJDKHA OBITh CIPOEKTUPOBAHA C HW30BITOYHOCTHIO IO KOJIMYECTBY
MOJIKJIIOUCHUM;

— JIOJ>KHA OBITH BBITIOJIHEHA B COOTBETCTBUU C MEXIYHAPOIHBIMHU CTaHIapTaMU
(marmpumep, ANSI/EIA/TIA 568, ANSI/EIA/TIA 569);

— pabouee MECTO JOHKHO UMETh KaK MUHUMYM OJIMH Pa3beM IS MOAKITIOUEHUS
K CETU Y OJIMH Pa3bEeM JIJIs TIOJIKIIFOUECHUSI K TeIeOHHON CeTH;

— MaKCUMaJIbHOE PACCTOSIHUE TOPU3OHTAIILHOM CETH HE TOJKHO MPEBBILATh 90 M;

— KaXJasi JIMHHUS CBSI3M KaOEJIbHOM CHUCTEMBI OT TOYKHA MOAKIOYEHUS
OKOHEYHOr0o 00OpYJOBaHUSA A0 TOYKM MOJKIIOUYEHHS K KOMMYTAIIMOHHOM MaHeNIn
NOJDKHA TMPOUTH TECTHUPOBAHME HAa MPUHAIICKHOCTh KAaK MUHHMYM K IISITOM
KAaTEeTrOpUH;

— JIOJKHa 00ecreunBaTh OBICTPYIO MEPEKOMMYTAILIUIO JTMHUM TOPU3OHTATIBHON
IIPOBOJKHM U MarucTpaid 3/1aHHUs;

— MOHTaX KaleJeil B KopuJ0opax JOJKEH OCYLIECTBIATHCA 32 (DaIbIIIIOTOIKOM,
€ClIi TAKOBOW HMEETCsl, a MPU €ro OTCYTCTBUU — B CHELHAIM3UPOBAHHBIX KaOeib-
KaHajax (KopoOax) WM B CYIIECTBYIOIIMX 3aKJIaJHBIX; B Pab0OUYMX MOMELIECHHIX
1oJ1BoA Kabens K pabouuM MecTaM MPOU3BOJIUTCS B KaOesb-KaHajax.

['oToBast cTpyKTypupOoBaHHas KaOellbHas CHUCTEMa [JOJDKHA HE TOJIBKO
rapaHTHUPOBaTh (YHKIMOHAJIBHOCTh BCEX YCTPOWCTB, MOJKIIIOUEHHBIX K HEW, HO U
MPENOCTABIISATh BO3MOKHOCTh KAYECTBEHHOTO YIPABICHUS UMH.

Hcnonb3oBaHue CTPYKTYPUPOBAHHOW KaOETBbHON CUCTEMBI BMECTO XaOTHUYECKU
IPOJIOKEHHBIX Ka0eneil o0ecreunBaeT MHOTO PEUMYIIECTB:

1 VuusepcanbHocTh. CKC mnpu npoayMaHHOW OpraHU3allUd MOXKET CTaTh
€INHOW Cpelod g Tepeladyd KOMIBIOTEPHBIX JaHHBIX B JIOKAJIBHOH
BBIYUCIIUTEILHON CETH, OpraHu3alid JIOKAIbHOW TeaedOHHONW ceTH, Nepeayu
BUJCOMH(OpPMAIUKY M JaXe TMepelayd CUTHAJIOB OT JAaTYMKOB MOXKapHOU
0€30MacCHOCTH WJIM OXPAHHBIX CHCTEM. DTO MO3BOJSET aBTOMATU3UPOBATh MHOTHE
IPOLECChl KOHTPOJISl, MOHUTOPUHTA U YINPaBICHUSI XO3AWCTBEHHBIMH CIIy:)KOaMu U
CUCTEMaMH KU3HE0OeCTIeUeHHsI IPEATIPUATHSI.

2 VYBenuueHue cpoka ciyxObl. CpOK MOpalbHOIO CTapEHUs XOPOIIO
CTPYKTYPUPOBAHHON KaOEIbHOM CUCTEMBI MOXKET COCTaBIIATH 710 15 JeT.

3 YMeHblIeHUe CTOUMOCTH 100aBJIeHNS HOBBIX MOJIb30BaTeNIel U U3MEHEHHE X
MecT pa3menieHus. M3BeCTHO, YTO CTOMMOCTh KaOEJNbHOM CHCTEMbl 3HAYUTENbHA W
OmpeaensieTcsi B OCHOBHOM HE CTOMMOCTBIO Ka0ens, a CTOMMOCTBbIO paboOT MO €ro
npoknajike. [loaromy Oonee BBITOAHO MPOBECTH OJHOKPATHYIO padOTy MO MPOKIIAJIKE
Ka0eJisi, BO3MOXHO, C OOJIBIIIUM 3aMacoM IO JIJIMHE, YeM HECKOJIbKO Pa3 BBIMOJHATH
NPOKIAJKy, HapamuBass aauHy kaOens. Ilpu TakoM mnoaxoae Bce padOTHI IO
N00aBJIICHUIO WJIM TEPEMEIICHUIO TI0JIb30BaTeNil CBOJATCA K  MOIKIIOYEHHUIO
KOMIIBIOTEPA K YK€ UMEIOILENUCS PO3ETKE.

4 B0O3MOXHOCTB JETKOro pacumpenus: cetd. CTpyKTypupoBaHHas KaOelbHast
cUCTEMa SBIISIETCS MOAYJBHOH, MO3TOMY €€ JEerko pacmupsate. Hanpumep, k
MarucTpajid MOXKHO J00aBUTh HOBYIO MOJCETh, HE OKa3bIBasi HUKAKOT'O BIMSHUS Ha
CYIIECTBYIOMKUE TOACeTH. MOXKHO 3aMEHUTh B OTICIBHOW TOJICETH THUM Kabens
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HE3aBUCUMO OT OCTaJIbHOM 4Yactu ceTtu. CTpyKTypupoBaHHas KaOenbHas CHUCTEeMa
SBJISIETCS] OCHOBOM JIJIs JIGJICHUSI CETH HA JIETKO YTNpaBJIsieMbI€ JJOTUYECKUE CETMEHTHI,
TaK Kak OHa cama y>ke pazjieiieHa Ha PU3NYECKUE CETMEHTHI.

5 OoOecnieuenue 6osee 3PpdekTuBHOr0 o0cHy)uBaHus. CTpyKTypupOBaHHas
KaOenpHasi cucTeMa oOsierdaeT OOCTY>KMBAaHME M TIOUCK HEUCHPaBHOCTEH MO
CpPaBHEHMIO C IITMHHON KabeapHOU cucTteMoi. [Ipu muHHON opraHu3aiuy KabeIbHOM
CUCTEMBI OTKa3 OJHOTO U3 YCTPOUCTB WJIM COCTUHUTEIBHBIX 3JIEMEHTOB MPUBOJUT K
TPYAHO JIOKAJIMU3yeMOMY OTKa3y Bceil ceTh. B CTpyKTypupOBaHHBIX KaOEIbHBIX
CHUCTEeMaX OTKa3 OJHOTO CErMEHTa HE JICUCTBYET Ha APYTrUe, TaK KaK 00bEIUHECHHE
CErMEHTOB OCYILIECTBJISIETCS C TIOMOIIBIO KOHIIEHTPATOpoB. KOHIEHTpATOPHI
JTUArHOCTUPYIOT U JIOKATU3YIOT HEUCIIPABHBIA YYaCTOK.

6 Hanéxuaocts. CTpyKTypHUpOBaHHAS KaOCIbHASI CUCTEMA UMEET MOBHIIICHHYIO
HaJIE)KHOCTh, MOCKOJBKY IPOU3BOJUTENIb TAKOW CHUCTEMbl TapaHTUPYET HE TOJIBKO
Ka4eCTBO €€ OT/IEJIbHBIX KOMIIOHEHTOB, HO U X COBMECTUMOCTb.

[Ipoext CKC o0benunsier B cebe JBE MOJCUCTEMBI: TOPU3OHTAIBHYIO H
BEPTUKAIIbHYIO (MarucrtpajibHyio) KabenbHylo cuctemy. BeprtukanpHas KC
Mo/ipa3yMeBaeT OopraHu3aluio oOMeHa MH(pOpMAIMEeH MEXIy pacrpeaeiuTeIbHbIMU
MyHKTaMHU, KOTOphIE MOTYT 0a3upoBaThCs HAa pa3HBIX »JTaxax oduca. B
TOPU3OHTAJIBHYIO TOJICUCTEMY OOBIYHO OOBEIMHEHBI BCE Aa0OHEHTHI, WMEIOIINE
JOCTYTI K MarucTpajibHbIM PECYpCaM.

6.1 IlpoekTHpOBaHHE FOPU3OHTAIBLHOI Ka0eIbHOM CHCTEMbI

['opuzoHTanbHas KaOenbHas CUCTEMa HAYMHAETCS TEJIEKOMMYHUKALIMOHHON
pO3eTKOM Ha paboyeM MECTE M 3aKAHUYMBAETCS B TEICKOMMYHHMKAIIMOHHOM IHIKady
staxa (pucyHok 30). OHa BK/IOYaeT B ce0sl pO3€TKY, TOPU30HTAIbHBIA KaOelb, TOUKH
TEPMUHUPOBAHUS U NaT4Y-KOPHbI.

BOJABIIMHCTBO MPOEKTUPOBIIMKOB HAUMHAET Pa3pabOTKy CTPYKTYpHUpPOBAHHOMN
Ka0elIbHOM CHCTEMbl C TOPHU3OHTAIbHBIX IOJCHCTEM, TaK KaK HMMEHHO K HUM
MOJIKJIFOYAIOTCS KOHEYHBbIE TOJb30BaTeNu. [Ipu 3TOM JHMHHS CBSA3M MOXKET OBITh
JDKPaHUPOBAHHOM BUTOW IApOW, HEIKPAHMPOBAHHOW BUTOM NApOM, KOAKCHAIbHBIM
kabeneM uin 0eCIpOBOIHOM CBSA3BIO.

["opu3oHTaIbHAS MOJACUCTEMA XapAKTEPU3YETCsl OUeHb OOJIBIINM KOJTUYECTBOM
OTBETBJICHUI Kaless, TaK KaK €ro HY»HO MPOBECTH K KaXIOW IMOJIb30BATEIHCKON
pO3eTKe, MPUUYEM U B TEX KOMHATaX, I'7l€ OKa KOMIIBIOTEPHI B CETh HE OOBEIMHEHBI.
[ToaToMy K Kabemnto, UCIOJIb3yEMOMY B TOPU30HTAIBHOM MPOBOJKE, MPEAbIBISIOTCS
MOBBIILICHHbIE TPEOOBAaHUS K YI0OCTBY BBINOJIHEHHUS! OTBETBJICHUH, a TAKXKE Y10OCTBY
€ro NpoKJIaJku B momelnieHusx. Ha ataxke oObIYHO yCTaHABIMBAETCS MaTy-TIaHENb,
KOTOpasi TMO3BOJSIET C TIOMOILIBIO KOPOTKUX OTPE3KOB Kalens, OCHAIIEHHOTO
pa3bEéMaMM, MPOBECTH MEPEKOMMYTALMIO COCIUHEHUN MEXIy IMO0JIb30BATEIbCKUM
000pyI0BaHUEM U KOMMYTAaTOPaMHU.
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Pucynok 30 — T'opuzoHTanpHas mojacuctemMa

[Tpu BEIOOpE KaOems MPUHUMAIOTCSI BO BHUMAHUE CIIETYIOIINE XapaKTEPUCTUKU:
110JI0CA MIPOITyCKaHUs, pacCTOsHUE, pu3ndecKas 3alUIEHHOCTD, 3JIEKTPOMarHUTHAs
OMEXO03aIIUIIEHHOCTh, CTOUMOCTb. Kpome TOoro, mpu BbIOOpe Kabens HYXHO
YUUTHIBaTh, Kakasi KaOelbHas CUCTEMA YK€ YCTAaHOBJIEHA Ha MPEAIPUATUH, a TAKXKe
KAKA€ TEHJCHUMHU W IIEPCIEKTUBBl CYIIECTBYIOT Ha PBIHKE B JaHHBIA MOMEHT
(pucynok 31).

B ropuzoHTanbHOM KaOenbHOM MOACUCTEME UCTIONB3YIOTCSA KaOeIu CAeAYIOINX
THIIOB:

1 Menusblii npoBOA, B YaCTHOCTH, HEIKPAHUPOBAHHAs BUTAs Mapa, SBIAETCS
IPEANOYTUTENBHON CPEON A1 TOPU3OHTAIBHON KaOEIbHOW MOICUCTEMBI, XOTS, €CIIN
MI0JIb30BATENSIM HYXKHa OYEHb BBICOKAsl MPOIMYCKHAas CIOCOOHOCTh WM KaOelbHas
CUCTeMa NPOKJIAJBIBAECTCS B arpeCCUBHOM Cpene, Ml HEE MOJOMAET U BOJOKOHHO-
ONTUYECKUHN KaOeb.

2 KoakcuanpHblii Ka0benb — 3TO ycTapeBllas TEXHOJIOTHUs, KOTOPYIO CIEAyeT
n30erarp, €Clid TOJBKO OHA YK€ IIUPOKO HE UCTIOIB3YETCs Ha MPEIPUITHH.
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Pucynok 31 — KabGenbHas cucrema 37aHus

becnipoBoiHas CBsI3p SIBIASETCS HOBOM W MHOTOOOCIIAIOIICH TEXHOJIOTHEH,
OJHAaKO M3-32 CPABHUTEIIbHOM HOBU3HBI MU HU3KOW IMOMEXOYCTOMYMBOCTH JIyYIlIe
OTPAaHMYUTHh MACIITa0BI €€ MCII0JIb30BaHMS HEOTBETCTBEHHBIMHU 00JIACTSIMU.
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OcHOBHBIE 00JIACTH TMPUMEHEHHUSI ONMTOBOJOKOHHOTO Kalens — BepTUKaIbHas
MOJICUCTEMa W TIOJICUCTEMBbI KaMmitycoB. OJIHAKO, €CIM HYy)XHa BBICOKAsl CTEIICHb
3aIUAIEHHOCTH JTAHHBIX, BBICOKAS MPOITYCKHAs CIIOCOOHOCTh MM yYCTOWYUBOCTH K
AIIEKTPOMArHUTHBIM IIOMeXam, BOJIOKOHHO-OIITHYECKUH KaOelb MOJKET
UCIIOJIb30BaThCS U B TOPU3OHTAIBHBIX TocucTeMax. CTOMMOCTh YCTAHOBKHU CETEH Ha
ONTOBOJIOKOHHOM KaOeie I TOPH30HTAIBHOH  IOACHUCTEMBI  OKa3bIBAaCTCS
JIOCTAaTOYHO BBICOKOM. DTa CTOMMOCTH CKJIAIBIBAETCI W3 CTOMMOCTH CETEBBIX
aJanTepoOB U CTOMMOCTHA MOHTXHBIX pabOT, KOTOpas B CIydae OMTOBOJIOKHA TOPa3/Io0
BBIIIIE, YeM MIPHU paboTe C APYTUMH BUIaMU KaOels.

[Ipeobnamaronum BUIOM KaOesl Jisi TOPU3OHTATIBLHOM MOJCUCTEMBI SIBIISICTCS
HEIKpaHWPOBAHHAsS BUTAs Mapa KaTeropuu 5.

6.2 IlpoekTHpoBaHHe BEPTUKAIBbHON Ka0eJIbHOI CHCTEMBI

Bce xabenpHBIC COCANMHCHUMA MCKY TCICKOMMYHHUKATMOHHBIMU ITOMCIICHUAMUA
CUHUTAIOTCA BCPTHUKAJIIBHBIMU. Bo wmHorux ClIydasax BCPTHUKAJIbHAsA KaOeJIbHast
CTPYKTYypa 6y,ueT HaXOIUTHBCA MCKAY KOMMYHHKAIIMOHHBIMHA IHKa(baMH B IIpCaciiax
OAHOI'O JTaXa 3JaHuA, HO KJIaCCUYECKUM cnyqaﬁ IIPUMCHCHHA ATOH CHUCTEMBbI
OTO6pa)KéH Ha PHUCYHKC 32, Koraga BCpPTHKAJIbHAA KaOeJIbHasg CUcTeMa HaXO0aHuTCs
MCIKIY 9TaKaMH.

FoMMyHEEAUHOHHER IEad —» &
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Ilepernt vpoESHE

Pucynok 32 — BeptukanbHas kabelibHasi cucTemMa

BepTtukanpHas kabeiabHas CTPYKTypa OOJKHA OBITh COEIMHEHA MO TeM JKe
MPUHIIMIIAM, YTO YW TOPU3OHTATbHAS. BepTHKanbHBIN Kabenb TOJKEH MpPUHAIICKATh
KaTeropu M THUIY, KOTOPbIE€ COOTBETCTBYIOT TPEOOBaHUSIM pPabOTOCIOCOOHOCTH
cuctembl. Ecmu cucrema TpeOyeT WCMONB30BaHUS TOPH3OHTAIBHOTO Kabems
KaTeropu Se, MOXKHO HCIIOJIb30BaTh KaOelb 3TOM KaTeropuu Ui CO3AaHUs
BEPTUKAIILHON KaOeNbHOM CTPYKTYpBI, HO IieJiecooOpa3Hee HCIOIb30BaTh KaOeb
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0osiee BBICOKOM KaTeropuu, 4eM HY>KHO, Hanpumep, kareropuu 6. Ecian Heo6xoaumo
UCIOJIb30BaTh KAaOETbHYI0 CHUCTEMY CO MHOTHMMH MPUJIOKEHUSMHU, YABOUTE WIIU
YTPONTE KaXKIbId KaHal BEpPTUKAJIbHON KaOeIbHOM CHUCTEMbI, YTOOBI MOBBICUTH
BO3MOYXHOCTH €€ pa3BUTHS JJI1 COOTBETCTBUS JTFOOBIM HOBBIM TPEOOBAHUSM.

[Ipu BbIOOpEe KOHGUTYpalMM U TPOCKTHPOBAHWU BEPTUKAIBHOM KaOeIbHOM
MOJICUCTEMBI CJIeIyeT MPUHUMATh BO BHUMaHUE cienytonue (akTophbl:

— CPOK CIIy>)KObl BEPTHUKAJIbHON KaOETbHOM MOJCHUCTEMBbI PACCUUTHIBAECTCA Ha
nepuoa oT 3 mo 10 yer, KOTOPHI 3HAUYUTEIHHO MEHbBINE CpPOKa CIyXObI Bcei
KaOeIbHON CHUCTEMBI (HECKOJIBKO JICCATHUIICTHN);

— K Hayally IJIaHUPYeMOro mepuoia KaOenbHas MOJCHCTEMa JIOJDKHA OBITH
CIIPOCKTUPOBAHA B MAaKCHUMAJIbHOM pa3Mepe, KOTOPbIH MOXET NOTpeOOBaThCS B
TE€YEHUE BCEro Mepuo/ia TUIAHUPOBAHUS; BCE U3MEHEHHUS U PACIIMpPEHUs KaOeabHOM
NOJICUCTEMBl B TEYEHUE 3TOr0 IMEPUOAA JOJDKHBI MNPOXOAUTh 0e3 n00aBiieHUs
JOTIOJTHUTENIBHBIX KaOeIbHBIX JTHHHM;

— 3aTpyJHEH WM OTPAHUYEH JOCTYI K MAarucCTpajbHBIM JUHUSM KaOelbHOMI
CHUCTEMBI, YTO CIEAYET YUYUTHIBATh IIPU BHIOOPE NIEPHO/Ia TPOSKTUPOBAHUS U MOHTAKA
Ka0enbHOM CUCTEMBI, KOTOPBIH OyieT 060see MpOoJOIKUTEIbHBIM;

— BEPTHUKAJIbHBIC JJUHUU KaOEIbHOU CUCTEMBI JIOJDKHBI COJIEPKaTh HAOOp BCex
TUIIOB CpeJl TIEpe/layu JIaHHBIX, KOTOPbIE MOTYT MOTPeOOBATHCS JJIA ITIIAaHUPYEMBIX
IIPUIIOKEHNM;

— MPU NPOEKTUPOBAHUU CIIEYET U30eraTh MECT BO3MOMXHOTO PACHOJIOKEHUS
MCTOYHUKOB JIEKTPOMArHUTHOT'O U3JTy4YECHHUS.

JUis  WCHONB30BaHMS B BEPTUKAIBHBIX  KAOEJIbHBIX  MOJCUCTEMAx
PEKOMEHIYIOTCS CIEAYIOIUE TUIIbI IMHUU CBSI3U:

— d4eTbIpEéXINapHble KaOelu Ha OCHOBE HEIKPAHUPOBAHHOW BUTOM Mapbl
IPOBOJTHUKOB € BOJIHOBBIM corpotuBieHreM 100 Om u pabourmMu xapakTepuUCTUKaMU
Kateropuii 5e u 6;

— 4YeThIpEéXmapHble Kabeln Ha OCHOBE JKPAaHUPOBAHHOW BUTOW Mapbl
npoBoaaukoB (FTP/SCTP/SFTP) ¢ BonHOBBIM conpotuBienrnemM 100 OM u pabounmu
XapakTepUCTUKaMH MepeIadyn KaTeropuii 5e u 6;

— MHOTOIApHBIE Kabenu Ha OCHOBE HEIKPAHUPOBAHHOW BHUTOM Mapbl
MIPOBOJTHUKOB C BOJIHOBBIM corpotuiieHreM 100 Om 1 pabounMu xapakTepUCTHKAMU
nepegayu Kkareropuii 3 u 5;

— MHOTOIIapHbIe Kabesn Ha OCHOBE SKPaHUPOBAHHOUN BUTOM Mapbl MPOBOJIHUKOB
(FTP/SCTP/SFTP) ¢ BomHOBBEIM compotuBiiechueM 100 OM wu paboyumu
XapaKTEepUCTUKAMM MEPENAYN KaTeropuii 3 u 5;

— MHOTOMO/JIOBbIE BOJIOKOHHO-ONITHYECKUE KAOEIu C pa3MepaMu CepleUHUKa/
060mouku 50/125 MKM;

— MHOTOMOJIOBBbI€ BOJIOKOHHO-ONTHYECKHE Kabeln ¢ pa3MepaMu cepIeyHHUKa/
00010uKH 62,5/125 MKM;

— OJIHOMOJIOBbIE BOJIOKOHHO-OINITHYECKHE Kalenu C pa3MepaMu cepAeuHuKa/
00o0souku 9/125 MKm.

MHuoromnapHbie KaOelu Ha OCHOBE BUTOM Mapbl MPOBOJHUKOB C pabOYnMHU
XapakTepUCTHUKaMH Tepefadyd Kareropuii 3 W 5 mnpeaHa3sHayeHbl sl Nepefadu
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CUTHAJIOB HHM3KOCKOPOCTHBIX TPUIOKEHHH, TaKMX KaK aHajoroBas U IM(poBas
TenedoHus.

[IpumMeHeHre BOJOKOHHO-ONTHUYECKOTO Kabelis B BEPTUKAIBHOU IMOJCUCTEME
uMeer psaa npeumymiectB. OH mnepena€r [aHHbIE HA 3HAYUTEIBHO OOJIbINIKE
paccTostHusL 0e3 HEeoOXOAMMOCTH pereHepanuu curHaiga. OH HMEET CeplIeYHUK
MEHBIIEro JUaMeTpa, MO3TOMY MOXKET ObITh MPOJIOKEH B OoJiee y3kuX Mectax. Tak
KaK NepeaBacMbI€ [0 HEMY CUTHAJIbI SIBIIIIOTCS CBETOBBIMU, a HE JIEKTPUUYECKUMU,
OTITOBOJIOKOHHBIN Kabelb HEUyBCTBUTENICH K DJIEKTPOMArHUTHBIM U PAAHMOYaCTOTHBIM
momMexaMm, B OTJIMYHME OT METHOrO0 KOaKCcHalpbHOro Kabens. DTo nernaer
ONTOBOJIOKOHHBIN Ka0eb UIEaIbHON Cpeaoi epeiau JaHHbIX ISl IPOMBIIUIEHHBIX
ceredl. ONTOBOJIOKOHHBIN Ka0eiab YCTOWYMB K BO3JECUCTBUIO MOJHHUH, IO3TOMY OH
XOpOII JIs BHEHTHEH mpokiaaku. OH obecrieunBaeT 0oJiee BHICOKYIO CTENCHb 3aIUThI
OT HECAHKIMOHHMPOBAHHOIO JOCTyNIa, TaK KakK OTBETBICHUE TOpa3a0 Jierde
OOHapyXHTbh, UEM B CIIydae MEAHOro Kabems (Ipu OTBETBICHUH PE3KO YMEHbBILAETCS
MHTEHCUBHOCTb CBETA).

OnTOBONIOKOHHBIA Kabenb nMeeT W HejocTtaTku. OH JOpoke, YeM MEIHbIH,
JOpPOKE CTOUT U €ro npokiaaka. ONTOBOJIOKOHHBIA KaOeidb MEHEE MPOYHBINA, YeM
KOAKCHUAJIbHBIA. MHCTpYMEHTBI, IIPUMEHsEMBbIE IPU MPOKIANKE U TECTUPOBAHUU
ONITOBOJIOKOHHOTO Ka0elis, MMEIOT BBICOKYI0 CTOMMOCTh M CJOXHBI B paborTe.
[IpucoeanHeHne KOHHEKTOPOB K OINTOBOJIOKOHHOMY KaOento TpeOyeT OOJbIIOro
npodeccuoHanM3Ma U BPEMEHH, a CIEA0BATENbHO, U (PUHAHCOBBIX 3aTparT.

TenekOMMYHMKalMOHHBIE CUCTEMBI 3a3€MJICHHS M YPABHUBAHUS IIOTCHIINAJIOB,
SKPAHUPOBAHUS, 3AIUTHI OT EKTPOMArHUTHBIX nomMex (EMI), smekTpoMarHuTHOM
coBMmectuMocT (EMC), MUKOBBIX HANPSHKEHMIA M TTAPAa3UTHBIX TOKOB JOJDKHBI OBITH
CIPOEKTUPOBAHBl M YCTAHOBJIEHBI B IIOJHOM COOTBETCTBUH C TpeOOBaHUSAMU
HOPMAaTUBHBIX JOKYMEHTOB.

6.3 IlpoekTHpoBaHHEe KOMMYTAIMOHHBIX IKa(0B

B Hacrosiee BpeMs opraHu3alii IMEIOT B CBOEM PAaCHOPSKEHUH U UCTIOJb3YIOT
00JIbI10€ KOJTMYECTBO TEJIEKOMMYHHUKAIIMOHHOTO 000pY10BaHUs, KOTOPOE HEOOXOIUMO
rJ1e-TO pa3MeCTUTh U 00ECHeUnTh ONpeACTIEHHbIE YCIOBHS €ro (PyHKIMOHUPOBAHUS.
JUis HOpMalbHOM pabOThl 3NEKTPOHHOTO OOOPYIOBAaHUS MPUXOIUTCS BBLACIATH
OTJIETIbHOE TEJIEKOMMYHHUKAIIMOHHOE MOMeIeHne (pUCYHOK 33).

TenekoMMyHHKAIIMOHHBIH IKa( — OCHOBA AJIsl OPraHU3aluy KOMMYTAI[MOHHBIX
y3710B, OOBEAUHSIONIUX CIIa00TOYHYI0 MH(PACTPYKTYPY, aKTUBHOE 00OpPYJAOBaHUE U
CHJIOBYIO CETb.

TenekoMMyHUKAITMOHHBIH 1IKad BBHIMTOIHSACT CICAYIOMmue QyHKITUH:

— pa3MeleHusT MaKCUMaJbHOTO KOJMYECTBA TACCHBHOTO U aKTHUBHOTO
000pyI0BaHUsI HA MUHUMAJLHOU TIIOIAIN;

— pacmpeneneHds B TEICKOMMYHHMKAIITMOHHOM TOMEIIEHHUH  OOJIBIIOTO
KOJIMYECTBAa  CJIA0OTOYHBIX  KaOeNbHBIX  JIMHUM,  MPOKIAAbIBAEMBIX  OT
TEJIEKOMMYHUKALIMOHHBIX PO3ETOK;
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— obecriedyeHnsl 3alUThI 00OPYAOBaHUS W Kabeleld OT pa3jMYHBIX BHEITHUX
BO3JICHCTBUM;

— 3aIUTHl PabOTAOIIEro TMEepPCOHaa OT AJIGKTPOMATHUTHOTO W3ITYYCHHS
paboTaroNMX TEIEKOMMYHHKAITMOHHBIX CUCTEM.

TR RL R RN

Pucynok 33 — CepBepnas

Jl1is ocymiecTBIeHUS Ha3BaHHBIX (DYHKIMNA OJHUM W3 OTPACIIEBBIX CTaHIApPTOB
OTIpPE/ICNICHO HCIONb30BaHUE 19-MI0WMOBBIX TEIEKOMMYHUKAIIMOHHBIX —IIKa(OB
(pucynok 34). Hlkadsl cTany u3Ha4aIbHO MPUMEHSTHCS JJI YCTAHOBKU PA3TUIHOTO
MAaCCHUBHOTO 00OpynoBaHUS (TaTy-TaHENeW, ONTHUYECKUX pacHpeesnTEIbHbBIX
naHeJsiel, KabeJIbHBIX OPraHU3aTOPOB), @ 3aTEM CTAJIM UCTIOIb30BATHCS U JIJIS1 MOHTaXa
aKTUBHOTO 000pyAOBaHHA (KOMMYTAaTOpoOB, MapIIpyTU3aTOPOB, HCTOYHHUKOB
OecriepeO0ItHOrO ANIEKTPONUTAHNUS, TIepeKItoyaTesieil), CepBEepOB, CUCTEM XpPaHEHUS
JAHHBIX, CHCTEMbI pachpezeicHus snekTpocHadkenus (PDU-Oioku, Omoku
AIIEKTPUYECKUX PO3ETOK) U IPYroro 31EKTPOHHOIO 000pYAOBAHUS.

Pucynok 34 — TenekoMMyHUKAIIMOHHBIN 1IKad
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19 mroiimoB (19") — 3TO paccTosHHE MEXIy IapaMu HaIlpaBJSIOIUX
(3KCTpynepamMH, MOHTaXKHBIMU pEIbCaMH), K KOTOPBIM KpPENUTCS AaKTUBHOE U
naccuBHOE 000py0BaHKE, UMEIOIIEe CTaHAapTHOE 19-110iiMOBOE KpETUIEHHE.

TenekoMMyHHKaIIMOHHbIE NIKA(bl 3HAYUTENIBHO YIPOIIAIOT IPOLECC MOHTAXKA
U YCTAaHOBKHM TEJIEKOMMYHHUKAI[MOHHOTO O0OOpYIOBaHUS — OJMH YEJIOBEK MOXKET 3a
HECKOJIBKO MUHYT BBIIIOJHUTH YCTAHOBKY TE€JIEKOMMYHUKAIIMOHHOTO 000PYA0BaHUs B
mkady 19 aroiiMoB, a pu HEOOXOIUMOCTH — IEMOHTaX 000pyAoBaHud. 1 npu sTom
HET HEOOXOAMMOCTH MOKYNaTh CTIeNUaIbHBIA HHCTPYMEHT U YTO-TO MOJITOHSATb.

TenekoMMyHHUKAITMOHHBIHN MIKa() MO3BOJSET 3alUTUTh YCTPOWCTBA OT BJIard U
AIIEKTPOMArHUTHOTO U3JIyYEHHUs, a TAK)KE OT MPOHUKHOBEHUS MBUIM U TPSA3U. 3alIUTy
OT JIEKTPOMArHUTHOTO U3JIy4eHHUs 00ECIIeUunBaeT YCTAHOBKA METAITUIECKON IBEpH U
YCTPOMCTBO 3aLIUTHOTO 3a3eMJICHHUS HIKada.

[Ipu mpoekTupoBaHuM U BBIOOpE MIKAPOB BAXKHO YUUTHIBATH TrabapUTHBIC
pa3Mephl: BBICOTY, IUPUHY U MIyOUHY (PUCYHOK 35).

Pucynox 35 — ["'aGaputHbie pa3Mepsl

[To mupuHe HAMOJIbHBIE TEIEKOMMYHUKAIIMOHHBIE MKa(Qbl MOTYT OBITH 0T 600
10 800 MM.

Jist onpeiesnienust BBICOThI IIKahoB U 000PYAOBAHHUS, MOHTHPYEMOTO B IIKA(BI,
UCIIOJIB3YyeTCs TepMuH 10HUT. FOHUT (0003Hauenue U, oT aHri1. — Unit) — 3To eauHMIIA
M3MEpPEHHUsI, KOTOpasi yKa3bIBaeT Ha BHICOTY miKada U BbICOTY oOopyaoBaHus. OnuH
IOHUT paBeH 4,445 cm unu 1,75 nroitma. Ecnu mikad nmeet BoicoTy 42U, TO 3TO 3HAYUT,
YTO B JJAHHOM MOHTa)KHOM IIKa(y MOXKHO Pa3MECTUTh MaKCHUMalIbHO 42 €IUHUIIBI
000py0BaHuUsl BHICOTOM B 1 IOHUT WJIM MOKHO YCTaHOBUTH 21 yCTPOMCTBO BBHICOTOM
2U. YUem Ooutbliie TOKa3aTeIb BHICOTHI B FOHUTAX, TEM OOJIbIIIE €IUHUI] 000PYA0BaHUS
MOYXHO Pa3MECTUTh B MOHT&)KHOM KOHCTPYKTHUBE.

Eme oauH BakHBINA MapaMmeTp, UCIOJIb3yEeMbIN Il 0003HAYEHUS rabapUTHBIX
pa3sMepoB, — 93TO riyOumHa mKada, KOTopas YKa3blBaeTCi B MIUITUMETpax H
Bapbupyetrcs ot 450 1o 1200 mm.
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3Has BbICOTYy miKaga, pe3epB CBOOOTHOTO MPOCTPAHCTBA B IIKa(py M BBICOTY
BCET0 MOHTHPYEMOTO 000PYAOBaHUS B IOHUTAX, TyTEM HECIOKHBIX MaTEeMaTHUYECKUX
pacueToB MOXKHO paccyuTaTh KOJIMYECTBO IIKA(oOB, KOTOpBIE TMOTpedyeTcs
pasmecTutsh. [ pacuera ucnomib3yercs cieayromas popmyra:

KomuuectBo mkagoB = OKPBBEPX (cymmapHO€ KOJIMYECTBO FOHUTOB
yCTaHaBJIMBAeMOTro 000py0BaHus / (BbIcoTa IKada B FOHUTAX — PE3€PB IOHUTOB)).

Hanpumep, ecnu tpebyercsi ycTaHOBUTH 00opyaoBaHue oOriei BeicoTor 100
IOHUTOB ¥ MPOEKTUPOBIIMK BHIOUPAET B KAUECTBE pEIIeHUs MKa(bl BBICOTOM 42U, TO
c yuérom pesepBa 10 rOHUTOB CBOOOJHOTO MecTa B KaXIoM HIKady Ha OOBEKTe
noTpedyeTCs YeThIpe TEIEKOMMYHHUKAIIMOHHBIX IIKada!

Kosmmyectso mkapos = OKPBBEPX (100 / (42 — 10)) = 4.

Ha craguu npoeKTHpOBaHUA CIENYyEeT ONPENeNuThbca M ¢ TiayOuHOM mikada.
I'myOuna mxkada n0KHA OBITH JOCTATOYHOM MJIE YCTAaHOBKM OOOpYIOBaHUS U
npoknagku kabeneir. Kpome toro, oHa nomkHa ObITh Ha 150 MM Oouibllie TITyOWHBI
MOHTHPYEMOT0 00OpyaoBaHHUs, 4To oOTMedeHo B cranmapte TIA/EIA-942. Ilpu
IPOEKTUPOBAHUN HEOOXOAMMO YYUTHIBATh TOT (haKT, YTO MOHTaXXHBIE PEIbCHl HE
BIUIOTHYIO TIPUMBIKAIOT K JBEPH, & MOHTUPYIOTCS Ha OMPEACTIEHHOM PaCCTOSHUU.

Takxe peKOMEHIyeTcsl OCTaBUTh Kak MUHUMYM 20 %, a jkeJlaTeIbHO HE MEHEe
30 % cBOOOIHOTO MPOCTPAHCTBA JJII MOHTa)Ka JOTOJHUTEILHOTO 000PYI0BaHUSA,
KOTOpOE MOTPeOyeTCs YCTAHOBUTH B TEJIEKOMMYHUKALIMOHHBIN MIKaQ B OyAyLIeM.

Emie ouH U3 BOIIPOCOB, KOTOPBIM BO3ZHUKAET MEPE]l MPOSKTUPOBLUIMKAMU: KaK
OpaBWJIBHO  Pa3MECTUTh  IaCCUBHOE W aKTUBHOE  00OpyJOBaHHE B
TEJIEKOMMYHUKAMOHHOM IKa(Qy? BONBIIMHCTBO CTPYKTYpHUPOBAHHBIX KaOEIbHBIX
ceTell  MHCTaJuIMpyeTcs  Ha  OJHOM  dTaXe C  HCHOJb30BaHUEM B
TEJIEKOMMYHUKAIIMOHHOM TIOMEIICHHH OJHOTO MOHTaxHoro tmkada. I[loatomy
HEOOXOJMMO pPacCMOTPETh, KaK CIIeAyeT YCTAaHOBUTh AaKTHBHOE W TIACCHBHOE
o0opyaoBaHue B OJIMH TEJIEKOMMYHHUKAI[MOHHBIHI mkadg WIH
TEJIEKOMMYHUKAIIMOHHYIO CTOUKY.

B BepxHeii yacT MOHTa)KHOTO KOHCTPYKTHBA YCTaHABIMBACTCS 000PYI0BaHHE
C ONTHYECKUMHU MOpTaMH. Tak Kak Jaxe HEOONbIas YacTUIA MBLUTH, KOTOPAsk MOXKET
MOTAacTh Ha TMOBEPXHOCTHh OMTOBOJIOKOHHOTO ajamnTepa, MOAYJsSl WM KOHHEKTOPA,
MOJKET IPUBECTU K YXYAIICHUIO TEXHUUECKUX MapaMeTpOB KaOeIbHOM JINHUU U 1aXe
K IOTepe COCOUHEHHs, HEOOXOAMMO OYEeHb TINATEIbHO CIEIUTh 3a YHCTOTOU
BOJIOKOHHO-ONITUYECKUX KOHHEKTOPOB U aJalTEPOB U KaX/bIil pa3 Mpu KOMMYTalUu
He 3a0bIBaTh YHUCTUTHh TIOBEPXHOCTh ONTHUKU CIEUUAJIbHBIM pPacTBOPOM U
cnenuanbHbiMu canderkamu. [Ipu ycranoBke oO60pyqoBaHMsI C ONTOBOJIOKOHHBIMU
COEIMHEHUSIMU CBEPXY YMEHBLIACTCSI BEPOSITHOCTD 3aMbLIICHHUS] ONTHUECKUX MOIYJIEH.
Taxxke yMEeHbBIIIAETCS BEPOSITHOCTh MTOBPEKACHHS 000pY10BaHHUS BCICICTBUE MAICHHUS
Ha HHUX mpeaMeToB. [loaToMy ycTaHOBKa 0OOpYIOBaHHS C ONTHYECKHUMH MOPTaMU
cBepxy Oe3omnacHee.
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O6opynoBaHue, HCIOIb3yeMOE B OCHOBHOM [IJIsi KOMMYTAallUM M TOAAYU
Tene(OHHBIX CEPBUCOB IO MHOTOMapHOMY Ka0elw «BUTasg Mapay, Jydlle
yCTaHABJIMBATh Ha YPOBHE IJ1a3 WM UyTh MOHUKE, YTOOBI MOHTXKHUKAM OBLIO y100HO
OCYILIECTBUTh packitoueHue BUTHIX map B |DC-610ku kpoccoB, a 00CIyKUBAIOIIEMY
MEePCOHANTY — KOMMYTAIIMIO BUTOU Mapbl HA KPOCCOBOM TOJIE.

[laTu-manenu ¢ nmoptamu RJ-45, K KOTOPHIM C THUIBHON CTOPOHBI MOJBOMASATCS
TOPU30HTANIbHBIE KaOeH «BUTAasl IIapay, YCTaHABIMBAIOTCA B IIKa(y 0OBIYHO B CEpeIMHE.

TenexkoMMyHUKAIMOHHBIE TTKa(bl pacCYMTaHbl HA MOHTAX W YCTAaHOBKY HE
TOJIbKO TACCUBHOTO, HO U aKTHUBHOTO 00OOpyAOBaHHUsA. AKTHBHOE O0OpYIOBaHUE,
UCIIONIb3YEMOE Il OpTaHM3aIlMM KOMITBIOTEPHOW CETH, OOBIYHO pacIoyiaraeTcs B
mkady HIKE maTd-naHesen.

KenatenpbHO HE 3a0BIBATH MPO YCTAHOBKY TOPU3OHTAIBHBIX U BEPTUKATHHBIX
OpraHU3aTOPOB, pPa3MEIIAEMbIX PAaBHOMEPHO MEXK]y NaTy-MaHEISIMH, KPOCCaMHU U
aKTUBHBIM 0OOpyAoBaHuEM. OOBIUHO YCTaHABIMBAETCA KaK MUHUMYM IO OJHOMY
opraHuzaropy depe3 Kaxjapie 2U akKTMBHOTO M IMACCHUBHOTO OOOpYJOBaHUS, YTOOBI
n30eKaTh CUIIBLHBIX IEPETUO0B MATY-KOPJOB (KOMMYTAIIMOHHBIX ITHYPOB).

Bauzy mkada 0OOBIMHO MOHTHPYIOTCA HMCTOYHMKUA  OecriepeOoiHOro
anextporutanus (UBIT). Tak kak 310 00opygoBaHuE MMEET OOJBIION Bec, TO I
MPUAAHKS YCTOMYMBOCTH BCEM COOPAHHON KOHCTPYKIIUU JIYYIII€ PA3MECTUTh TSKEI0e
obopynoBanue BHM3Y. UyTh noBbiiie MBIl MoHTHpYyeTCs OJI0K C 3IEKTPUYECKUMU
pPO3ETKaMH, Yepe3 KOTOpPbIA 00eCleUnBaAETCS PACHpPEACSICHUE AJIEKTPOINUTAHUS H
MOAKJII0YAETCSl aKTUBHOE 000pynoBaHue (pUCyHOK 36).

————

Pucynoxk 36 — TenekoMMyTalluOHHBIH 1miKad) ¢ YCTaHOBIEHHBIM 000pYI0BaHHEM

BBox cnaboOTOYHBIX M DJEKTPUYECKUX Kaleaell B TEIeKOMMYHUKAIMOHHBIH
mKad MOXHO OCYIIECTBUTH CBEpXy WM cHu3y. l['opa3no pexe BBOJ KkabOenei
OCYILIECTBIISIETCS COOKY ITKada, 0JTHAKO U ATOT CIIOCOO BO3MOXKEH, €CIIU UCIIOJIH30BATh
JUISL DTUX LIEJIEN IOKOJIb.
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Haubonee wuacto wucmnonp3yemblii Ha TMpakTUKE CMoco0 BBoJa Kalenei
OCyUIECTBIsieTCsl uepe3 Kphoiiny. Kabenu moaBoasTcs cBepxy, OOBIYHO B JIOTKE HIIU
KopoOe, U 3aTeM BBOAATCS BHYTpPS mikada. [Ipu 3Tom ciocobe k kabemnsiMm HeT 10CTyna,
¥ OHM (PU3UYECKU XOPOIIO 3AIIUIIEHBI.

Ecnu B cepBepHOM OMEIIEHUH €CTh (hasIbIIIOIbl, TO BBO Kabemnel yale BCero
OCYIIECTBIISICTCS CHUBY.

l'opazno pexke Ha 0oO0BEKTax BCTpeyaeTcsi BBOJA Kalenell cOOKy W c3aau
TEJIEKOMMYHHUKAIIMOHHOTO MIKada, Korja MoJBOAUTCS KOpoO U BBOJ Kabenei B mikad
OCYIIECTBIISIETCS Uepe3 OJIHY U3 OOKOBBIX IMAHETCH OKOJS.

VYuuTeiBas TpeOOBaHMS TpPYMIbBI HOPMATHBHBIX JoKyMeHTOB «lIpaBuma
YCTPOMCTBA 3JIEKTPOYCTAaHOBOK» M ceBepoamepukanckoro cranmapta ANSI/TIA/EIA-607
«TpebGoBanus o 3a3eMJICHHUIO u ANEKTPUIECKUM COETUHEHUSIM
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM KOMMEPUYECKUX 3[aHUID TeIEKOMMYHUKAIIMOHHBIE
mKagpl MOANEKAT 3a3€MIICHHIO KaK METAJUIMYECKHE KOHCTPYKLHH, KOTOpbIE NpU
Ipo00€e U30JISILIUY TOKOBEYIIIUX YaCTeH MOTYT OKa3aThCs O] HAIPSYKEHUEM.

CreneHp 3alUIIEHHOCTH OOOPYJIOBaHMS OT IbUIM M BJard yKa3bIBaeTCs B
MapKUPOBKE TEJIEKOMMYHHUKaIIMOHHOTO ImKada B Buiue kona: |P** rme OykBenHoe
0003HaUEHHE YKa3bIBAET Ha TO, YTO 3allUTa IMKada OT BIMSHHUS BHEIIHEH Cpeibl
CYILIECTBYET, a ** — 3TO YKCIEHHOE 3HAYEHUE, COOTBETCTBYIOLIEE OMNPEACIEHHOMY
YPOBHIO 3aLIUTHI.

Yewm Brime 3HaueHue |P, rem myumie 3ammuménnocts. Hanpumep, 11st OTKPBITHIX
IUTOMIAIOK M Ha yIUI[aX HEOOXOAMMO UCIIONIb30BaTh TEIEKOMMYHHUKAIIHOHHBIC IIKA(bI
C ypOoBHEM 3amuThl He MeHee |P65, a 1y momelieHuii, B TOM YUCJIE U CEPBEPHBIX,
BITOJIHE JOCTATOYHO ypoBHs 3amuThl |P20.

CoBpeMEHHOE TEJICKOMMYHHUKAIIMOHHOE 00OpYy/IOBAaHUE — CEPBEPHI, CUCTEMBI
XpaHEHUs JaHHBIX, KOMMYTAaTOPhI — BBIJACISIOT OOJIBIIOE KOTMUYECTBO Teria. YToOkI
obecrieunTh IPHEKTUBHYIO CHCTEMY OXJIAXICHUS, TpeOyeTrcs OpraHu30BaTh
NPUHYIUTEIBHYI0  CHCTeMy BeHTwianmuu B mkady. [Jug  opranusanuu
OPUHYAUTEIbHOW BEHTWIALMU M OOJBIIEr0 MOTOKAa XOJIOJAHOTO BO3/AyXa BHYTPHU
mKkada ¢ 1eabl0 OXJAXKACHHS AaKTUBHOTO OOOPYIOBaHUS, a TaKkKe (QUIbTpallud
[0JIaBa€MOro B IIKad BO3JyXa, HEOOXOAWMO HCIOJIb30BaTh 19-110MMOBBIE MOJKU
(ma”enn) ¢ BEHTWJIATOPAMH U TIOTOJIOYHBIE BEHTWIATOPHBIE OJIOKH, YCTaHABIIMBACMbIC
CBEpXY MO/ Kpbliel mkada.

BeHTunsTOpHBIE TOJKA  KOMIUIGKTYIOTCS ~ BEHTWJIATOPAMH W MOTYT
yCTaHABIMBATHCA HA JIIOOOW BBICOTE TMPH TMOMOIIM CTaHAApTHOTO 19-mr0itMOBOTO
kpenexa. CyIiecTBYIOT TOJKA C Pa3IUYHBIM KOJIWYECTBOM BEHTUIISITOPOB, B
3aBHCHUMOCTH OT HEOOXOAMMON MOIIHOCTH CO3JaBaeMOro BHYTpH Inkada MOTOKa
BO3/yXa.
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7 MOJAEJIJMPOBAHUE KOMIIBIOTEPHOM CETH

B nmanHoM pasmene mpuBeACHBI OCHOBHBIC KOMAH[IBI M CIICHAPUU HACTPONKH
obopynoBanust CiSCO Ui TpOTrpaMMHOTO cpeiacTBa MojenupoBanusi cetu CisCo
Packet Tracer. B mocoOuu paccMOTpeHO MPOrpaMMHOE CPEACTBO BepcHu 7.3.

7.1 Ba3zoBbie komaHabl 10S

Paccmotpum 6a3oBbie komanab! 10S:

Device> enable — Bxox B npuBmierupoBanHbiii pexkum EXEC;

Device> ping {address or domain name} — ormpaBka 3X0-I1aKeTa XocCTy;

Device> traceroute {address or domain name} — TpaccupoBKa MapIiIpyTa K
IICJIEBOMY XOCTY;

Device# disable — Beixox u3 npuBmierapoBanHoro peskuma EXEC;

Device# show running-config — mpocMoTp TEKyIIUX HACTPOCK YCTPOKMCTBA,

Device# show startup-config — mpocMoTp 3arpy304HbIX HACTPOCK YCTPOMCTRA,

Device# copy running-config startup-confiy — coxpaHeHue TeKyIIHX
HaCTPOEK YCTPOMCTBA;

Device# write — anprepHaTHBHAs KOMaHIa COXPAHCHHS TEKYIIUX HACTPOEK
YCTPOWCTBA;

Device# configure terminal — Bxo B pe)kuM HaCTPOWKH YCTPOKHCTBA;

Device(config)# end — Bbixoa u3 pekuMa HACTPOMKH YCTPOWCTRA,

Device(config)# exit — BbIXO/ U3 TEKYIIETO PEKUMa YCTPONCTBA;

Device(config)# do {privileged mode command} — 3amyck koMaHbI IPUBHIIC-
THPOBAHHOTO PEKUMA B PEIKUME HACTPOMKHU YCTPOMCTBA.

7.2 Hacrpoiika ayrentugukanuu 10S u oTodpakenus coodmeHust

Jlns obecrnieyeHusi G€30MAaCHOTO JOCTYNa K NPHUBWIETUPOBAHHOMY PEKUMY
OoOBIYHO Ha BBOJ KOMaHIbI enable ycranaBnmuBaercss maposib. 1Jis 3TOTO B pexHMe
HACTPOMKH yCcTpoiicTBa HEOOXOAUMO BBECTHU CIIEAYIONIYI0 KOMaHY:

Device(config)# enable password {password}

B Tom ciydae, korga HEOOXOAMMO XpaHUTh MApOJb B HACTPOMKax B
3ar(ppoBaHHOM BUJE, UCTIOIB3YIOT KOMAaHIy

Device(config)# enable secret {password}

s obecnieueHust 6€301MaCHOTO IOCTYIa K KOHCOJIBHOMY TTOIKITIOYCHHUIO TAKKE
YCTAaHABJIIMBAIOT TApOJIbHOE TMOAKIoYeHue. st 3Toro HEoOXOAMMO BBECTH
CJIEQYIOIE KOMAaH/bI:

Device(config)# line console 0

Device(config-line)# password {password}

Device(config-line)# login

[[IndppoBanue maposist 1O0CTyNna K KOHCOJIBHOMY IMOJKIFOYEHUIO BBIMOJHACTCS
KOMaHJ101
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Device(config)# service password-encryption

Ha xaxmom ceTeBOM YCTPOHCTBE OJDKHO OBITh HACTPOCHO COOOIICHHE,
PEeAyIPEKIAIOIICEe HEAaBTOPU30BAHHBIX MOJIB30BATENICH O TOM, UTO JOCTYII 3apPEIIeH.
Ero Takke MOXXHO WCTOJIB30BaTh JJII TOTO, YTOOBI OCTaBUTh COOOIICHHE CETEBBHIM
WHXXEHEpaM (HampuMep, O 3alUIAHUPOBAHHOM OTKIFOUEHUU CUCTEMBI WU K KOMY
oOparaThCs 3a MOJIydeHUEM J0CTyna). DTo cooliieHne HasbBaeTcs 6anaep MOTD
(message of the day) u HacTpamBaeTcs ciieAyromEeH KOMaH I0H:

Device(config)# banner motd " Authorized Access Only!"*
7.3 Hactpoiika |Pv4

Jna nactpoiiku crtaruueckoro I|Pv4-ampeca na wunHTepdelice He0OX0IUMO
IIPONUCATh CIEAYIOIUE KOMAH/IBI:

Device(config)# interface gigabitEthernet 0/0 // BeiGop unTepdeiica, Ha KoTopoMm Oyaer
HactpauBatbes |Pv4 anpec

Device(config-line)# ip address 192.168.1.1 255.255.255.0 // na3unauenue |Pv4-aapeca u
MAacKH TOJICETH Ha BEIOpaHHbIH nHTEpderic

Device(config-line)# exit

B Cisco Packet Tracer psjgom ¢ 0003HaueHHBIMU HHTEP(EHcaMU YKa3bIBAIOTCS
ux ajapeca (pucyHok 37).

IP Address: IP Address:
Dl 192.168.1.5 57 192.168.1.6 :]-'
e
_? Fao i?
PC1 Switch1 PC2

Pucynok 37 — Haznauenue |Pv4-anpeca Ha OKOHEUHOM yCTpOMCTBE

Jns  xoHdurypanuu uHTEp(ENCOB KOMIBIOTEPOB HEOOXOIUMO BHIOpATh
Bkiaaky IP Configuration na PC1 u B nose IP Configuration npornucats IP Address
u Default Gateway. Ananornuno Hactpouts PC2.

7.4 Hactpoiika IPv6

Hacrtpoiiku crarndeckoro |IPv6-ampeca ©Ha wuHTepdeiice mnpou3BoAUTCS
ananornyHo IPv4-anpeca. Psmom ¢ o0o3HaueHHbIMU WHTepdeicaMu yKa3aHbl HX
anpeca (pucyHoK 38).

IPve Address: IPv6 Address:
@I 2001:10/ 64 E 2001:20/64 ‘I
PC1 Switch1 PC2

Pucynok 38 — Haznauenue |Pv6-anpeca Ha OKOHEUHOM yCTpOMCTBE
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Jlnst  konduryparum uUHTEPHENCOB KOMIBIOTEPOB HEOOXOIUMO BBIOpATh
Bkiaaaky IP Configuration na PC1 u B mone IPv6 Configuration nponucars IPv6
Address u IPv6 Gateway. Ananoruuno HacTpouts PC2.

7.5 Hacrpoiika VLAN

PaccMOoTpuM HacTpoiiKy BUPTYaJbHBIX JIOKAJIBHBIX CETEH Ha MpUMEpE CEeTH,
cxema KOTOpOM MpuBe/ieHa Ha pucyHke 39.

S

Gig 0/0 Gig 0/1

Fa0/1 trunk link Fa0/1

IEEE
802.1Q E

Fa 0/2 Fa 0/2 F 0/3
access link access link

B

y—— / % y—— / y— /|
— —/ 4
VLAN 1 VLAN 2 VLAN 3

Pucynox 39 — Coznanue VLAN Ha cereBoM 000py10BaHUN

I[J'ISI pcaln3alnun I[&HHOFI KOMHBIOTepHOﬁ CETU C TEXHOJOTHEH BHUPTYAJIbHBIX
JIOKAJIbHBIX CETEH HGO6XOI[I/IMO IIPpOIIMCAaTh Ha Switchl CICAYIOIINC KOMAHAbI:

S1(config)# interface range fastEthernet 0/2-3 // nactpoiika quanasona naTepdelicon

Switch(config-if-range)# switchport mode access // mepekiodeHHe BBIMICYKAa3aHHBIX
uHTEp(QEICcOB B pexXUM JA0CTyIa

Switch(config-if-range)#switchport access vlan 1 // npunucsiBanue uatepdeiicor k VLANL

Switch(config-if-range)#exit

Switch(config)#interface fastEthernet 0/1 // nactpoiika unrepdeiica

Switch(config-if)#switchport mode trunk // nepexmitodenue BoieykasaHHOro uHTEpdeiica
B PCXKUM MarucCTpain

Switch(config-if)#exit

Ha Switch2 nponucate ciemyromime KOMaH/IbI:

Switch>enable

Switch#vlan database // no6asnenne VLAN

Switch(vlan)#vlan 2

Switch(vlan)#vlan 3

Switch(vlan)#exit

Switch#configure terminal

Switch(config)#interface fastEthernet 0/1 // nactpoiika narepdeiica
Switch(config-if)#switchport mode trunk // mepexitoueHue B pexXuM MarucTpaiu
Switch(config-if)#exit
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Switch(config)#interface fastEthernet 0/2 // nactpoiika unrepdeiica
Switch(config-if-range)#switchport mode access // nepekiroueHne B pEKUM T0CTYIIA
Switch(config-if-range)#switchport access vlan 2 // npunuceiBanue natepderica k VLAN2
Switch(config-if)#exit

Switch(config)#interface fastEthernet 0/3 // nactpoiika unrepdeiica
Switch(config-if-range)#switchport mode access // nepekiroueHue B peKUM I0CTYIIA
Switch(config-if-range)#switchport access vlan 3 // npunuceiBanue natepderica k VLAN3
Switch(config-if)#exit

Ha Routerl BbIoNMHUTS CIEAYIOMIME KOMAHIBL:

Router>enable

Router#vlan database // no6asienue VLANS

Router(vlan)#vlan 1

Router(vlan)#vlan 2

Router(vlan)#vlan 3

Router(vlan)#exit

Router#configure terminal

Router(config)#interface gigabitEthernet 0/0

Router(config-if)#no shutdown // Bkmodyenue uatepdeiica
Router(config-if)#exit

Router(config)#interface gigabitEthernet 0/1

Router(config-if)#no shutdown // Bkitouenue unrepdeiica
Router(config-if)#exit

Router(config)#interface gigabitEthernet 0/0.1 // pa3ouenue Ha moabIHTEP(EHCHI
Router(config-subif)#encapsulation dot1Q 1

Router(config-subif)#ip address 192.168.1.10 255.255.255.0
Router(config-subif)#exit

Router(config)#interface gigabitEthernet 0/1.2 // pa3ouenue Ha moabIHTEP(EHCHI
Router(config-subif)#encapsulation dot1Q 2

Router(config-subif)#ip address 192.168.2.10 255.255.255.0
Router(config-subif)#exit

Router(config)#interface gigabitEthernet 0/1.3 // pa3buenue Ha moabIHTEPEHUCHI
Router(config-subif)#encapsulation dot1Q 3

Router(config-subif)#ip address 192.168.3.10 255.255.255.0
Router(config-subif)#exit

Router(config)#router rip // aunamudeckas MapuipyTH3aIHs
Router(config-router)#network 192.168.1.0

Router(config-router)#network 192.168.2.0

Router(config-router)#network 192.168.3.0

7.6 Hactpoiika VTP

Hactpoum npotoxon VTP Ha kxommyrtaropax. Pexxumbl pa®oThl MpoTOKOJIA
yKa3aHbl B CKOOKax 1oj u300paxeHusiMu KOMMYTaToOpoB (pucyHok 40).

Switch1 Switch Switch3
[server] [transparent] [client]

Pucynok 40 — Hactpoiika VTP-nipotokoiia
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CHavaya nepeBeéM MopThl, COSAMHSIONINE KOMMYTATOPBI, B peskuM trunk. J{ms
3TOr0 HEOOXOUMO Ha KaX/J10M KOMMYTAaTOPE BBINOJHUTH CIAEAYIOLUIME KOMAH/IbIL:

Switch>enable

Switch# configure terminal

Switch(config)# interface gigabitEthernet O/N // N — nomep untepdeiica
Switch(config-if)#switchport mode trunk

Tenepp HacTpouMm VTP Ha xommyrtaropax. IlepBbie cTpoku HacTpoku OyIyT
OJMHAKOBBI JIJIsI BCEX KOMMYTATOPOB:
Switch>enable

Switch# configure terminal
Switch(config)#vtp version 2 // Bkmoyaem nporokos VTP

JanpHelimasi HacTpolika OyJeT 3aBUCETh OT peXuma padoThl, KOTOPHII
HE0OX0aUMO HAcTpouTh. g pexxuma Server 3to OyAeT BBITISACTh CIEAYIOIINM
o0Opazom:

Switch(config)#vtp mode server

Switch(config)#vtp domain main // co3gaém gomen

Switch(config)#password main // yctanaBiuBaem napoJib

st peskuma transparent:

Switch(config)#vtp mode transparent

Switch(config)#vtp domain main

Switch(config)#password main

Jns pexuma client:

Switch(config)#vtp mode client
Switch(config)#vtp domain main
Switch(config)#password main

Teneps coznaém VLAN Ha mepBOM U BTOPOM KOMMYTaTOpaXx:
Switch 1:

Switch(config)#vlan 3
Switch(config-vlan)#name vlan3

Switch 2:

Switch(config)#vlan 2
Switch(config-vlan)#name vlan2

Tenepr Moxkem mnpoBepuTh HacTpoeHHble VLAN Ha kKoMMmyTaTopax dyepes
komany show vlan. Ha kommytatopax 1 u 3 6yaer VLAN2, a Ha kommyTaTope 2 —
VLANS.

7.7 Hacrpoiika EtherChannel

PaccMmoTpum nipumep 0ObeAMHEHUS] HECKOJIbKUX (PU3NYECKUX MHTEp(ENCcoB B
OJIMH JIOTUYECKUN Ha TPUMEPE CXEMBI, MPEJCTABICHHON Ha pUCyHKE 41.
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PC1 Switchl Switch2 PC2

Pucynok 41 — O0beguHeHNs] HECKOJIBKUX (PU3HMYECKUX HHTEeP(DECcoB B O1MH
JIOTUYECKUU

Jlnst aToro HeoOXomumo TpuBecTH KoH(urypammio Switchl wu  Switch2.
Komanner Ha xkaxkaom Switch B CLI 6ynyt onnHakoBBIMU:

Router>enable

Router#configure terminal
Switch(config)#interface range fastEthernet 0/1-3
Switch(config-if-range)#shutdown
Switch(config-if-range)#channel-group 1 mode on

OTUMH KOMaHJIaMH1 HA3HA4Ya€TCA [JUualla30H HHTep(beﬁCOB, Ha4YuWHad C
fastEthernet 0/1 no fastEthernet 0/3 6 port-channel ¢ Homepowm 1.

7.8 Hactpoiika STP

HactpauBate xommyTtatopsl B mipeaenax ogHod VLAN HeoOxogmmMo Takum
o0pa3oMm, 4TOOBI N30eXkKaTh 00pa30BaHus NETeNb (PUCYHOK 42).

SwitchS
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Switch2 Swifch3

Pucynox 42 — Pa6ora mporokona STP

JInst 3Toro HEoOXOMUMO 337aTh HPUOPHTET KOMMYTATOpa. DTOT MapaMeTp
ompenensier BeiOop root bridge. Ilpuopurer MokeT mpuHUMATh 3HadyeHue oT 0 10
61 440 ¢ marom 4096. 3nauenue no ymonvanuto 32 768. Hacrtpoiika npuopurera
MOYET UMETh BU/I

Switch(config)#spanning-tree vlan 1 priority 24576
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Taxke MOKHO HaNpsIMyI0 Ha3HAYMTh KOMMYTATOpP Ha pPOJIb OCHOBHOTO HJIH
BTOpUYHOro root bridge. ITpu sToM 3HaueHue Priority OyaeT BHICTABICHO MEHBIIINM,
4yeM y HbIHeIIHero root bridge.

HacTtpoiika ocHoBHOTO root bridge:

Switch(config)#spanning-tree vlan 1 root primary
HacTtpoiika Bropuaroro root bridge:
Switch(config)#spanning-tree vlan 1 root secondary

[Ipuoputer uHTEpdeiica HEOOXOAUM IJIsl OTPENEICHUS KpaTYallero MmyTu K
root bridge. MoHO HaCTpOUTh MPUOPUTET UCIIOIB30BAHMS JTHHUI cBs3U. [IpropuTer
uHTepdeiica MoxkeT npuHUMaTh 3HaueHue oT 0 mo 240 ¢ marom 16. 3HadeHue Mo
ymomganuto 128. Hactpoiika MOXeT UMETh BU]T

Switch(config-if)#spanning-tree vlan 1 port-priority 240
7.9 Hactpoiika RSTP

Havanbabie HacTpoiiku STP OCyIecTBISIOTCS COTJIAaCHO mojapasaeny 7.8.
[Tocne Ha kommyTaTope root bridge Bkimtounts RSTP:

Switch>enable

Switch#configure terminal
Switch(config)#spanning-tree mode rapid-pvst
Switch(config)#exit

JIaHHBIN TPOTOKOJ HYKEH JUJIsl TOrO, 4TOOBI MPU BBIXOJAE U3 CTpos Kabes,
HaXOJAIIErocs MEeXAy pOyTepaMH, CXOAUMOCTb CETH IPOUCXOUIa TOYTH MTHOBEHHO
(moTeps makeToB MpH Neperaye Obliia MUHUMAIbHOM).

7.10 Hacrpoiika Telnet

PaccMoTpuM HacTpOiKy yaanéHHOTO J0CTyIa o mpotokoy Telnet Ha mpumepe
CEeTH, CXeMa KOTOpOil m3o0paskeHa Ha pucyHke 43.

IP Address: IP Address:
192.168.1.2/ 24 192.168.1.1/ 24

Falsz Gig0/0

I Fal Fal/1 »
y.— e~
—
— =
r—— ¥

PC1 Switchl Routeri

Pucynok 43 — Hacrtpoiika yaenéHHoro JocTyma mno nporokosy Telnet

Psamom ¢ wuwnHTepdeiicamu  ykazanmsl ux  |P-agpeca.  Uutepdeiich
CKOH(HUTYPHPOBATH CAMOCTOSATENBHO (CM. moapasaen 7.3).
3aTeM NpOoNUCHIBAIOTCA CIEqyrolKe koMmanasl Ha Routerl:

Router>enable
Router#configure terminal
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Router(config)#line vty 0 14 // nuana3oH 3HaueHWii, MPUCBAMBAEMBIX KaXKIOH aKTHBHOMU
ceccumn

Router(config-line)#login local

Router(config-line)#password telnet12

Router(config-line)#privilege level 15 // ypoBens nmonHoMoumii

Router(config-line)#exit

Router(config)#username cisco privilege 15 password ciscol2

Router(config)#end

7.11 Hactpoiika SSH-gocTyna

Jliis 6e30macHOro yrnpaBieHUs yAaaEHHBIMU TOIKITIOYCHISIMI PEKOMEH Ty ETCSI
3aMeHHUTh NHpoTokoa Telnet ma mporokonm SSH, KOTOphIi oOecrieyrMBacT 3aIlUuTy
yIan€HHBIX TMOAKIIOYCHUN, TIPEJOCTaBlsisi HaASKHOe MUGPOBAHUE JTaHHBIX
ayTeHTU(UKAMKA yCTpoiicTBa (MM TIONB30BaTeNs W Tapoib). s HacTpoiku
IPOTOKOJIA y1anéHHOTO J0cTyna SSH UCIIOJIb3YETCS clenyromnas

IOCJIEIOBATCIbHOCTh KOMAH/I.
Router>enable

Router#configure terminal

Router(config)#hostname router

Router(config)#ip domain name bsuir.by // ums mtomena

Router(config)#crypto key generate rsa // renepupoBanue RSA-kiroua

Router(config)#service  password-encryption //  mmdpoBanue  mapojieir B
KOH(HUTyparmoHHOM aiine

Router(config)#username student privilege 15 password  student // co3nanue
nosp3oBaress ¢ uMeHeM student, maposnem student u ypoHem npusmiieruit 15

Router(config)#aaa new-model // akruBanus nporokona AAA

Router(config)#line vty 0 4 // Bxon B pexiuM KOHGUTYpUPOBaHHS TEPMUHATIBHBIX JTHHHMA
cOmo4

Router(config-line)#transport input ssh // ykaseiBaercst cpema mocTyma 4epe3 CeTh IO
ymorgaauio SSH

Router(config-line)#logging synchronous // axTtuBamus aBTOMATHYECKOTO MOIHSATHSI
CTPOKH ITOCJIC OTBETA CUCTCMBbI Ha IPOJACIIaHHBIC U3SMCHCHUA

Router(config-line)#exec-timeout 60 0 // yka3biBaeTss BpeMs TaiiM-ayTa [0
aBTOMaTHUEeCKOro 3akpbITusi SSH-ceccun B 60 MUHYT

Router(config-line)#exit

Router(config)# exit

7.12 Hactpoiika cratuueckoii mapupyruszauuu 1Pv4

Hacrtpoiika cratuueckoit IPv4 wmapmipytuzanum OyaeT paccMOTpeHa Ha
IpUMEPE CETU, CXeMa KOTOPOM n300pakeHa Ha pUcyHKe 44.
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IP Address: IP Address: IP Address: IP Address: IP Address: |P Address:
182 188.01 19216805 19216821 192.168.2.2 192 10815 192.168.1.1

Bl Eigﬂfﬂ%ﬁigﬂﬂ Gigﬂf%mgﬂfﬂ Fal
* o * *

—

PLC1 Routerl Router? pCz

Pucynoxk 44 — Hactpolika cTaTHuecKoi MaplipyTU3aluy J1j1s npoTokona 1Pv4

Psanom c unTepdeiicamu ykazanol ux |P-agpeca. UnTtepdeiicer HeoOxoaumo
CKOH(UTYpHUPOBATH CAMOCTOSTEIBHO (CM. moapasaen 7.3).

JIJis HacTpOMKU CTATHUYECKOTO MapIIpyTa MEXIY CETAMH CICAYEeT Ha KaKIOM
poyrepe ykazarh |P-ampec umnTepdeiica, Ha KOTOpbIH HEOOXOAMMO MEpPeChUIAThH
nakeTbl naHHoW cetu. i Routerl »tu cTpoku OyayT BBIMISACTH CIHEAYIOIMIUM
obpazom:

Router>enable

Router#configure terminal

Router(config)#ip route 192.168.0.0 255.255.255.0 192.168.2.2
Router(config)#exit

AHaNOTUYHO, MOJIB3YSICh PUCYHKOM, MOXHO CKOH(pUTYpUpOoBaTh Router2.
7.13 Hactpoiika craTuueckoii Mmapmpyruszanuu |Pv6

Hacrpoiika cratudeckoit IPv6 wmapmpytuzanuum Oyner paccMoTpeHa Ha
MIpUMEpE CETH, CXeMa KOTOPOH n300pakeHa Ha pucyHKe 45.

|[Pv6 Address: |Py6 Address: |Py& Address: IPv6 Address: |Pvh Address: [Pyt Address:
200120064 20012764 22764 2:1W 6k 20011764 2001:1M0/648

Gig0 /0 eﬁigﬂﬂ Gig0/ Gig0/ 0 Fal EI
————
r

F

Router1 Router? pC2

Pucynox 45 — HacTpotiika cratnueckoi MapiipyTH3aiuu Jyisi mpoTokosia IPv6

Psnom ¢ unTepdeiicamu ykazanwsl ux |P-ampeca. MuTtepdeiicel HE0OX01uMo
CKOH(UTYPHPOBATH CAMOCTOSATENBHO (CM. moapasaei 7.4).

[lepen  BeIOOpOM  uwHTepdeiica poyTepa ©W  €ro  MOCIEAYIOIIETO
KOH(UTypHpOBaHUS HEOOXOAUMO BKIIOYUTH IPOTOKO |PV6:

Router>enable

Router#configure terminal
Router(config)#ipv6 unicast-routing // Bkmodyenue mporokoia IPv6
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JIJ1st HACTPOMKM CTAaTUYECKOTO MAPIIPyTa MEXAY CETIMH CIEAyeT Ha KaKIOM
poytepe ykazath |P-ampec unHTepdeiica, Ha KOTOPBIM HEOOXOIUMO IEpechlIaTh
MaKeThl JaHHOU CETH.

Jist Router1 »tu HacTpoiku OYyT BBITJISIIETh TAK:

Router>enable

Router#configure terminal

Router(config)#ipv6 route 2001::0/64 2::1
Router(config)#exit

AHAIOTHYHO, MOJIB3YSCHh PUCYHKOM, MOXHO CKOH(HUTYpHpOBaTh Router2.
7.14 Hactpoiika cTaHAapTHBIX U pacimupennbix ACL

Hactpoiika access-list Oymer paccMoTpeHa Ha MpUMEpe MPOCTEHINEH CETH,
cXema KOTopoil n3o0pakeHa Ha pucyHke 46.

[P Addreszs: [P Addreszs: |P Address: |P Addres=s:
192 168.10.10/ 24 192 168.10.1/24 192.168.20.1/ 24 192.168.20.20/ 24
- Fal Gigh/0 Gig0/1 Fal -I
—_— — — — — — — —— - —-——— — — — — — —_—

— ‘_f':?
A &, A, &,

PC1 Routeri pCz

Pucynok 46 — Hacrpoiika access-list

bazoBas HacTpoiika HHTEPPEHCOB poyTepa U KOMITbIOTEPOB ObLIa PACCMOTpPEHA
B moapasaene 7.3. Jlna HacTpoiiku craHmapTHoro access-lista wucmonbsyercs
cieayronas nocaeqoBaTeIbHOCTh KOMaH/!

Router>enable

Router#configure terminal

Router(config)#access-list 1 deny host 192.168.10.10 // wuHCTpyKuus, 3amperiaromias
nepecbuiky Tpaduka ot ITK ¢ agpecom 192.168.10.10\24

Router# interface gigabitEthernet 0/0 access-group 1 in // Ha3HaueHHEe MHCTPYKIIMU Ha
BxoJA1IMi uuTepdeiic Routerl

Router(config)#exit

AHaJOTHYHBIM  00pa30M  CO3MAIOTCS HMHCTPYKIHH I PaCHIUPEHHBIX
ACL-criuckoB, pa3HHIIA TOJIBKO B TOM, 4TO Tl co3aaHus crangapTHoro ACL-crmcka
UCIIOJIB3YIOTCS HOMepa UHCTPYKUH oT 1 10 99, ns pacmmpenssix — ot 100 qo 199.
C TexHMYEeCKOW CTOPOHBI pa3HHUIlA MEXIY CTaHIAPTHBIMH U PaCHIMPEHHBIMU
ACL-cnmckamu 3aximodaetcs B cieayromeM: ctanaaptaeie ACL ¢unbtpyror Tpadux
tonbko To |P-agpecy ornpasutens, pacumupennsie ACL ¢uibTpyroT Tpaduk 1o
yeTeipéM mapameTtpam (IP-ampec otmpaBuTens/monydarens, MPOTOKOA U HOMED
nopTa). [Ipumep co3maHust pacUIMPEHHOrO CIMCKA MPEACTABICH HUXKE.

Router>enable
Router#configure terminal
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Router(config)#access-list 100 deny tcp 192.168.20.0 0.0.0.255 192.168.10.0 0.0.0.255 eq
80 // mucTpyKIus, 3ampernaroias nepecbUIKy/mepeHanpansicHue Tpaduka mo mpoTokoy tCp ot cetn
192.168.20.0 255.255.255.0 k¥ 192.168.10.0 255.255.255.0 u Homepy nopta, pasHomy 80

Router# interface gigabitEthernet 0/1 access-group 1 in // Ha3HayeHre MHCTPYKIHMH Ha
Bxo i nHTEepdeiic Router2

Router(config)#exit

7.15 Hacrtpoiika DHCP

Hactpoiika DHCP Oyner paccMoTpeHa Ha mpuMepe IpOoCTeHIeit ceTu, cxema
KOTOPOH PacIoyioKeHa Ha puUcyHKe 47.

e i B
Roufert Switcn \\—JI
——— =

=
=

PC2

Pucynok 47 — Hactpoiika DHCP

bazoBas HacTpoiika HHTEp(ecoB poyTepa U KOMIIBIOTEPOB ObliIa pacCCMOTpEHa
B moapaznene 7.3. Ina nHactpoiiku DHCP neob6xommmo mpommcats Ha Routerl
CJICYIOILINE KOMaHIbI:

Router>enable

Router#configure terminal

Router(config)#ip dhcp excluded-address 192.168.1.1 192.168.1.10 // wuckirouaem
YKa3aHHBIN IMala3oH aJlpecoB U3 I1yJia

Router(config)#ip dhcp pool MY-POOL

Router(dhcp-config)#network 192.168.1.0 255.255.255.0 // yka3biBaeM ceTh, aapeca
KOTOpO# OyIyT BbIAABaThCS (KPOME UCKIIIOUEHHBIX PaHEE)

Router(dhcp-config)#default-router 192.168.1.1 // B kauecTBe MUTIO3a YKa3bIBaEM POYTEP

7.16 Hacrtpoiika ctatuueckoro NAT

PaccmoTpum peanuszanuto ctatnueckoro NAT Ha mpumepe ceTH, cxema KOTOpoi
n3obpaxkena Ha pucynke 48. Hactpoum Routerl takum oOpa3om, 4TOOBI MaKETHI,

ucxonsmme ot PCl, mnpuxommmm nHa PC2 ¢ IP-ampecoM, OTIMYHBIM OT
IP-aapeca PC1.
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|P Addre=s: IP Addres=s: P Addre=s: |P Addre==:

192.168.10 .10/ 24 192 16B.10.1/24 192 168.20.1/ 24 192 168.20.20/ 24
Big0/1 Fa0 | I
———— — — — — — —— |
.—"f-:;’
S &,
PO Routerl PCZ

Pucynoxk 48 — Cxema miig Hactpoiiku NAT

Psmom ¢ uaTepdeiicamu ykazansl ux |P-agpeca. Kondurypamuio natepdeiicon
HEOOXOJMMO BBITIOJHUTH CAMOCTOATENHHO (cM. mofapasaen 7.3). basoBas HacTpoiika
uHTep(dericoB poyTepa 1 KOMIBIOTEPOB ObLTa pacCMOTpEHa B oapazaenax 7.3 u 7.12.
Jns Hactporiku cratndeckoro NAT HeoOxonumo npornucath Ha Routerl ciemyromiue
KOMAaH/IbI:

Router>enable

Router#configure terminal

Router(config) #interface gigabitEthernet 0/0 // Bei6op untepdeiica

Router(config-if) #ip nat inside // Ha3HaueHKe ero BHYTPSHHUM HHTEp(ercoMm

Router(config-if) #interface gigabitEthernet 0/1 // Beibop unTepdeiica

Router(config-if) #ip nat outside // na3naueHue ero BHEMIHUM HHTEpdEiicoM

Router(config-if) #ip nat inside source static 192.168.10.10 100.100.100.100 // nactpoiika
craruaeckoro NAT

Router(config) #exit

IIpu nactpoiike cratuueckoro NAT HeoOxoanmo ykaszath |P-aapec makeros,
KOTOpBIN OyieT npeoOpa3oBaH, M HOBbIM |P-aapec nist 3Tux naketos. Bropoii BapraHT
HacTpoiiku crarndeckoro NAT mpeamnonaraer, 4yto HeoOxonuMo ykazath |P-ampeca
uHTepQeiica, HCXOASIINE MAKeTbl KOTOPOTro OYAyT TPAHCIUPOBATHCA C U3MEHEHHBIM
IP-anpecom, u HOBbIN IP-agpec AJist 3TUX MaKeToB.

7.17 Hacrpoiika Port Security

Paccmotpum npumep peanuzaruu ¢uibtpanuu no MAC-agpecam npu momoiu
¢yukuuun Port Security Ha mpumepe ceTH, cxema KOTOPOH Mpe/cTaBieHA Ha
pucynke 49.

Switchl Switchi FC1

Pucynok 49 — Cxema nnst Hactpoiiku NAT

JIyis Hadajia pacCMOTPUM IPHMEp peaau3alud (UIBTPAIlMU [0 KOJIUYCCTBY.
Jl1s aTOr0 HeoOX0AMMO Mpomnucath Ha SWitChl crieayronue KoMaH IbI:
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Switch>enable

Switch#configure terminal

Switch(config)#interface FastEthernet0/1

Switch(config-if)#switchport access vlan 10

Switch(config-if)#switchport mode access

Switch(config-if)#switchport voice vlan 2

Switch(config-if)#switchport port-security // Bkitouerue Port Security va uatepdeiice

Switch(config-if)#switchport port-security maximum 2 // orpaHuueHHe KOJHYECTBA
MAC-anpecoB 1t OTHOBPEMEHHOT'O TTOJIKJIFOUEHUS K nHTepdeiicy

Router(config-if)#switchport port-security violation restrict

[TocnenHsst cTpoka yKa3bIBaeT PEKUM pearnpoBaHMs HAa HapymieHue. Eciu Ha
JaHHOM HHTepdelice OJHOBPEMEHHO «3aCBETHUTCS» TpPeTUH  (HEHU3BECTHBIN)
MAC-anpec, To Bce ITaKeThI C 3TOr0 ajipeca OyayT OTOpPachIBAThCS.

CymiecTByeT Tpu KOMaH/Ibl pearuipoBaHus Ha HapyllIeHHe 0€30MaCHOCTH:

switchport port-security violation restrict
switchport port-security violation shutdown
switchport port-security violation protect

Komanma switchport port-security violation restrict onucana Baiie.

Bropas komanmma — switchport port-security violation shutdown — npu
BBISIBJICHUM HapylICHUWH mepeBoauT wuHTepdeiic B coctosHue error-disabled wu
BBIKJTIOYaeT ero. [1pu atom otnpasisercs onoseriearne SNMP trap, coobmenue syslog
U yBeIMYMBaCTCs CUéTYMK HapyiieHui (violation counter).

Ecnu sxe Ha nnTepdeiice BBeIeHa koManaa Switchport port-security violation
protect, To mpu HapymeHusx ot HemzBectTHoro MAC-anpeca makeTsl 0TOpachIBalOTCHS,
HO MPU ATOM HUKAKHE cOOOIeHUs 00 OMMOKaxX HE TEHEPUPYIOTCS.

Taxke MoxHO peanuzoBarh (uiubrpanuio no MAC-agpecam, BBenss ux
crarndecku. [l 3Toro Ha Switchl Hy)XHO mpomucaTh KOMaHIbI, PACCMOTPEHHBIC
BBIIIIE, a 3aTEM JJOOABUT:

Switch(config-if)#switchport port-security mac-address 0003.E40E.A002
Switch(config-if)#switchport port-security mac-address 00E0.F75B.C101

Tenepb TOoNMBKO OT 3THUX ABYX yKazaHHbIX MAC-anpecoB Ha naHHBIN HHTEpdEiic
OyIyT pa3pelieHbl BXOAAIINE MAKETHI.

Gunbrpanmio o MAC-aapecam MOXXKHO HaCTPOUTH C MCIIOJIb30BaHUEM Sticky
MAC. 5151 5TOT0 BMECTO MPEABITYIIUX KOMaH ] HYKHO JO0aBUTH CIEAYIOIIHE:

Switch(config-if)#switchport port-security mac-address 0003.E40E.A002
Switch(config-if)#switchport port-security mac-address sticky

Taxke OTIMYUTETBHON CTPOKOM CTAHET
Switch(config-if)#switchport port-security maximum

B oatom cnydae Obul ckoHdurypupoBan omuH MAC-aapec cratuuecku
(switchport port-security mac-address 0003.E40E.A002), a Bce ocrajbHbBIC
MAC-aapeca (B HamieM ciydae emé OJuH) OyayT BBIYYEHBI JMHAMHYCCKH, IMOCIIE
3aIMcaHbl B MaMsATh KoMMyTartopa (Switchport port-security mac-address sticky).
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«benopycckuii Tocy1apcTBEeHHBIN YHUBEPCUTET UH(POPMATUKH U PAIUOIIEKTPOHUKID.
CBUIETENBCTBO O TOCYIAPCTBEHHOM PETUCTPALIMH U3AATEIIs, N3TOTOBUTEIS,
pacmpocTpaHuTens neyatHeix n3nanuit Nel/238 ot 24.03.2014,

No2/113 ot 07.04.2014, Ne3/615 ot 07.04.2014.

VY. I1. bpoBku, 6, 220013, r. Munck



