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The list of questions to prepare for the test in the academic discipline:
"SOCIAL AND PSYCHOLOGICAL ASPECTS
OF INFORMATION SECURITY™

Assessing the root causes of information security risk.
Business practices and organizational culture.
Security governance.

User behavior.

Psychological manipulation of people using social engineering.
Social engineering fundamentals.

Information security culture.

Key principles of social engineering.

Social engineering vectors.

Social engineering techniques as part of an IT fraud.
Countermeasures.

Social engineering legislation.



