npasun
MHOOPMaALUMUOHHOMN
6e30NacHOCTH

GROUPR|IB

KAY HE CTATb LErP i oUvh

YAPECTYIMHUKA

HAOEXHbIE NAPOTU

0]

HEOBXOAUMO:

+ Co3nasate NEePCOHaNbHbIE (YHUKaNbHLIE)
NapoNu K pasHbiM CepBucam

+ Ucnonb308atb CNOXHbIE NAapoNu: MuHUMYM 10
CUMBONOB, OAHOBPEMEHHO UMMPLI, CTPOYHbIE
¥ NPONUCHbLIE CUMBONDI, 3HAKU NYHKTYauuu u
Apyrue CUMMBONLI

+ [loBepaTb TONLKO NPOBEPEHHbIM
MeHeaxXepaM naponeu

BE3OMACHbIN WI-FI

HE PEKOMEHAOYETCS:

Mcnonb3oBaTte NOBTOPEHUA CUMBONOB
XpaHuTb Naponu Ha GYMaXHbIX HOCUTENAX

Ucnone30BaTh B KayecTse Napons CBOW NOruvH
(VMR NONL30BATENSA, YHETHAR 3aNUCh, HUKHENM)

CoxpaHaTe NAPONb aBTOMATUYECKH
B Opay3epe

Mcnonb3oBarts Omorpauyeckyio
UHMhOpPMauMIO B napone

02

+ OTKNIoUNTL 06Wmrn poctyn k ceoen Wi-Fi
TOUKE, AaxXe ecnNu y Bac «6e3NUMUTHbIW»
UHTEepHeT

+ Ucnonb30BaTth HaAEXHbIN (CM. BbilWE) Napons
ang poctyna k sawen Wi-Fi touke

+ [leaktmeupoBaTh aBTOMaTUYECKOe

NOAKNIOYEHUE CBOUX YCTPOUCTB K OTKPbITHIM
Wi-Fi Toukam

BeoauTb CBOW NOrMH 1 NapoNbL AOCTYNA K
yY4eTHOW 3anucu (CTpaHUuue) nnu cucrteme
6aHKOBCKOro o6CNyXnUBaHUA Npu
NOAKNIOYEHUN K OeCnNNaTHbLIM (OTKPLITLIM)
Toukam Wi-Fi B kahe, TpaHcnopre, TOProsbix
UeHTpaxunr.na

MPOBEPEHHbIE BPAY3EPbI U CAUTDI Q3

+ Ucnonb3oBark CNeunansHoe NPOorpaMmMHoe
obecneveHue (aHTMBMPYC, paclumpenue ans
OGpay3epa), 4T00bl U36eXaTb NOCEeeHNUR
COMHUTENbHbIX CAUTOB

X lNepexoauts NO HENPOBEPEHHbIM CChINKaM

X BBOoAWTL MH(OPMAUMIO HA CalTax, ecnu

COCAMHEeHNEe He 3aWMWeHo (HeT hitps v « )



npaeun
nHpopMaLMOHHOM
6e30MnacHoOCTH

BE3OMNMACHOCTb 3JIEKTPOHHOW NOYTDI

HEOBXOOUMO:

MoaxkniouuTs ABYXHaKTOPHYIO
ayTeHTudUKaum

Mcnone3oBate MUHUMYM 2 TMNa e-mail
aapecos: 3akpbiTbii (TONBKO ANA NPUBA3KK
YCTPOWCTB M CPEeACTB WX 3aWuThl) 1
OTKPbITbIW (ANA Nepenucku, NOANUCOK # T.4.)

Ucnons3osaTte CMNAM-uneTpbl

HE PEKOMEHAOYETCH:

X PearvpoBaTtb Ha NUCbMa OT HEU3BECTHOr o
OTNpaBUTeNns: CKopee BCEero 310 cnam unu
MOLWEHHUKU

X OT1KpbIBaTh NOAO3IPUTENBHOE BNOXEHUE

K NUCbMY: CHa4ana nNno3BOHUTE OTNPaBuTento

W y3HanTe, 4To 3710 3a (hann

UCMONTIb3OBAHUE NMPUNOXEHWUI, COLUCETEA U MECCEHO)XXEPOB

YcTaHaBnuBaTh NPUNOXEHUA TONBbKO
n3 PlayMarket, AppStore unm us
NPOBEPEHHbIX MCTOYHUKOB

O6pauaTte BHUMaAHUE, K KaKUM (DYHKLUUAM
rafxerTa NpuUNoXeHue 3anpalnsaer AocTyn

OO6MeHMBAaTLCA COOOWEHUAMNU B COUCETAX U
MECCeHXepax, TONbKO NONHOCTbIO
YAOCTOBEPUBLUNCE B NNYHOCTHU
cobeceqHuKa, He pearupys Ha
COMHUTENBHBIE NPOCLOLI U NPEANOXEHUA

3ALLUTA OAHHBIX BAHKOBCKOU KAPTOYKU

XpaHuTb B TallHe NUH-KOA KapTbl

+ lNpukpeiBaTe NAAOHBLIO KNaBuaTypy npu

BBOAE NUH-KOAA

OchopMuTe OTAENBHYIO KapTy ANA
OHNANH-NOKYNOK W HE AEPXaTb Ha Hen
6onblmne CyMMbl

Ucnonb3sosarbe ycnyry «3-D Secure»
U NUMUTBI HA MaKCUMasbHbIe CYMMb!
OHNanH-onepaumin

CkpbiTe CVV-Kog Ha KapTe (Tpex3HayHbii
HOMEp Ha o6paTHOM CTOPOHE),
npeasapuTeNnibHO COXPaHuB ero

X Pasmeuwartb NepCoOHanbHYIO U KOHTAKTHYIO
uHhopMaunio o cebe B OTKPLITOM gocTtyne

X Vicnonb30BaTbh yKa3aHue reonokaumm
Ha hOTO B nocTax

X Orgevarb Ha 0OMAHbIE BbIPAaXEeHUSA
W arpeccuio B COUCETAX — Nyywe Hanuwmre
006 3TOM aAMUHUCTPATOPY pecypca

X ¥YnotpebnAte HEHOPMATUBHYIO NEKCUKY
npu o0LWEeHUN

X YcraHaBnuBaTtb NPUNOXEHUA C HUSKUM
PEeATUHIOM U OTPUUATENLHLIMU OT3bIBaAMU

06

X XpaHuTb NUH-KOA BMECTE C KapToukomn /
Ha KapTo4YKe

X Coobwarts CVV-koa unu oTnpasnath
ero ¢oro

¥ PacnpocTpaHaTe CBOW NACNOPTHbIE AAaHHbIe
(MHDOPMaUMIO NUYHOIO XapakTepa, Homep

MOBUNBHOIO TenedoHa), «NOrnH» N «Naponb»

poctyna k cucreme «MHTepHeT-0aHKUHI»

X CoobuwaTb AaHHbIe, NONYyYEeHHbIe B Buae
SMS-coobuieHnit, CeaHCcoBbI€ NAaponu, Koa
asTopu3sauum, napons 3-D Secure u 1.4



