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METOAbI NUKBUOALMU KONNU3UU NPU NEPEOAYE OAHHbIX
B BECIMPOBOOHbLIX CETAX

AnetiHukosa [.U., cmydeHmka ep. 961402
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AHHOTaums. B paboTte onmcaHoO MOHSITME KONMU3uKu, ee PasHOBUMAHOCTW U NMPUYMHBI BO3HUKHOBEHWS MpW nepedade AaHHbIX B CETW.
Moapo6HO n3yueHbl MeToab! NukBuaauum konnuauin CSMA/CD n CSMA/CA, nx ocobeHHOCTM 1 OCHOBHbIE oTnnuus. [poBeaeH aHanus
ucnonb3oBaHusi npotokonia MACA B GecnpoBoaHbIX CETsIX nepefayv AaHHbIX ANt pelleHvsi npobnembl CKPbITOM U 3acBeYeHHON
CTaHUmii B 6eCNpOBOAHbIX CETAX.

KnioueBble cnoBa. becnpoBoaHble ceTi, KOnnuanum, owmnbku npu nepegayve aaHHbix, CSMA/CD, CSMA/CA, MACA.

Konnusma — CTONKHOBEHWE [daHHbIX, NepejaBaeMblX B pasgensemMon cpege nepegayw,
npuBoasLlee K NoTepe UMM UCKaXKEHUI 3TUX AaHHbIX. CyllecTByeT TPy pasHOBUAHOCTM KOMMU3WUA: Ha
AanbHeM KoHue (B cpefe nepepadyu), Ha GrivkHEM KoHUe (B CeTeBOW KapTe YyCTPOMCTBA), B aKTUBHOM
obopydoBaHuM (neperpyska BXOOAWMMM  OaHHBIMW  KOMMYTaTOpPOB/KOHUEHTpaTopoB). Hawnbonee
pacnpocTpaHeHbl KONnm3nm Ha gansHem koHue. OHM BO3HMKAIOT, KOr4a HECKOSbLKO YCTPOMCTB nepegatoT
AaHHble NO KaHany OAHOBPEMEHHO MMM OZHO M3 HUX HavyMHaeT nepefady paHblle ApYyroro, HO curHarn
nepBOro elle He ycnen OOCTUrHYTb BTOPOro, KOTOPbIA Takke HavyMHaeT nepefaBaTh AaHHble. Kak
CrnefcTBUe, CUMIHanbl HaknaablBaTCA APYr Ha Apyra U CTaHOBSITCA HEAOCTYNHbIMU NS AEeKOAMPOBaHUS
NPYHUMaLWMM  YCTPOMCTBOM. [ns NUKBMOAUMM Takoro Buaa Konnuaunm Obin paspaboTaH MeTon
MHOXECTBEHHOIo A0CTyna ¢ KoHTporneMm Hecyuwen (CSMA, Carrier-sense multiple access). CywecTtsyeT
ABe pa3HOBMAHOCTW AaHHOro metofa: ¢ obHapyxeHueMm konnuamm (CSMA/CD, Carrier-sense Multiple
Access with Collision Detection) n ¢ npegotspaiweHnem konnusmm (CSMA/CA, Carrier-sense Multiple
Access with Collision Avoidance).

Metogq CSMA/CD npumMeHUM B CeTAX, MOCTPOEHHbIX C MCNONb30BaHMEM ceTeBblx kabenewn.
ObecneunBaeT NCNONb30BaHME KaHana nepeaayn TofbKO OAHWM YyCTPOMCTBOM B ONpeaeneHHbIN MOMEHT
BpeMeHn. JTO AOCTUraeTcsa Tem, YTO OTnpaBuTenb nepefaeT AaHHble TOMbKO Torga, Korga cpefa
nepegaym cesobogHa. YUtobbl onpegenuTb COCTOSIHME Cpeabl, YCTPOMCTBO NPOCNYLUMBAET €€ Ha Hanu4ime
OCHOBHOW TapMOHMKW CWrHana, Hecylwew 4actoTbl. Ecnm Hecywas vactota curHana He Obina
obHapyxeHa, oTnpaBuTenb NepedaeT AaHHbIe N0 kaHany. B aTo e BpeMs OH NpoBepsieT, He NosBunach
nu konnuausa. Ona aToro nepegada v NpMeM curHana ¢ JaHHbIMU MPOUCXOAAT OOHOBPEMEHHo. Ecnun
NPVYHUMaEMBbI CUrHan OTNMYaeTCcsa OT NepefaBaemMoro, 3Ha4uT npousoLna konnmaus. MNocne ycnewHoro
3aBeplleHNs nepefadv AaHHbIX KaHan ocBOo6OXAaeTcs, U Apyrme YCTPOWCTBA KOHKYPUPYIT MeXay
cobon, 4Tobbl Kak MOXHO ObICTpee 3aHATb ero Ans nepegayn CBOMX CUrHarnoB.

Ecnn e otnpaBuTeno oOHapyxuBaeT KOMMM3UKO, OH MpeKkpawaeT nepegadvy [AaHHbIX |
oTnpaenseT B KaHan Jam-nocnegoBaTenbHOCTb, yCUNMBasA MUCKaXeHue curHana. Takum obpasom, Bce
YyCTPOMCTBA y3HalOT O MPOU3OLLEALLEN KOMMM3NN 1 NMPeKpaLLaoT OTNPaBKy AaHHbIX HAa HEKOTOPOE BPeMS.
OTOT BpEMEHHOW UHTEPBar Ha3blBaeTCa MHTepBanom npoctos (T) n paccuntbiBaeTcs no popmyrne:

T=L"B 1)

roe B — BpemMsa mMexay nosiBrieHnemM AByx nocrneaoBaTerbHbIX OMTOB AaHHbIX, 06bIYHO Mcnonb3yeTtcsa 512
BUTOBBIX NHTEPBAIIOB;
L — BeIBupaeTcsa cnyyariHo n3 guanasoHa [0, 2"-1], rae n — HOMep NONbITKN ONPaBKN AaHHbIX.

CnepoBaternbHO, Y YCTPONCTB pasHOe 3Ha4YeHue BpeMEeHU NpocTost. [lepBbiM OTNpaBnsATb cUrHanm
Ha4YyHeT YCTPOWCTBO C MEHbLUMM 3HA4YeHWeM 3TOro napametpa. Ecnu e 3HaveHne npoctosi coenarno,
npeanpuHMMaeTcs criegytolwasi nonbiTka OTNPaBkUM C BbIODOPOM HOBOIO 3HaveHus L, yxe u3 Gonbluero
AnanasoHa. [Mocrne 10-oMm nonbITKM Auana3oH nepectaeT yBenuumBaTtbCd, a nocne 16-om — cpena
cumTaeTcsa HepaboTocnocobHOM.

Metog CSMA/CD adhdektmBeH B ceTaAx € HebomnbLMM KOMMYECTBOM KOMMBHTEPOB WU MpU
HU3KOW Harpyske B cpefe. Tak Kak 9TO BNUSET Ha 3HavyeHWe L, a 4yem OHO Bblle, TeM 6onblie
ANUTENBHOCTbL NPOCTOS U HKE CKOPOCTb Nepefadn AaHHbIX.

7
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Metog CSMA/CA paspabortaH ans 6ecnpoBogHbix ceTen, B otnmyne ot CSMA/CD BmecTto
OOHapy>XeHUs1 KONNMU3nim NpouMcXoauT ux npenoTBpalleHne. ATo 00ycroBneHO OCOBEHHOCTAMU cpenpl
nepegayn. B 6ecnpoBogHbIX CETAX BEPOATHOCTb BO3HWUKHOBEHUSA KOMMN3MM BbIE, YEM B NMPOBOLHOW;
MOLLIHOCTb MepegaBaemMoro curHana Bbilwe, YeM nprvHuMaemoro. Takke cyllecTByeT npobrnemMa CKpbITON
N 3acBeYEHHOWM cTaHuui. HanpaerneHwe B KaHan Jam-nocrnefoBaTeNlbHOCTU HeXenaTernbHO, YToObl He
neperpyxatb cpeny paguocurHanamu. Ona obHapyXeHus KONnu3um UCnonb3yeTca noaTBepXAeHue
nonyyeHns gaHHblX. Ecnv nogTeepxaeHune He BbIno NonyyYyeHo, 3HaunT, NPoOM3oLLa KOnnm3uns.

B metoge CSMAJ/CA, kak n B CSMA/CD, oTnpaBuTenb cHavana NnpocnylwmBaeT KaHan Ha Hanudve
OCHOBHOW rapMoHuku curHana. llpu ee OTCYyTCTBUM OH HanpasnsieT B cpefy nepefavv curHan ¢
AaHHbiMK. [locne ycnewHow nepefadn JdaHHbIX Y  KaXOOro YCTPOWCTBa Chny4variHbiM - obpasom
reHepupyeTcsi CBO€ YMUCINO TaK HasbiBaeMbIX CMOTOB OXWMAaHUs — Bpemsa «MonyaHusi». CroThbl
HeoOxoauMbl ANs NpeAoTBpaLleHus NocneayloLlen KOHKypeHumMn 3a cpeqy nepegayun. CrnegoBaTenbHo,
nepBbIM MepefasaTth AaHHble HAYHET YCTPONCTBO C HAMMEHbLLLMM YUCITOM CITIOTOB OXugaHus. B otnvyne
oT CSMA/CD, ycTpoWcTBa He KOHKYPUPYHT Mexay cobon, a «mponyckarT» Apyr Apyra nepeaaBaTb
OaHHble.

Takum oOpasom, Metogq CSMA/CA no3BonseT IMKBMOMPOBATb BO3HWKHOBEHME KONU3UK
B 6ecnpoBogHbIx ceTax. OgHako BMeCTe C 3TUM BO3HMKAIOT NPobnemMbl CKPbITOW 1 3aCBEYEHHOW CTaHLU
(pucyHkn 1 1 2).

CkpblTag cTaHuua nogpasymeBaeT, YTO NPU OLHOBPEMEHHOM HaMEpPeHuW [BYX YCTPOMWCTB
nepegaBaTb AaHHble TPETbEMY, OHU HAXoOATCA B Takmx obnactax pacnpocTpaHeHus paguoBOSH, B
KOTOpbIX He MOryT 3acdukcMpoBaTb Hanuune B cpefe nepefadyv OCHOBHbIX FAPMOHWK CUTHamnoB Apyr
apyra. CnepoBaTenbHO, OHM NepedarT AaHHbIeE OOHOBPEMEHHO U BbI3bIBAKOT KOMM3NIO.

3acBeyeHHas CTaHUMA BO3HWKaeT, Korga [ABa YCTpowcTBa cobupaloTca nepefaBaTh [aHHblE
O[IHOBPEMEHHO W OHW MOTyT 3TO cAenaTtb, HO He AenaloT, TaK Kak HaXOAAaTCs B 30He BUAMMOCTU Apyr
apyra, cnegoaTternbHO (PUKCUPYIOT B KaHarne HecyuimMe 4acTtoTbl ApYr Apyra, cumtas cpedy nepenadu
HenpurogHoOmn Ans oTNpaBkun cUrHana ¢ aHHbIMU.

PucyHok 1 — lNpobnema ckpbIToW CTaHLun PucyHok 2 — Npobnema 3acBeyeHHON
cTaHumm

Ons peweHns aTux npobnem 6bin  paspaboTaH MNPOTOKON MHOXECTBEHHOrO AocTyna
¢ npegotepawerHvem konnusmn (MACA). CyTb npoTokona 3aknioyaetcss B criedylolieMm: cHadvana
YCTPOMCTBO HamnpaBnseT B kaHan cooblieHne O CBOEeM HaMepeHWn OTNpaBuTb CUrHam C AaHHbIMY, B
KOTOPOM [AOMOMHUTENbHO YyKasaH pasmep 3TuX AaHHbiX. [Monyyatens B oTBeT coobuiaeT O CBOen
rOTOBHOCTM MPUHUMAaTL AaHHble. [1pu CKPbITON CTaHLMKU YCTPOUCTBO, OTMNpaBmMBLLEE HAMEPEHWE NePBbLIM,
nonyyaet oTBET W NepefaeT CBOW [AaHHble, a BTOPOE YCTPOMCTBO OTBET HEe MonyvaeT, oXxuaasi CBOew
oyepean. lpu 3acBeyeHHOW cTaHUMM oba oTnpaBuTENs NonyvalT OTBET U nepefatT AaHHble
OOHOBPEMEHHO, OYyoy4n YBEPEHHLIMM, YTO KOJUUM3UM HE BO3HUKHET. [JOMONHUTENbLHO BCe YCTpOWCTBa
O[HOW CEeTU MOryT y3HaTb, CKOMIbKO BpeMeHU OyaeT 3aTpayeHo Ha nepefady AaHHbIX U NOATBEPXAEHUS
nonyyeHnsi. ATOT BPEMEHHOW MHTEpPBar COOTBETCTBYET BPEMEHM «MOnYaHus», Gnarogaps KOTopomy
NPOUCXOAMT NpegoTBpaLLeHne NOSIBNEHNS KOMU3NNA.

Takum oOpasom, cyulecTByeT OBa MeToda nvkeugauum konnmaumnm — CSMA/CD n CSMA/CA
c nogaepxkon npotokona MACA. CSMA/CD addektnBeH B HebOMblIMX WMAM Mano3arpyXeHHbIX
NPOBOAHbLIX CETHAX, U ero OCODEHHOCTbI0 ABMNAeTCs OBOHapyXeHue KOMMM3ui C MCMonb3oBaHuem Jam-
nocrnegoBatensHocTu. CSMA/CA npumeHsieTca B 6eCnpoBOAHbIX CETAX, U €r0 0COBEHHOCTBIO ABMSIETCS
n3beraHmne KONIU3um ¢ UCNonb3oBaHMEM CroToB oxnaanns. Metog CSMA/CA MOXHO ONTUMU3NPOBATD,
coyeTas ero ¢ paboton npotokona MACA, peluatoLLiero npobnembl CKpbITON U 3aCBEYEHHOW CTaHLNNA.

Cnucok Ncnonb3oBaHHbIX UCTOYHUKOB:

1. Ettrecap manual [OnekTpoHHbI pecypc]. — Pexum pgoctyna: https://www.youtube.com/watch?v=s-uDMX4X2jQ — [ata
poctyna: 01.04.2021.

2. Ettrecap manual [QnekTpoHHbIi pecypc]. — Pexum goctyna: https://www.youtube.com/watch?v=9eWeUaHA_Us — Jata
poctyna: 01.04.2021.
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METHODS FOR COLLISIONS ELIMINATING
DURING DATA TRANSFER IN WIRELESS NETWORKS

Aleinikova D.I., Student of the group 961402

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Belousova E.S. — PhD

Annotation. The paper describes the concept of collision, its types and causes of occurrence during data transmission in the network.
Methods for eliminating collisions CSMA / CD and CSMA / CA, their features and main differences have been studied in detail. The

analysis of the use of the MACA protocol in wireless data transmission networks is carried out to solve the problem of hidden and
illuminated stations in wireless networks.

Keywords. Wireless networks, collisions, data transmission errors, CSMA/CD, CSMA/CA, MACA.
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MOAEJNIMPOBAHUE NHTEPMOAOYNALUUOHHBLIX MOMEX
PAANONPUEMHUKA USMEPUTEBHOU CUCTEMbI CBY

bynaeko /.., acnupanm; flucos [].A., acnupaHm

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

lycuHckul A.B. — kaHO. mexH. HayK

AHHOTaumsA. B goknage npyvBoaaTcs pesynbTaTbl MOAENMPOBAHUA MHTEPMOAYMALMOHHBIX NOMEX pagvonprueMHMKa N3MepuTenbHON
cucTeMbl cBepxablcokovacToTHoro (CBY) gnanasona.

KnoueBble croBa. Pa,EI,VIOI'IpVIeMHMK, CBL‘L mMoAenmpoBaHue, HTepmMmoaynauns, noMexu.
BBeneHune

B HacTosiee Bpemss HaxogoaT Bce 6Gonbliee MPUMEHEHMSI U3MEepUTENbHble  CUCTEMBI
paguoTEXHUYECKON pa3Benkn u pagumoMmoHuTopuHra CBY gmanasonHa. OCHOBHOE Ha3HaveHue Takux
cucteM — obBHapyXeHue M M3MepeHVe criegyrlmx napaMeTpoB U XapakTepuUCTMK paguoCcUrHanos:
Hecyllas YacToTa, 3HepreTM4eckuin ypoBeHb (MOLLHOCTL), WUMPWHA CMeKTpa, B4 MoAynsaumu, a Takke
onpedeneHve HamnpasneHus Ha MCTOYHUK paguocurHana. OgHMM K3 OCHOBHbIX 6110KOB anmapaTHOn
yacTu paccMaTpuBaeMbiX CUCTEM sBnsieTcs pagunonpuemMHuk. OCHOBHbIMKM TpeboBaHUAMU, KOTOpbIE
cnenyeTr yuuTbiBaTb Npu paspaboTke TakMx MNPUEMHUKOB SABMSIKOTCS O4YEHb LUMPOKUE YaCTOTHBIA WU
AVHaMUYECKUA OmManasoHbl, NPUEMIIEMbIA YPOBHW OTHOLUEHUS CUMHAm-WyM W UHTEPMOOYMSLMNOHHbIX
UCKaXXEHWUW, a Takke MUHMMU3aLUss MaccorabapuTHbIX MapamMeTpoB.

OoHMUM 13  OCHOBHBIX 3TamnoB MNPOEKTMPOBaHWS SABMsSieTcsl  paspaboTka MpuHUMNUanbHbIX
3MNEKTPUYECKMX CXEM OTAENbHbIX Y3MOB U pagvonpueMHuka B LenomM. Ha 3aTom aTane BecbMa BaXHbIM
ABMNAETCA KOMMbIOTEPHOE MOOENMPOBAHME BCEro MNPUWEMHMKA C MOMOLLBI MNaKeTOB MNporpamm
CXEMOTEXHUYECKOro MOAENUPOBaHMSA. OTO NO3BOMSET ele 40 3Tana NpoM3BOACTBA MPOBOAMTL aHanu3
pa3paboTaHHOro ycTponcTBa U (bopMMpOBaTb TEXHUYECKOE 3adaHue [ffsi CMEXHbIX C HuM 6GnokoB
annaparypbl.

B poknage npuBogATcs  pesynbTaTtbl  MOAENWPOBaHUSA  nNapaMeTpoB  paavornpueMHuKa
nsmepuTensHon cuctemsl CBY gnanasoHa.

Mopenb paguonpuemMHuKa 1 pe3ynbTaTbl MOAENIMPOBaHUS

lMpuemMHMK NOCTPOEH MO CcyrnepreTepoauHHON CxXeme Mpuema C AByMs npeobpasoBaHMsMU
YyacToTbl. Pabounii guanasoH 4acToT NpUHMMaeMbIX curHanoB coctaensieT ot 1 go 18 MU n pas3out Ha
ABa nogamanasoHa: ot 1 go6 MU mnor 6 0o 18 IMw.

Anst aHanM3a MHTEPMOAYNALMOHHBIX UCKaXXeHUI NpMeMHMKa Bbina cocTaBneHa ero rpaduyeckas
Modenb, MpeAacTaBrieHHass Ha pucyHke 1. Ha un300paxeHunm Cxembl UCMOMb3ylTCcsa crepylolme
o6o3HaveHusa: CM — cmecutens; MY — manowymsawmn ycunuTens.

Kak nasectHO [1], CMeLLEeHMe NMOne3HOro curHana, CUrHanoB reTepoamHa N X rapMOHUK NPUBOAUT
K 06pa3oBaHMIo MELLAKLLNX MHTEPMOOYNSALMOHHBIX CUTHANOB B NOMIOCE NPOMYCKaHWUs NPUEMHUKA.

MopenupoBaHue MWHTEPMOOYMSALMOHHBIX MOMEX MpPUEMHMKA MPOBOAMNACL C WCMOMb30BaAHUEM
nporpaMmmbl SystemVue. NcxogHbIMM OaHHBIMU AN pacveToB SABNSANUCL NapamMeTpbl, PYHKUMOHANbHbBIX
y3roB npueMHuka (napameTpbl 3reMeHTOB rpaduyeckor Mojenu), Ha KOTOpbIX MNnaHupoBanacb ero
TEXHUYECKasn peanunsauus, a Takke napaMmeTpbl BXOAHOMO curHana npueMHuka n CUrHanos reTepoanHoOB.
B kauecTBe UCTOYHMKaA NonesHoro npuHuMaemoro curHana (RF) Ha Bxoge npveMHuka 3agjaBancs curHan
B AuanasoHe yacTtoT oT 1 go 18 I'Mu ¢ warom nepectponkn 1 MU 1 ¢ pasnUYHbIMU YPOBHAMU MOLLHOCTH,
oTpaxawLwwmmm paboTy npueMHUKa Ha YPOBHE MMWHUMAarbHOW 4YyBCTBUTENMLHOCTM, B cepeauHe
ONHaMNYECcKoro AmnanasoHa 1 npyv MakcumarbHOM ycuneHun paguonpuemHuka. CurHansl nepsoro (LO1)
n BToporo (LO2) reTepoanHOB 3a4aBanucb B pas3fiMYHbIX YaCTOTHbLIX TOYKAX — COOTBETCTBYIOLLMX MNaHy
YaCTOTHOro NpeobpasoBaHMs MPUEMHMKA N C (PUKCUPOBAHHBIM YPOBHSIMM MoLHOCTM 15 abm n 13 gbm
OOCTaTOYHbIMK Anis paboTbl 6anaHCHLIX CMecuTenen COOTBETCTBEHHO.

[na 3Tnx ypoBHEM MOLLHOCTM BXOOHOrO CUrHama WM CUrHaroB reTepoauHOB Obinm paccymTaHbl
4YacToTbl M YPOBHW MO MOLLHOCTU OOpPasylLMXCa MHTEPMOAYMNSAUMOHHBLIX Momex. Pesynbratbl 3TuX
pac4eTOoB npeacTaBreHbl B Tabnuue 1.
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MonyyeHHble pe3ynbTaTbl MOAENMPOBAHWSA MOKa3biBalOT, YTO MPU 3HAYEHUU 4acToTbl BTOPOrO
retepoavHa pasHon 7050 MI'y n vactotax BxogHoro curHana ot 2 Ty go 3 My obpasyetcsa nomexa
¢ vactoTton 1350 MI'y, nonagatoLasa B NOSOCY NPOMYCKaHUS BbIXOAHbBIX PUIbTPOB NPUEMHMKA.

2an
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1 1
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curnana 4 % L 4
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e 5 4, Monocosoi My
2 ~_ dunsrp

o MLLY
3| Monocosoit Koy
unsrp CBY
4 2

2 1
WcTounuk
Koy curHana @— i
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X X
| Y | | N
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aTTeHoaTop unsrp unesrp

WcTounuk
curHana
retepoauHa 2

PucyHok 1 — Mpadpnyeckasi Mogenb pagvonpuemMHmka ¢ AByMsi npeobpasoBaHUAMM YacToTbl

Mpun yacTtoTax BxogHoro curHana ot 3 'y go 4 'y obpasyetca nomexa ¢ yactoton 950 MI'y. YpoBHU
OAHHbIX MOMEX COCTaBnAT MUHYC 44 gbm, 4TO SABMSIETCS OOCTAaTOYHbIM AN OETEeKTUPOBaHUS Ha
nocneayowem aHanoroso-undgposom npeobpasosatene (ALM). MNpn yacTtoTax BXxogHOro curHana ot 6
My go 18 'y n 3HavyeHun BTOpOro retepoamHa 5200 MIMy, o6pasyeTcsi NOCTOSHHAA NOMeXa C YacToTown
1600 Ml'y, HaxoAswascss Ha rpaHuue Mnonocbl NPOMYCKAHWS BbIXOAHbIX unbTpoB. [pu 4YacTtoTax
BXogHoro curHana 13 'y 1 3HadeHunax nepsoro retepoaunHa 9 My n BTOpOro retepogmHa 5200 MIy,
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obpasyetca nomexa c4yactoton 1400 Muc MakcuManbHbIM YpPOBHEM curHana MuHyc 39,4 obm
nonagaroLias B Nofocy NPonycKaHUsi BbIXOAHbIX (OUITbTPOB NPUEMHMKA.

Tabnuua 1 — PesynbTtathl MOAENVPOBAHWUSA MHTEPMOLYNALMOHHBIX NOMEX.

RF, My, MouwHocTtb | LO1, MINy | LO2, YacTtoTa MouHocTb Cxema

RF, pbm MIy nomexu, My | nomexun, gbm | o6pasoBaHus

nomexm
1000 -74 9250 7050 2200 -49,3 LO1-LO2
2000 -50 10250 7050 1350 -79,2 RF+2L0O1-3L0O2
2000 -25 10250 7050 1350 -79,6 RF+2L0O1-3L0O2
3000 -74 11250 7050 1350 -58,9 2*L0O1-3*LO2
3000 -50 11250 7050 1350 -63,9 2*L0O1-3*LO2
4000 -50 12250 7050 950 -69,5 2*RF-LO2
4000 -25 12250 7050 950 -44.6 2*RF-LO2
4000 0 12250 7050 950 -47,8 2*RF-LO2
5000 -74 13250 7050 850 -55,1 2*LO2-RF
5000 -50 13250 7050 850 -60,1 2*LO2-RF
5000 -25 13250 7050 850 -61,7 2*LO2-RF
6000 -25 10000 5200 1600 -22 3*(LO1-RF)-2*LO2
6000 0 10000 5200 1600 -29,4 3*(LO1-RF)-2*LO2
7000 -25 11000 5200 1600 -19,7 3*(LO1-RF)-2*LO2
7000 0 11000 5200 1600 -26,8 3*(LO1-RF)-2*LO2
8000 -25 12000 5200 1600 -19,1 3*(LO1-RF)-2*LO2
8000 0 12000 5200 1600 -26,1 3*(LO1-RF)-2*LO2
9000 -25 13000 5200 1600 -19 3*(LO1-RF)-2*LO2
9000 0 13000 5200 1600 -26 3*(LO1-RF)-2*LO2
10000 -74 14000 5200 1600 -29,2 3*(LO1-RF)-2*LO2
10000 -25 14000 5200 1600 -19,8 3*(LO1-RF)-2*LO2
10000 0 14000 5200 1600 -26,9 3*(LO1-RF)-2*LO2
11000 -25 15000 5200 1600 -22,3 3*(LO1-RF)-2*LO2
10000 0 15000 5200 1600 -29,6 3*(LO1-RF)-2*LO2
12000 -25 16000 5200 1600 -20,2 3*(LO1-RF)-2*LO2
12000 0 16000 5200 1600 -27,4 3*(LO1-RF)-2*LO2
13000 -74 9000 5200 1400 -41,6 2*L02-LO1
13000 -50 9000 5200 1400 -46,6 2*L02-LO1
13000 -25 9000 5200 1400 -39,4 2*L02-LO1
13000 -25 9000 5200 1600 -19,6 3*(LO1-RF)-2*LO2
13000 0 9000 5200 1400 -41,6 2*L02-LO1
13000 0 9000 5200 1600 -26,7 3*(LO1-RF)-2*LO2
14000 -25 10000 5200 1600 -19,7 3*(LO1-RF)-2*LO2
14000 0 10000 5200 1600 -26,8 3*(LO1-RF)-2*LO2
15000 -25 11000 5200 1600 -20,7 3*(LO1-RF)-2*LO2
15000 0 11000 5200 1600 -27,9 3*(LO1-RF)-2*LO2
16000 -25 12000 5200 1600 -19,1 3*(LO1-RF)-2*LO2
16000 0 12000 5200 1600 -26,1 3*(LO1-RF)-2*LO2
17000 -25 13000 5200 1600 -19,1 3*(LO1-RF)-2*LO2
17000 0 13000 5200 1600 -26,1 3*(LO1-RF)-2*LO2
18000 -25 14000 5200 1600 -21,5 3*(LO1-RF)-2*LO2
18000 0 14000 5200 1600 -28,8 3*(LO1-RF)-2*LO2
BbiBoabl

AHann3 pesynbTatoB MOAENMPOBAHUA MNOKa3blBA€T, YTO MHTEPMOOYMSAUMOHHbIE MOMEXM
00pasylTcs B 3HAUUTENBHOW CTENEHM M3-3a HECOBEPLUEHCTBA CMECUTENEn, Marion pasBsaA3ku Mexay
BXOOAMMW CUrHanoB reTepoAMHOB M BbIXO4AMM NMPOMEXYTOYHOW 4acToTbl. [MpyMeHeHne cmecuTenen c
nyylwMMM napameTpaMmyM MOXET YMydwuTb cuTyaumio Ha 7-10 gb, ogHako BbLIZOBET 3HaYUTENbHOE
yoopoxaHve npuemMHuka. [MpumeHeHue [OOMONMHUTENbHLIX UNBLTPOB CUrHaNoOB reTepofuHa nocrne
CMecuTEenen Tak )e 4acT Manbli pe3ynbTaT. Tak kak nocrne nepeoro npeobpasoBaTensi MPOMeXyTouHas
YacToTa [JOCTaTOYHO BbICOKA M HAaxoauTcs GrM3KO K YacToTe CurHana reTepoAMHOB, YTO He NMo3BonsieT
ucnonb3oBatb (UIbLTPbI C OOMbLION KPYTU3HOW aMNUTYLHO-4YAcTOTHOW XxapaktepucTukon. [Mocne
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BTOPOro npeobpasoBaTtens 4acToTbl WMHTEPMOAYMSLMOHHbIE CUrHamnbl Tak e nonagatT B MNosocy
nponyckaHusi punbTpoB NMBo 6nM3kM K MPOMEXYTOYHON YacToTe. Hanbonee npuemnemMbiM peLLleHNeEM
AaHHbIX MPobnem SIBNSIETCS pacyeT OXMOAEMbIX MELUAWMX CUrHaroB M y4eT UX Npu nocnegytoLlen
umdpoBor 0bpaboTke CUrHarnos.

UDC 621.37
MODELING OF INTERMODULATION INTERFERENCE IN THE RADIO
RECEIVER OF THE MICROWAVE MEASURING SYSTEM

Bulavko D.G., PG Student; Lisov D.A., PG Student

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Gusinsky A.V. — PhD

Annotation. The report presents the results of modeling the intermodulation interference of a radio receiver in the measuring system
of the microwave range.

Keywords. Radio receiver, microwave, intermodulation, modeling, interference.
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YAK 621.3.011

CNOCOBb YMEHBLUEHUA PA30BbIX LULYMOB USMEPUTEJIbHbIX
CUIrHANOB B N’ETEPOAUHHbLIX BEKTOPHbIX AHAITU3ATOPAX
LEMNEN KBY OAUATNA3OHA

Kysrokos A.H., acniupaHm

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybrniuka benapych

lycuHckul A.B. — kaHO. mexH. HayK

AHHOTaums. B fjoknage npuBoaMTCS onuncaHve crnocoba yMeHbLUeHWst (ha3oBbIX LUYMOB U3MEPUTENbHBIX CUTHANoOB B reTePOANHHbBIX
BEKTOPHbIX aHanu3artopax uenen KBY gnanasona.

KniouyeBble cnoBa. BekTopHbii aHanusaTop uenei, dasosble WwyMbl, KBY gnanasoH.

K umcny Hambonee apdeKTUBHBbIX M3MeEpUTENbHBIX CPEACTB, MpefHa3HaYeHHbIX Afs aHanusa
napameTpoB CBY n KBY ycTpoictB (Lenen), OTHOCATCS BEKTOpHble aHanuaatopbl uenew (BALL).
CoBpemeHHble BAL, saBRslTCS  BbICOKOMPOU3BOAUTENBHLIMU  MHAOPMALMOHHO-U3MEpPUTENbHBIMU
cuctemMamu, MO3BOMAOLWME MNPOBECTM HEOOXOAMMblE  M3MEpeHMs MapamMeTpoB  YCTPOMCTB C
rapaHTMPOBAHHOM TOYHOCTBIO B LUMPOKUX AManasoHax C MpeacTaBlieHWEM U XpaHEHWEM U3MEepPEeHHOM
WH(popMaLMM O NnapameTpax U XapakTepUCTUKaX UCMbITYEMbIX YCTPOWCTB.

B poknape paccmartpuBaeTcsi cnoco® ymeHblueHUss a3oBbIX LUYMOB WU3MEPUTENbHbIX CUrHanoB
B reTepoauHHOM BEKTOPHOM aHanunsatope uenen KBY gnanasona P4-MBM-178.

OpHumn n3 Hambonee BaxHbIX y3rnoB retepoanHHbix BAL, KBY gmanasoHa siBnsioTca reHepatop
N3MepUTENbHbIX CUrHANOB U reTepoauH. MNMorpelwHoCTb YCTaHOBKN YacTOThl M HECTAabUNBHOCTb BO MHOIOM
onpefensioT METPOSOrMYeckMe XapakTEPUCTUKM aHanm3atopoB. [Ons  OOCTWKEeHWs HeobOXxoavMmon
TOYHOCTU U3MEpPEHNS S-NapaMeTPOoB B KAYECTBE TaKMX reHepaTopoB UCMOSMb3YIOT CUHTE3aTOPbl YacTOThI.

PaanunyatloT HECKOSBbKO CXEM MOCTPOEHNSA CMHTE3aTOPOB YacToThl [1, 2]:

1) AHanoroBble CMHTE3aTOpbl YacToTbl MpAMOro cuHtesa. OCHOBHbIMU NMPEVMMYLLECTBAMU TaKMX
CUHTE3aTOpPOB HABMAIOTCA BbICOKAsi CKOPOCTb NEPEeCcTPOMKM YacTOoTbl U BO3MOXHOCTb WUCMONb30BaHMUS
KOMMOHEHTOB C MCKIMIOYUTENBHO MasnbiM YPOBHEM COOCTBEHHbBIX LUYMOB, T.e. LUYMbl aHanoroBoro
cUHTE3aTopa OMnpeaensitoTcs B, B OCHOBHOM, LUyMaMU UCMONb3yeMbIX 6a30BbiX MCTOYHMKOB YacTOThbl U
MOryT ObITb OYeHb HU3KMMU. OCHOBHbIE HEAOCTATKN YKa3aHHOW TOMOMOMMN — OrpaHnYeHHbIEe KONMYeCTBOM
CMeCUTENbHbIX KaCckafoB AManal3oH U paspelleHne MO 4YacToTe; CMOXHOCTb MOCTPOEHUS; MHOXECTBO
HexenaTenbHbIX CNEKTPanbHbIX COCTAaBNALLMNX, KOTOPbIE FEHEPUPYIOT CMECUTENbHbIE Kackaapbl.

2) KocBeHHbIE cMHTE3aTopbl YacToThl ¢ dhaszoBon asTtonoacTponkon (PAMY). Takme cuHTesaTopbl
NOCTPOEHbI MO MPUHLNMY CPaBHEHUS YacTOThbl U dasbl BbIXOAHOIO curHana, opMmpyemMoro reHepaTtopom,
ynpaengembiM HanpsbkeHvem (YH), ¢ curHanom onopHoro reHepaTtopa. K HegocTaTtkam Takux
CUHTE3aTOPOB OTHOCATCS BbICOKME (pa30Bble LUIYMbl, HEU3MEHHOCTb LWara nepecTponkn YacToTbl, HU3Kas
CKOPOCTb MepecTponiku. Onsa nonydeHMs manoro Lara nepecTtporky Nno 4actoTe nHorga obbeauHsoT B
O[lHOM cuHTe3aTope Heckonbko netenb GAMNY. OgHako, Takon CUHTE3aTop ABNAETCA BeCbMa JOPOrnM U
rPOMO3OKNM YCTPONCTBOM, YTO COAEPXKMBAET €ro LLUMPOKOe NpUMEHeHHe.

3) CwuHTesatopbl npsmoro uudgpoBoro cuHTesa (DDS). DDS yHukanbHbl CBOel LUU(pPOBON
onpefeneHHoCTbld — TeHepupyeMbld UMW CUrHam CUHTE3UPYeTCs CO CBOWCTBEHHOW LMAPOBbLIM
cucTemMam TOYHOCTBIO. YacToTa, amnnutyga u dpasa curHana B fnobot MOMEHT BPEMEHM TOYHO U3BECTHbI
W NOAKOHTPONbHbI. DDS npakTudeckn He NOABEpXeHbl TemrnepaTypHOMY Aperdy U CTapeHuto.
EOVHCTBEHHBIM 311IEMEHTOM, KOTOPbIA 06nagaeT CBOMCTBEHHOW aHAINOroBbIM CXeMaM HECTabUNbHOCTLIO,
anaetca LAIM. OcHoBHble npeumyliectBa DDS 3aknioyvaloTcssi B OYeHb BbICOKOM paspeLleHun no
yacToTe 1 dase, aKCTpeMarbHO BbiCTpasi NepecTporika 4acToThl, LMAPOBON UHTEpPdENC.

Mcnonb3yemble B BEKTOPHOM aHanusatope uenen P4-MBM-178, cTpykTypHass cxema KoToporo
npeacTaBneHa Ha puUcyHke 1, cuHTe3aTopbl MOCTPOEHbI NO rMbpuaHon cxeme PLL/DDS cuHTe3aTopa, rae
DDS wucnonb3yetca B KadecTBe OMOPHOro reHepatopa ana PLL cuHTesatopa. Takoe nocTpoeHue
CMHTe3aTopa obecneymBaeT OTHOCUTENbHYK MPOCTOTY peanu3auun, LMPOKYH MOJSIOCY CUHTE3NPYEMbIX
yacToT (15 ITy), BbICOKYIO CKOPOCTb MEPECTPONKM YacToTbl 6e3 paspbiBa (hasbl BbIXOQHOIO curHana,
YMCTOTbI CMEKTpa BBLIXOAHOrO CUrHamna, MeNKAW LWar MnepecTporku YacToTbl, YTO KPUTUYHO OIS
retepoanHHbIX BALL cepun P4-MBM-178, T.K. cbeM un3MepuTenbHOW WMHOpMauMM MNpou3BOAUTCHA C
NMOMOLLIbIO FTAPMOHUYECKMX CMecuTenen, paboTaroLmx Ha 8 rapmMoHUKe.

B ka4ecTBe OMOPHOro reHepaTopa UCMOoMb3yeTCH ManoLyMsLLMIA KBapLueBbl reHepaTop C 4acToTomn
100 Ml'y. Ons nonyyeHus HeobxoaMmoro pabo4vero gvanasoHa 4YacToT BEKTOPHOIO aHanmsartopa uenewn B
KayecTBe WCTOYHMKA W3MEPUTENbHOrO CUrHama WCNonb3ylTcs cuHTe3aTtop 4Yactothl 5 — 20 [Ty wu
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HeobxoauMmbI HABOp YMHOXWTENEN, B KAYeCTBE reTepoAuHa TaK e UCMOoNb3yeTCs CMHTe3aTop YacToThbl 5
- 20 I'Tu. CTpykTypHasa cxema cuHTesaTopa 5 — 20 [Ty npvBeaeHa Ha pUCyHke 2.

OnopHbId YMHOXUMENb YMHOXUMENb 05bexkm
pamop »>—  wacmomel wacmomsi } } I } I I ) —H— CHecumens
100 Mry x2 x5 uamepenu
1
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Modyne ynpabnexus J—— B CMecumens L . —
2eHepamopom 5-20 Ty R-kaKana
(ucmoyHuk)
J’]’ AUN
Y
Cuxumesamop
yacmome! % CHecumens Brox Modynb Undukamop
5-20 Ty A-kaHana A ] nﬁpuﬁum:u _)Kumnwmepnub XKW
(2emepodun) —«—‘ cuznand
PVICVHOK 1- CprKTypHaﬂ CxXeMa BEeKTOPHOro aHanunsartopa Ll,el'leVI
lleaumens
Neaumens
qacmomel HO 2
MouwHocmu
HMC4L921LP3E
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PucyHok 2 - CTpyKTypHas cxema cuHTe3aTtopa Yactotbl 5 — 20 [Ty

M3 CTpyKTYpHOI CxeMbl YCTPONCTBA BUAHO, YTO cMHTEe3aTop DDS ncnonb3yeT BHYTPEHHWIA OMOPHBIN
curHan yactoton 1 T OoT BCTPOeHHOro B cxemMy onopHoro reHepatopa (Ol), koTopbl B CBOKO ovepedb
umeeT cobcTBeHHyto netno PAlMY, paboTatowlenn OT BHELHEro ornopHoro reHepatopa 100 MIu. U3
BbILUEN3NOXEHHOrO crnegyeT, 4To ucnonb3yembin B cxeme BAL, P4-MBM-178 onopHbin reHepatop 100
My cnyxuT nuwb Ong CUMHXPOHM3aUUM UCTOYMHMKA U reTepoamHa BHyTpu npubopa. OT10 0bOycnoBneHo
TeM, 4TO p[anbHeriwee npeobpa3oBaHMe YacTOTbl OMOPHOr0 curHana HeusbexHOo MpuBOaNUT K
BO3pacTaHuio pa3oBbIX LIYMOB, ONpeaensieMblX U3 BblpaXXEHUS:

PN :20-Iog(—F°”t J

REF
)

rae Four — YyacTtoTa BbIXOQHOIO CUrHana;
Frer — 4acToTa onopHoOro curHana.

OpHako, Ha NpakTyke okasarnoch, Y4TO Ans obecneyeHns BbICOKUX METPONOrMYECKUX XapaKTepUCTmK
BEKTOpPHOro aHanusatopa uenen P4-MBM-178 npegnpuHATbIX Mep HegocTtaTtouHo. C Lenbio UCKYEHUs
HEKOTOPbIX NpeanosiaraemMblx COCTaBMAAOLLMX ha30BbIX LWYMOB Obina npov3BeaeHa MOgEPHM3aUMS CXEMb
COeAUHEHUS LIenoYKkM YCTPONCTB OMOPHLIA reHepaTop-UCTOYHNK U3MEPUTENBHOrO CUrHana-reTepoauH, a
UMEHHO:

1) UckntoveHa NnHMA CBA3WM MeXAy OMOPHbLIM reHepaTopoM U reTePOANHOM.

2) V3 cxembl retepoamHa uckmodeHbl cuHTedatop PAMNY ADF4106 n kBapueBbli reHepaTop
CVCS0-914-1000.

3) CchopmmpoBaHa NuHMS CBSA3M OT KBapLeBoro reHepartopa 1 Ny uctovHmka o cuHtesatopa DDS
reTepoavHa.

WToroBas cxema coeiHeHWUn nNpeacTaBneHa Ha pucyHke 3.

Bbinv npoBefeHbl 3KCNepuMMeHTanbHble UccrefoBaHMA (asoBbIX LUYMOB BbIXOAHbLIX CUrHamnoB
NPOMEXYTOYHOM YacToTbl cMmecuTenen. Ha pucyHke 4 npeactaBneHbl CpaBHUTENbHbIE pe3ynbTaTbl
uccnegoBaHnin asoBbiX LYMOB 10 U NOCe MOAEPHU3aLMU CXEMbI aHanu3aTopa COOTBETCTBEHHO.
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PVIOyHOK 3- CprKTypHaﬂ CcXema BEKTOPHOro aHanuaartopa Lenen nocrne mogepHusaumm

EEET Froce Hoioo [[c] Phase Noise Lol
Carrier Freq. 10010 000 Hz Reference Level 10.00 dBm Carrier Freq 10010000 Hz Reference Value = -12.00 dBm
ATT 20 dB ATT -60 dBc/Hz &
Resut  Measuing  Average 1/ 1
Ref 20 dBeHz Ref 60 dBelHz
.. . N — S 0
m PERNI i - R - i
500 . T T T i 80 1[ ‘-,m
00— e Raast wa e —HH — 'J N |
700 1 R Lol s7a | WY ’M"\r\ A
u v Ny ay
e e S hlb L
%00 L 1. H L | | ISR i —
Y e
00p A T el TN L wsal | | R | N IR
An Ry 10 A iy
Az T t ‘mw . VA,
1300 1 T 1230 e
0.0 T ‘\"w
4500 1320 ¢ T 1
aw0b 140
An0.m
800 1 il 1 15811 | IREEH] L | L Ll 1500
il iz 1 kiiz 10 iz 00 kfiz 1 HHz i Wiz 0 He 100 He 1 ke 10 kHz 100 Kz 1 Mz 10 Wiz
Carrier Power <1261 dBm Frequency Error 547513.30 Hz Carrier Power 383 dBm Frequency Error 0.00 Hz
MKR Frequency Level MKR
1 10Hz. -21.48 dBc/Hz 100 kHz -99.20 dBciHz| 5 100 kHz; -98.90 dBciHz,
Z 100 Hz 49,65 dBclHz, 3 TMHz -106.05 dBciHz, 2z MRz 106,34 dBaHz
3 (LGH 56.18 dBaiHz. 7 0 WAz 118.05 dBeiHz 3 1 kHz, $3.26 dBciHz 7 10 MHz| 118.05 dBc/Hz
4 10 kHz| 93.26 Bz, | | 4 10 kHz| 9322 dBciHz |
Refint  Prepmpof  |Refmt  PreAmpor

PucyHok 4 — QkcnepvmeHTanbHbIe uccnegoBanmsa asosbix Wymos BAL, o (a) n nocne (6) npeobpasoBaHus
CTPYKTYPHOW CXeMbl aHanm3artopa

AHanu3 nomnyyYeHHbIX pe3yrnbTaToB MOKa3biBAET, YTO MPEAJIOKEHHBIE M3MEHEHUSA B CTPYKTYPHOM
CXeMe BEKTOPHOro aHamnu3atopa uenen KBY agvanasoHa MNO3BOMSAKT YMEHbLUUTL YPOBEHb (ha3oBbIX
WwymoB Ha 25-35 gb/l'y npu oTcTporike no yactote Ao 1 kl'y. JaHHeIn cnocob onpoboBaH 1 NpUMeEHSETCS

a)

B BEKTOPHbIX aHanunsatopax uenen P4-MBM-178.

Crucok ucrnosib308aHHbIX UCMOYHUKOB:

1. Benowuukud, A. Tl. VismepeHusi 8 onmu4yecKoM U MUKPOBOSIHO8OM Ouarna3oHax OnuH eonH. B 2 4. Y.1.
YyebHo-memoduueckoe nocobue. / A. . Benowuukud, A. B. lNycuHckud, A. M. KocmpukuH. — MuHck : BI'YUP, 2016.
2. lycuHckud, A. B. BekmopHbie aHanusamopsb! yernel MuiiiuMemposbix 80/1H: MoHoepagusi B 3 4. Y. 3 (kH.
1) : MpuHyunbl MOCMPOEHUST U aHalu3 CXeM 8eKMOpPHbIX aHanuzamopos uenel / A. B. lycuHckud, . A. Lllapos, A. M.

KocmpukuH. — MuHck : BI'YUP, 2008.
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UDC 621.3.011

METHOD FOR REDUCING THE PHASE NOISE OF MEASURING
SIGNALS IN HETERODYNE VECTOR ANALYZERS OF EHF CIRCUITS

Kuziukou A.N., PG Student

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Gusinsky A.V. — PhD

Annotation. The report describes a method for reducing the phase noise of measuring signals in the heterodyne vector analyzers of
EHF circuits.

Keywords. Vector network analyzer, phase noise, EHF range.
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YOK 004.934
NMPOrPAMMHbBLIA MOAYJIb BUOMETPUYECKOWU BEPUDGUKALIUA

KyHuukut 1O.0., mazucmpaHm epynnsi 067241

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

3enbmaHckul O.b. — KaHO. MexH. HayK

AHHOTaumsA. lNpeanoxeH anroputM B3aMMOLENCTBUS NONb30BATENS C NPOrpaMMHLIM MOAYNEeM TEKCTO3aBUMCMMOWN BepudmKaLmm
AVKTOpa MO rofiocy B CUCTEMAX KOHTPOMS W yNpaBrneHust 4OCTYMOM.

KniouyeBble cnoBa. Bepudmkauus, cuctema pacrnosHaBaHus, peyb.

Pabota cuctem pacnosHaBaHus Monb3oBaTenen Mo ronocy COAEPXMT OBa OCHOBHbIX 3Tana:
perucTpauus nofb3oBaTenen B cMCTEME M CaM MPOLIeCC pacnosHaBaHus (NonbiTka naeHTudukaumm nnm
Bepudumkaumm) [1]. Nonb3oBaTenu npeaBapuTENbLHO PErMCTPUPYIOTCS B CMCTEME, 3anucas CBOW rofoca.
Ob6pasel, ronoca Kaxgoro Avkropa obpabaTbiBaeTcs C Lenbilo U3BMEeYEeHUs NPU3HaKkos, KOTOPbIE MOryT
ObITb MCMOMb30BaHbI Afs pacrno3HaBaHWsA. Ha OcHOBe W3BNEYEHHbIX MPU3HAKOB CTPOSATCA Mogenwu
nonb3oBatenen. Mogenb npeactaBnseT COOOW CTPYKTYpPY, MO3BOMSIOWY MPU OaHHBLIX MNPU3HAKaX
OUEeHWUTb CcTeneHb nogobus nubo cpasy nNpuHATbL peweHue. B cnyyae Bepudwukauumn nonb3oBaTternb
nblTaeTcs BOWTU B CUCTEMY, NpeabsaBnasa nageHtndukatop n obpasey ronoca. NpusHaky, n3BneyYeHHble
u3 npegbsBreHHoro obpasua, CpaBHUBAKTCA C COOTBETCTBYIOLLEN MOoAesnblo, CoOXpaHeHHon B Oase, a
Tak-Xe, BO3MOXHO, C pedepeHTHON MoAenbio, npeacTaBnsaowen GOUKCMPOBAHHOE MHOXECTBO
HeKOTOpbIX Monb3oBartenewn, NnMbo Hambonee OGnM3kuX K gaHHOMY ronocy. PesynbTaT cpaBHMBaeTcs C
3a4aHHbIM MOPOroM 1 BblAaeTCH NONOXUTENbHOE UMW OTpULaTeNbHOE peLleHrne O AoMnycKe.

Ha nymm npoektmpoBaHuws cuctembl BepuduKauMm IWYHOCTM MO rofiocy CToUT 3ajava
onpegeneHns BecoBbIX KO3(MPUUMEHTOB, OonpeaensoWwmnx CTeneHb BKNaga Kaxaoro U3 CyleCTBEHHbIX
napameTpoB PeyYeBOro curHana B Mepy pasnuymMMOCTu OBYX rofiocoB, Mpy 3TOM MOfNy4aeMble BECOBblE
KO3(bUUMEHTbI AOMKHbI BbiTb ONTUMAanbHbI B CMbICIe MOCTaBneHHoro kputepus. KavectBo paboThbl
(ToyHOCTB) cucTem BepuduKauum N naeHTUdmKaumMm AMYHOCTU NO FOMOCY MPUHATO XapaKTepusoBaTb
Tpems cnegyowmmMmm napametTpamm [2]:

1) BepoATHOCTb OWMBKN NEPBOro poaa o, T.e. BEPOATHOCTb OTKa3a B AONYCKe «CBOEMYY;

2) BEpOSTHOCTb OWKNBKM BTOPOro poAa [, T.e. BEPOATHOCTb JOMYCKa «4YXKOroy;

3) cpenHssa BEPOSATHOCTb OLWNGKKM: B = %{a + 7.

B 3agayax npoekTMpoBaHMs B3aMMOLEWNCTBUS YeroBeka U KOMMbIOTEPA BaXkHEWLWeNn npobnemoi
ABNAETCHA CHUXeHMe KoaduumeHTa KOrHUTUBHOIO COMNPOTUBMEHUS KOHEYHOro nonb3oBatend. Huskum
KO3(phULIMEHTOM KOTHUTUBHOTO COMPOTMBIEHMS OOMNafjaloT Takue nocnenoBaTenbHOCTU OENCTBUMN,
pes3ynbTaT BbIMNOMHEHUS KOTOPLIX NpeAckasyem U HenpoTueopeyus [3].

B cnyyae 6GuomeTpuyeckon BepudMKauum B3aMMOLENCTBME MNONb3oBaTenss C NporpammHbIM
obecneyeHveM JOMmMKHO BbiTb NepeBedeHO B ro0CoBOM (hOpMaT, YTO 3HAUYUT - BCE BONPOCHI, HA KOTOpble
YenoBeK AOMKeH AaTb OTBET roflocoM AOIDKHbI 03BY4YMBaTbCH, NMMOO ObITb 3anucaHbl 3apaHee, nNMbo
BOCMPOMN3BOANTLCA C MOMOLLBIO CUCTeM npeobpa3oBaHns Tekcta B pedvb. [lpyu Takom nogxoge vy
KOHEYHOrO MOoNb30BaTens BO3HWKAET W3NS XMBOFO MEXIMYHOCTHOrO OOLEeHns, 4YTO CHWXaeT
KO3(PDULMEHT KOrTHUTUBHOIO CONPOTMBREHMS, n3baBnsds yenoseka OT HEOBXOOUMOCTW OTBeYaTb BCMyX
Ha BOMPOCHI, HanMuWcaHHble TEKCTOM, YTO B CBOK Oyepedb co3daeT OllylleHWe HeecTeCTBEHHOCTU
NPOUCXOASALLErO 1 pa3roBopa ¢ camum Cobon.

Mpeonaraetca pasgenuTb  3ajayy  ayTeHTudukauuu nomnb3oBaTenss Ha [gBa  3Tana,
COOTBETCTBYIOLLNX KMacCUYecKoMy TEKCTOBOMY BBOAY foOruMHa (uaeHTudukauusa nonb3oBaTtens) u
napons (BepudukaLmns nonb3oBarens).

Ha nepBom aTane nonb3oBaTento npeanaraetcd npousHecTn csou pamunuio, UMs U OTYECTBO.
Mponcxoaut npouecc wugeHTudMKauuyM nonb3oBaTensd, pes3ynbTaToM KOTOPOro SBMASETCA ChUCOK
NOAXOASALUNX Y4ETHbIX 3anucen u3 6asbl AaHHbIX. Ha aToM aTane BaxHO nsberatb OWIMBOK NEpBOro poaa.
lMocne Toro kak nonb3oBaTtens yaanocb WAeHTUOUUNMPOBaTL NPOUCXOAUT BTOPOKM aTan ayTeHTudumKaumm
— Bepudukaumsa nonb3oBatens. NaeHTuduumpoBaHHOMY Mofb3oBaTentd HeobxoanMoO NpPOU3HECTH
naponbHy ¢pasy. Ha atom stane cnegyetr MUHUMU3NPOBATb BEPOSITHOCTb BO3HMKHOBEHMST OLLMOOK
BTOpOro poga. Takum obpasom ygaetcd usbexaTb HEOOXOOUMOCTU 3IMMMPUYECKOro nowmcka GanaHca
MeXay BO3MOXHOCTbIO BO3HMKHOBEHMSI OLIMOOK NEepBOro M BTOPOro poga, npu 3TOM MOHMXas
KO3 (PULIMEHT KOTHUTMBHOIO COMPOTUBINEHNSI KOHEYHOMO MOMb30BaTENS.

Cnncok ncnonb3oBaHHbIX UCTOYHUKOB:
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UDC 004.934
BIOMETRIC VERIFICATION SOFTWARE MODULE

Kunitskiy Yu.O., Master Student of the group 067241

Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Zelmansky O.B. — PhD

Annotation. An algorithm for user interaction with a software module for text-dependent speaker verification by voice in access control
and management systems is proposed.

Keywords. Verification, recognition system, speech.
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BJINAHUE COVID-19 HA UH®POPMALIMOHHYIO BE3OMNACHOCTDb
PECNYBJINKU BEJNIAPYCb

Kynpetiuuk A.C., cmyoenmxa 2p. 972302

Benopycckuii eocydapcmeennulil ynusepcumem uH@OpMamuk 4 paouodieKmpoHuKu
2. Munck, Pecnybnuxa Benapyce

Cmupnosa H.A. — mazucmp mexu. Hayx

AHHOTaumA. lNaHgemMun OTHOCATCS K YMCny coumanbHbIX KaTacTpod), Celowmux MaHuKy, CTPeccoBble U MOCTTpaBMaTuydeckue
CTPECCOBbIE MCUXONOrMYECKUE TPaBMbl, MACCOBYK arpeccuio U npodve HapylueHusi NOBeAeHYEeCKMX peakumi oblecta. Cuna
OaHHbIX peakuui cBa3aHa ¢ MHPOPMAaLMOHHBIM BAIUSIHUEM Ha YenoBeKa B Nepuoa, Koraa B ero NCUXmMKe okasblBaeTCsl MOCTOSIHHOE,
He nogjaroLmecs paumoHanbHOMY KOHTPOSO, BO3AENCTBME. XOTS Yrpo3bl NMaHOEeMUM elle He OTCTYMUNK, YXXe MpULno Bpems
aHanu3a peakuui, BO3HMKaBLUMX B counyme B nepuog COVID-19.

KnroueBble cnoBa. VIHTepHET, ULWIMHT, aTaka, MoweHHuYecTBo, COVID-19, naHaemus, 6e3onacHoCTb.

MaHoemus npespaTuna VIHTEPHET B «30MOTYIO XUIY» - 4acTO €4MHCTBEHHbIN MyTb BbDKUBaHUS,
obecneyeHne npogyKkramu, opraHusauum paboTtbl n obpasoBaHus. [JaHHaa cutyaumus nocnocobcTBoBana
pOCTYy KONMM4yecTBa HOBbIX CMOCOBOB MOLLUEHHMYECTBA C WCMONb3OBaHMEM VIHTEpPHET-TEXHOMOIMN.
MoLueHHnYecTBO BCeraa pacTteT B Nepuoabl KpU3nca, U He BaXKHO C YeM OHW CBSA3aHbl, TaK Kak B Takue
nepuogpl B O6LWeECTBE HA4YMHAETCA MaHuKa M ypoBEeHb BHMMATENbHOCTK, K MonydaeMon nHdopmaumu,
cHmxaeTcs [1].

®PULIMHT, OOVH M3 CaMbIX pacnpoCTPaHEHHbIX BUAOB MOLLEHHWYECTBO B CETU, — 3TO BUA UHTEPHET-
aTaku, Luenb KOTOpOMn norlydeHue Aoctyna K koHduaeHumanbHbIM AaHHbIM nonb3osaTenen [2]. Ocobyto
TPEBOXHOCTb BbI3bIBAOT (PAKTbl aKTMBU3aALUMM BUPTYyanbHbIX MOLUEHHUMKOB BO BpeMs naHaemuu
KOpoHaBupyca, Korga MOLUEHHUKM WCMNOMb3ylT TemMy KOpOHaBMpyca Kak «MnpuMaHKy» W npocaT
nepexoanTb MO CCbIfike B NUCbMax, AKOObl OTNpaBneHHbIX M3 6aHka. B aTnx nnucbmax MOXeT okasaTbCs
«CanT-nosyLlKa». Llenb Taknmx paccblnoKk — y3HaTb Maposnu, fOrHbl, AaHHblE KapTbl 3a CYeT NOAAENKM
COOOLLEHNI OT JOBEPEHHOIO UCTOYHMKA. PULLIMHIOBbIE CTPaHMLbI MOXOXM Ha OpUrMHarbHble CTpaHMLUpb
canta 6aHKOB, BCNeACTBME Yero fioan CTaHOBATCS XepTBamMu MPecTYNHUKOB. [pyrMMy nocneacTBUSMM
KMGepnpecTynHOCTM B Mepuoj KapaHTUMHa cTana opraHusaums 6onbluoro konnyectsa cboes B pabote
WMHOPMALMOHHBIX pecypcoB. PMHAHCOBbBIE Yrpo3bl HAPYLLIEHUS LLeNOCTHOCTU AaHHbIX Obinn CBA3aHbl C
nepexogomM MHOTMMX NPeanpuATMA Ha yaaneHHbl pexum paboTel 6e3 cobnogeHns HeobxoanMbIX mMep
6esonacHocTu. Nomumo npobrnem ANd rocygapCTBEHHbIX CTPYKTYP U Gu3Heca B 4acTu HapylueHus
LeNOCTHOCTU UMW XWLEHUS KOHMAEeHUManbHbIX AaHHbIX, BHEAPEHWE XaKkepoB BbI3biBano, Harnpumep,
cbom B npouecce AMCTaHLUMOHHOrO 06pas3oBaHns 1 Hay4HOW paboThbl.

HoBoe uccneposaHue Anti-Phishing Working Group (APWG) nokasano, 4To ypoBeHb (PULLNHIOBbIX
aTak Ha cavTbl (OMHAHCOBLIX y4pexaeHun, Beb-noyTtel U cantel SaaS. poc go 2020 roga, yaBauBasch
B TedyeHne roga. [lpubnusutenbHo 70 % BCeX [OOMEHHbIX WMeH B MUpe, 3apermcTpupoBaHHbIX
B 3MTOHAMEpPEHHbIX Lensx, npuHagnexar KATanCKMMU NpecTyrnHukaMmu AN UCMNonb3oBaHWs MpoTUB
pa3nuuHbiX 6peHaoB M NpeanpuUATUA. YMcno BbISIBNEHHbIX U 3a6nOKMPOBaHHbIX B rnobansHon ceTu 3a
neBaTb MecsaueB 2020 roga puLMHIOBLIX CaNTOB NPEBbLICUIIO NoKa3aTesb NpoLwnoro roga [3].

MpobnemaTtuka knbepnpecTynHOCTM B nepuog naHgemuu ocsewanacb, npexae scero, B8 CMU,
a TaKke 4Yepes coumarnbHble CeTU, YTO, HECOMHEHHO, B CBA3M C MOBUNBHOCTBIO AoBeAeHMs nHopMaLmm
0 BO3MOXHbIX Yrpo3ax, CHU3WMO PUCKU W AeHeXHble MnoTepu Hacenenus. HecmoTpss Ha 3To, psg
MHGOPMaUNOHHbBIX pecypcoB noaseprcs DDoS-atakam, C HUX MNPOMCXOAMIIO MAacCOBOE XMWLLEHWE
nepcoHanbHbIX  AaHHbIX FpaxgaH, (QyHKUMOHMPOBaHWE pecypcoB NPUOCTaHaBnMBanocb WK3-3a
CO3[aBaBLUMXCH 3M0yMbILLNEHHMKaMKn c6oeB B nx paboTe.

YpaBanocb MOLUEHHUYECTBO, Kak NpaBuIio, Npu Hanuuuu ys3BUMOCTEN Y WMHAOPMaLMOHHOMO
pecypca, a Takke bnarogaps HeocBe4OMIIEHHOCTU, AOBEPUIO U HEBHUMATENbHOCTY rpaxaaH B MOMEHTbI
HambonbLUe MCUXMYECKON YA3BMMOCTU (CyXeHus Kopuaopa BOCNpuATUA, yKTyauuu BHUMaHus B
MOMEHT naHwuku). Mpexae Bcero, 6bInMM NOABEPKEHbI MOLLEHHUYECTBY rpaxaaHe, Haxogsalmecs B 0cobo
CMOXHOWM XW3HEHHON cuTyauun (MHOroAdeTHble CeMbM, NUMBLUMECS paboTbl rpaxaaHe, OAMHOKMEe
npecTtapenblie noau u Ap.), a Takke COTPYAHMKN B peXuMe yaaneHHon paboTel, onepypyrolme JaHHbIMM
opraHu3auuin, He npegHasHayeHHbIMM Ans obHapoaoBaHUA. VIHTEPHET-MOLLIEHHUYECTBO OCOBEHHYI0
ONacHOCTb MPeACTaBnAno [Afs HaceneHns C HU3KOW (PUHAHCOBOW, MpPaBOBOM W KOMMbIOTEPHOM
rpamoTHOCTb. Ecnm pedb mget o MOWeEeHHMYEeCTBE MO OTHOWEHWIO K rpaxgaHam, TO Kpome
HeOoCBeOOMIIEHHOCTU, OHO anennupyeT K CUINbHbIM 3MOLMSIM M XKM3HEHHBIM MpuopuTeTam notpebutenen:
K COYYBCTBUIO, TPEBOTrE 3a XN3Hb ONn3kux, kK pobmsam n ctpaxam (Hanpumep, K cTpaxy nepes 6onesHbHo,
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CcTpaxy ocTtaTtbCcs 6e3 CpeAcTB K CyLLeCTBOBaHMIO, a Takke CTpaxy geduumTta npoaykToB notpebnexus)
[4].

PacnpocTtpaHeHne nHgopmauum o 6opbbe ¢ MOLIEHHUKaMK, MOMMMO YKa3aHHbIX BbILLE KaHaIloB,
W0 Yepes MedvaTHyl npeccy, paguo, TeneBuaeHue, BUOEO3KpaHbl B OOLLECTBEHHbIX MPOCTPaHCTBaXx,
06bsBNeHMs B 06LLIECTBEHHOM TpaHcnopTe.

MpumeHsaBLLMecs Mepbl NPOUNAKTUKUN MOLLUEHHMYEeCTBa ObiNn CBSA3aHbl C YCUNEHUEM 3aLlUUThbI
WHMOPMALMOHHBIX PECYPCOB C LENbl NpedoTBpalleHus MX B3foMa, a Takke ¢ UMHDOPMUpPOBaHMEM
HaceneHus O npuemax pacrno3HaBaHMs U O NopsiaKe pearMpoBaHUs Ha AEWCTBMS MOLLUEHHMKOB Ans
WCKITIOYEHUS YTEYKM NepCOHanbHbIX AaHHbIX U PUHAHCOBLIX NOTEPb.

Ha mow B3rnsg, ogHowm M3 npuymMH NogoBbHOro ypoBHS MOLUEHHUYECTBA ABMSETCS HeJoCTaTovHOe
obpasoBaTtenbHoe conpoBoxaeHue. OTCyTCTBME HEeOOXOAMMbIX 3HaHMm B obnactu  WHTepHeT
N MHPOPMALIMOHHBIX TEXHOJSOMMI co3gaeT GnaronpusiTHY0 MOYBY O71S 3MOYMbILWIIEHHMKOB. B cBA3n ¢
3TMM criegyeT ccpopmmpoBaTe cucTemMy obpa3oBaHNsi COOTBETCTBYHOLLUMM HaBblkaM B MHPOPMALMOHHOM
NpOCTPaHCTBE:

1) cerogHs HaBbIKM MONMb30BaHMA WHPOPMALMOHHBIMKM  TEXHOMOrMAMM B obwmx uYepTax
npenoarwTca B paMkax MHAOPMAaTUKW, HO M3y4YeHWs BOMPOCOB MHOpMaUUOHHOW 6Ge30macHOCTU He
UMeeTCs, B CBA3W C YeM crnefyeT BBECTM B LUKOMAxX CreuuanbHylo AUCUUMNINHY KacaTenbHO MOHATUS U
CywHocTM ceTu UHTepHeT, AaHHaa AucuunnuHa Takke AOfKHa npegycmaTpmBaTb 00yYeHMe HaBblkam
NEepBMYHOrO NOMb30BaHUA 1 MOBEAEHNS B BUPTYanbHOM NMPOCTPAHCTBE;

2) B cucteme Bbicwero obpasoBaHuMs MOAroTOBKa TEeXHUYECKUX KagpoB B obnactu
WHopmaumnoHHon 6e3onacHoOCTM ocyllecTenseTcs B benopycckom rocyaapCTBEHHOM TEXHOMOMMYECKOM
yHuBepcuTeTe, benopycckom rocygapCcTBeHHOM YyHuBepcuTeTe, benopycckom rocygapCTBEHHOM
yHMBeEpcuTETE MHOPMATUKN U PafMO3NEKTPOHNKKN, Butebckom rocyqapCTBEHHOM YHUBEPCUTETE UMEHMU
M. M. MawepoBa, 'pogHEHCKOM rocyaapCTBEHHOM yHuBepcuTeTe MMmeHu HAdkm Kynanbl, Monoukom
rocygapCTBEHHOM yHMBEPCUTETE, NPW 3TOM COBPEMEHHasd TeHAEeHUMs B obracTu kagpoBOW MONUTUKK
TpebyeT NOAroTOBKM CMELMANUCTOB B MEXOMCLMNIMHAPHOM pycrie, TO eCTb kagpoB, obnagarolimx Kak
NpaBoOBbIMU, TaK U TEXHUYECKMMMW HaBblkamMu obecnevyeHnss MHpopmMaLnMoHHOW 6e3onacHoCTy;

3) cnegyetT cosgaTb MporpaMMy MOBbIWEHMS KBanudumkaumm WM NepenogrotoBKM  KadpoB,
OCYLLIECTBAOLMNX ONEPaTUBHO-PO3bICKHBIE MEPONPUATUS, AO3HAHUE UMW CIEACTBME NO NPECTYNNEHNSIM,
CBSA3aHHbIM C MHGOPMaLMOHHON 6e30MacHOCTLIO, B MPABOOXPAHUTENBHbBIX OpraHax [5].

B uenom npobnema posepuss B cetn WHTepHeT saBnseTca KomnnekcHon. B atom 4actu
HeobxooMMoO  opmupoBaTb VIHTEPHET-KyNbTypy CO  CTOPOHbl  MOMb30OBaTenen BUPTyarnbHOro
NPOCTPaHCTBa NyTEM NPOBEAEHNST KYPCOB U O3HAKOMMUTESbHbBIX YPOKOB, OPOLLIOP U UHBIX MaTepranos.
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MHOIO®YHKLUMOHAIbHbIA FTEHEPATOP CJTOXHbIX CUTHAIOB
CBY ANANA3OHA

Jlucoe [].A., acnupaHm,; bynaeko [].I"., acnupaHm

Benopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

lycuHckul A.B. — kaHO. mexH. HayK

AHHOTaums. B goknage paccmartpuBaeTcs CTPyKTypHasi cxema, NpuHLmn paboTbl U napaMeTpbl MHOroyHKLMOHaNbLHOro reHepaTopa
CMOXHbIX N3MEPUTESbHbBIX M PaAMOIOKaLIMOHHBIX CUrHaNoB CBepxBbicokoyacToTHoro (CBY) ananasona.

KnrouyeBble cnoBa. BekTopHeiii reHepatop, CBY, cTpykTypHasa cxema, napameTpbl.
BBeneHune

MNpn HacTpowke WM TeCTMPOBaHMM OGOPYAOBaHWA Pa3NMYHBLIX LUMPOKOMOMOCHBIX CUCTEM CBHA3M,
PagVonoKaLUMOHHbIX W PagvOHaBUraLMOHHBIX  CUCTEM,  LMAPOBbLIX MPUEMHUKOB U ApPYrux
Paano3MNeKkTPOHHbIX CPEACTB WUCMOMb3YOTCH CrOXHble MCMbiTaTenbHble curHanbsl. HenocpeactBeHHas
reHepauns CrnoXHbIX CUrHanoB c uudgposon mogynauven B CBY agvanasoHe TpyaHopeanusyema K
Tpebyetr Oonbwwmx 3aTpar. [losTomy And OPMMPOBAHUA TaKMX CUIHanoOB MWCMNONb3YTCA Tak
HasblBaeMble BEKTOPHbIE reHepaTopbl, KOTOpble MO3BOMAKT POPMMPOBaTb CIOXKHbIE MCNbITaTeNbHbIE
CurHanbel C pasnuyHbiMM Bugamn moaynsaumm. OAHaKoO BbIXOAHbIE CUrHanbl M3BECTHbIX BEKTOPHbIX
reHepaTopoB [1, 2] He NO3BONAT MMUTUPOBATb pasfuyHble CUTyauun peanbHOW PagMorioKaLMOHHON
0BCTaHOBKM (HanoXeHWem Ha MoriesHble CurHanbl LWYMOBbIX CWUIHamoB M CUrHarnoB C MapasvTHOM
MoAynsiLuen, CUrHanoB € YacToTon cMmelleHus Jonnepa v gpyrux).

B npgoknage paccmatpuBaeTcs  CTPYKTypHasi cCxema, npuHUMn paboTbl U napameTpbl
MHOrOYHKLMOHANBbHOrO reHepaTopa CrOXHbIX W3MepUTEeNbHbIX W PaaMONOKaLMOHHBLIX CUrHanoB
cBepxBbicokovacToTHoro (CBY) guanasoHa.

CTpyKTypHasi cxema reHepaTopa

O6o06LLeHHas CTpyKTypHas cxema MHOroyHKLUMOHANBHOMO UCTOYHMKA CMAOXHbBIX U3MepUTENbHbIX
W pagmornokauunoHHbIx curHanos ot 1 go 20 My npeactaeneHa Ha pucyHke 1.

|
Mogaynb > Ksap,
pa uenu > HRIIA
M 120 rry
100 Ml'u CuHTtesatop
1-20 My,

Moaynb
OMOPHOTO | 100 My

reHepaTo

PucyHok 1 — O6o6LueHHas CTpYKTypHas cxema reHepartopa

Mogynb nmutatopa uenun (MWL) cTpykTypHas cxema KOTOPOro npefcTaBrieHa Ha pUCYHke 2,
npegHasHadeH Ans (OpMUPOBAHMS CUTHANOB CIIOXHOW (POPMblI C Pa3NUYHbIMK 3aKOHAMW MOAYNSALMM
N HanOXeHHbIMU Ha HUX MOMEXOBbIX U LLYMOBbIX COCTaBIIAIOLLUX.

BxogHble curHanbl NOCTynakT B MOAYMb U NodarTcsa Yepe3 BXOAHOW 6ydep B nporpaMMupyemMyto
norudeckyto uHterpanbHyto cxemy (MNUC). MIINC HakannuBaeT AaHHble M MpoM3BoaAUT 0bpaboTky
WHpopmaLmn, B pesyrnbTaTte KoTopon opMUpyeTCs B LUPPOBOM BUAE CMOXHbIN CUrHan.

Taktuposanue MJINC npounssoguntca kBapuesbiM reHepaTtopom 100 MMy, nnu BHELWHMM TaKTOBLIM
reHepaTopoM, CUrHarsn KOToporo noctynaeT Yyepes 6ydep TaKTMpPOBaHWSI.

Ons yBenuyeHns ckopoctn obpaboTtku gaHHbix MIIMC npu CrnoxXHbIX BbIYMCAEHUAX NCMOMb3yeTcs
ObicTpogencTeyowaa namate SRAM Ha 144 M6. Ynpasnenue MMJINC npomsBoguTca no uHtepdency
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SPI. BeixogHble uudpoBbie curHansl MJINC noctynatoT Ha undpo-aHanoroebii npeobpasoBaTens (LLAI)
ONS NpeAcTaBneHns ux B aHanoroBom Buae.

YnpasneHne MWL ocylliecTBnsieTcsa ¢ NOMOLLLIO MUKPOMpPOLIECCopa, KOTOpbI obecneunBaeT

— ynpaeneHue KoHTponnepoM Ethernet n RS-485 ans obmeHa [aHHbIMM C  BHELUHUMMU
yCcTponcTBamu;

— ynpasneHue MNJINC ¢ nomoulbto nHTepderica SPI;

— ANarHOCTMKY MOoAyrns Ha Hanuyme owmnobok;

— KOHTPOJb FOTOBHOCTU MOoAyns kK paborTe;

TakTnpoBaHne MUKponpoLeccopa NpPou3BoaMTCS C MOMOLLbIO KBapLeBOro reHepartopa 25 Mlu,.
YnpaBneHne MUKponpoLLecCopoM NpousBoaunTcs no nHtepdency SPI1 unu no nHtepdency USB.

OO6meH gaHHbIMK Mexay Mukponpoueccopom u MINC ocyuiecTBnsieTcs ¢ NOMOLLbIO 16-Tu BGUTHOWN
LUMHbI.

B MWL npeaycmoTpeH cneumarnbHbIi CAOT AN NOAKNIoYeHUs KapTbl namsatu dopmaTta MicroSD
obbemom go 32 I'b, cogepxallen cneunanbHble AaHHble-CLeHapumn padoTbl MOaYnS.

"eHepaTop Bydep Bydep
Takuposarme MIUC | kBapLieBbIN “| TakTMpoBaHus TaKTMpOBaHMA
oT BHewHero TI e LlAl_l
v |2 |
BxogHble curHansi Bydep nnumc —_—
“| curnanos - :> o
—>
Mpowwveka/
ynpasrneHue
nnuc
BHelwHee ynpasneHue
MMKPOMPOLIECCOPOM
Mukponpo- QHeproHesa- BbicTpoaencT-
reHepaTop S Leccop BUCuUMagd ByloLlas
KBaleeBbIVI namMmaTb namMmaTb

PucyHok 2 — CTpykTypHasi cxema MoAyns umuTtartopa Luenm

Ha Bbixoge LIATT MWL copmupytoTca cuHdasHas v kBagpaTypHas COCTaBnsiollne aHanoroBoro
curHana U(t)s Buae kombuHauum

U(t) = As(t)cos(woat) + Az(t)sin(wot) . (1)

lMepBoe cnaraemoe B 3TOM BbIpaXeHWW HasbliBaeTCcd CuH(asHou cocTasnsaowen (vnn | —
COCTaBnsLLEN), a BTOpoe — KBagpaTypHOW cocTaBnstoLen (unm Q — coctaBnsitowen). 1o pasnoxeHue
NexunT B OCHOBE KBaapaTypHOW aMniuTyaHOW MOAYNALUMW HA OCHOBE KOTOPOW B CBOK ovepedb MOryT
co3gaBaTbCs APYrue CnoXHble BUAbl MOAYNSALUN.

Moaynb ummutaTtopa uenu moxeT pabotaTb B ABYX pexumax:

— UMKnuyeckom (mapameTpbl pagvoriokauMoHHOW OOCTaHOBKM [0 Havana ceaHca paboThbl
3arpyXeHbl B MOOYIb U LIMKNUYECKU BOCMPON3BOOATCS);

— AMHamMu4yeckom (mapameTpbl pagnoriokaunmoHHOW 06CTaHOBKM B pearnbHOM MacliTabe BpemeHu
paccunTbIBAKOTCA W 3arpyXatoTcsi B Mogyfb BO BpeMsi paboThl).

Moaynb onopHOro reHepaTopa npefHasHadeH Ans POopMUMPOBaHWUS U YNpasreHWs curHanamu
onopHon 4Yactotbl 100 MI'Y, ¢ MOMOLLbLI0O KOTOpbIX ObOecnevymBaeTCs CUHXPOHU3aUUs (TakTMpoBaHMWE)
paboTbl Mmoaynen n 611oKoB reHepaTopa.

CwuHtesaTtop 1-20 Ty npegHasHadeH ana opMMpOBaHUsSl CTabWIbHbIX MO YacToTe konebaHuin
B AnanasoHe 4actoT oT 1 go 20 [Ty wn BbINOMNHAET (yHKUMM reTepoduHa Ana moaynaTopa. Ans
obecneyeHns cTabunbHOCTM YacTOTbl B CUHTE3aTOpe NpUMeHsieTca ha3oBasi aBTONOACTPONKA YacTOThl.

Moaynb moxeT paboTaTe Kak OT BHYTPEHHEro, Tak U OT BHELUHEro UCTOYHMKA OMOPHOW 4acToThl
100 Mrwu.

B «kBagpatypHom mogaynstope (I/Q cmecutene) [3] Hecywmin CBY curHan moaynupyeTtcs
curHanamu | n Q, 3aTem curHanbl cknagblBaloTCa BMecTe 1 06pa3yoT MOAynNupoBaHHbIv curHan PY.

I/Q cmecuTenn obecneumBaloT xopolwlee nopaeneHne Hecywen CBY v napasutHo GoOKOBOM
norocel, 06pasytoLencs Npyu cmelleHun curHanos. Kak n B oBbluHbIX CMecuTensx, Yactora curHana PY
paBHa cymme 4YactoTel CBY u npomexyTtouHon yactoTbl Y (TOo ecTb yacTtoThl I/Q curHanos). Ecnu
UCnornb3yeTcs COBUI YacTOTbl MOAYNUPYIOLLUX CUrHanNoB, B criektpe PY npucyTcTByeT NonesHbln curHan
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CO COBUIOM OTHOCUTENbHO ocTaToyHoro nuka curHana CBY n cunbHO nogaBneHHbId curHan OGokoBoW
Momfockl Ha 3epKaribHON YacToTe.

MaBHbIM NpenMyLecTBOM |/Q cmecutenen ABRSeTCs To, YTO OHW NOAABMSAIOT NAPa3nTHBIN CUTHan
DOOKOBOW MOJIOCHI, 3TO O3HAYaeT, YTO cMecuTenu paboTalT Kak CMecuTenu ¢ ogHon GOKOBOWM MOMOCOW.
Moatomy He TpebyeTcsa gononHuTensHon dunbTpauum curHana PY, Tak kak Hecywass CBY n 6okoBas
nonoca CWMnbHO MNOOABNATCA camuMm cMmecutenem, obbivHO Ha 30 — 40 gb, B 3aBucumocTu oOT
yacTtoTHoro pguanasoHa PY. Kpome Toro, I/Q cmecutenn paboTaldT HENoCPeaCTBEHHO C
Moaynupylwumm curHanamu. CnegoBaTenbHO, HET HeobXOoaMMOCTM B reHepaTope  BEeKTOPHbIX
CUrHanoB, AOCTaTOMHO reHepaTopa MOOYMUPYIOWMX CUrHamoB Ans opMupoBaHusa BxoAHbIX 1/Q
CUrHanos.

Takoe nocTpoeHMe reHepaTopa MO3BOMSET peanu3oBbiBaTb LIMPOKME  PYHKLUUOHArbHbIE
BO3MOXHOCTMW.

Ha Bbixoge reHepatopa MoryT ObiTb ChOpMMPOBaHbI: HEMOAYIMPOBaHHbIE MMMYMbCHBIE CUrHanNbI,
UMMYNbCbl C JIMHEMHO W HENWHENHO-YaCTOTHOM MoAynsaumMen, a Takke KBagpaTypHoOW asoBoun
MaHUNynauuen; MyrnbTUMIEKCUPOBaHME C OPTOrOHAaNbHbLIM YAacTOTHBIM pa3gefieHMeM KaHarnoB; cUrHanbl
CO CMOXHbIMY 3aKOHaMU MOAYNSALNN.

B reHepatope uMeeTCs BO3MOXHOCTb WMMUTaALUU 3XO-CUTHAMNoB LUene C  pasnuyHbiMU
amnnutygamu, ¢asamu M 4yactotamum cmeweHuns [onnepa. K nonesHbiM curHanam BO3MOXHO
pobaBneHve MelalLWmx OTPaXKEHUA W  aKTUBHbIX LWYMOBBIX MOMEX C pasfMyHbIMW  3aKOHaMU
pacnpegeneHuns 1 pasnmyHbiMy napameTpamu.

Pabouunin guanasoH yactoT reHepaTopa: oT 1 go 20 NMu. MowHoCTb BbIXOAHOro curHana: ot —130
nbwm no +18pb6wm.

BbiBoabl

C nomouwbto nporpaMMHOro obecnevyeHuMst U Bapuauuu pasnUYHbIX NapameTpoB reHepaTtop
no3eonsieT YOpMMpPOBaTh pearibHble PaaunOrIoOKaLMOHHbIE N U3MEPUTENbHbIE CUrHamnbl B TOM Buae, B
KOTOPOM OHM nosBnstTcsa Ha Bxoge CBY npuemHuka. Bnarogapss aToMy reHepaTop MO3BONSiET
NPOBOAWTbL HEOOpOrue MpoBOAHbIE WUCMbITAHMSA pajapHbiX MOAyNen u MHorokaHanbHbix CBY
NPUEMHUNKOB B NabopaTopHbIX YCNOBKAX, BMECTO AOPOroCTOSALLMX NOMEBbIX UCMbITAHWNA.
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AHHOTaumA. PaccmaTtpuBaloTCA MpUYMHBLI  BO3HWKHOBEHMSI KBAHTOBOW KpunTorpaduu, TEXHOMOrms KBaHTOBOW Kpuntorpadum.
MpuBoanTCs 06OCHOBaHVE MPUMEHEHUST anropMTMOB LIMADPOBAHNSA HA OCHOBE KBAHTOBOMO pacnpefeneHus knioven. Bobigensiorcs
npobnembl KBaHTOBOW KpunTorpacuu.

KntoyeBblie cnosa. Kntoy wndposaHus, ksaHToBasi Kpuntorpagus.

McTopua kBaHTOBOW KpunTorpadum Hadanacb He C TeXHOSNOrMn CBSA3W, a C MOMbITKU peLlnTb
COBEpPLUEHHO Apyryl 3agadvy — co3gaTtb AEHbrM, KOTopble HEBO3MOXHO nopgenatb. CtuBeH BusHep
n3 Konymbuiickoro yHmBepcuteta B 1983 rogy npeanoxun co3gatb KBAHTOBble  OaHKHOTLI
rocygapcrtBeHHoOro obpasua, KOTopble Hemnb3si CKOMMPOBaTb AaXe B TOM CIydae, ecriv Y XKerawLlero
caenaTtb 3710 ecTb Tunorpadckoe obopygoBaHve u Bymara, nNpv MOMOLLUM KOTOPbIX WM3roTaBfMBarcs
opurnHan. BeposaTHOCTb M3roTOBMEHUS TOYHOW KOMWW OpuUrKMHana, 3alULEeHHOro KBaHTOBbIMU
TEXHONOrMAMU, CTPEMUTCS K HYITHO.

B kpuntorpachuu, wwncpoBaHne saBndetcsa npoueccom npeobpasosBaHus MHGoOpmMauun B
LWNGPOTEKCT C MOMOLLBIO KIoYen. DTOT npoLecc npeobpasyeT ncxogHoe npeacraBneHne nHopmaumm,
M3BECTHOE KaK OTKPbITbIN TEKCT, B anbTepHaTUBHYIO hOPMY, U3BECTHYIO Kak 3awmdpoBaHHbIN TekCT. B
naearne TOMbKO aBTOPM3OBaHHbIE CTOPOHbI MOryT pacwmdpoBaTh 3alMpOBaHHBIN TEKCT obpaTHO B
OTKPbITBIN M NONYy4YUTb AOCTYN K MCXogHom wHdopmauuun. LudposaHne camo no cebe He
npegoTBpallaeT BO3MOXHOCTb nepexsata wHdOpMauuMuM, HO He MOo3BONdeT noTeHunanbsHoOMy
nepexeaTynky Mony4yMTb AOCTYNHoe copepxumoe. Cpeau 3aTanoB npakTudecku nwboro anroputma
wudpoBaHMa Hanbornee yA3BUMMbIM CUYATAETCs 3Tan pacnpegeneHus knioven. B GonblinHcTBe
CTaHAapTHbIX NoAXo40B NpobnemMa pelaeTcs ¢ MOMOLLBI0 MHAPACTPYKTYPbl OTKPbLITLIX KMOYEn, 0OgHaKo
3TO YCMOXHSET caM MpoLecc WWMGPOBaHUA 1 NpeabsaBnseT NoBbIlWEHHbIE TpeboBaHMSA K YCNOBUSAM ero
peanusaumn.

TexHonornst KBAHTOBOIO pacnpeaernieHns KpUnTorpaduIecknx Knoyen pelaet ogHy U3 OCHOBHbIX
3agady  kpuntorpadum — rapaHTUPOBaHHOE Ha YpPOBHE yHAaMeHTanbHbIX 3aKOHOB MNpupoabl
pacnpegeneHve KknioYen Mexay ydaneHHbIMW MOonb30BaTensMu Mo  OTKPbITbIM - KaHanam  CBSA3W.
KpunTtorpaguyeckun Koy — 3To YMcrnosas nocrefoBaTenbHOCTb onpeaeneHHon AfvHbl, Co3gaHHas ans
wudpoBaHusa uHpopmauun. KsaHTOBast kpuntorpadmsi no3sonsetr obecnevnTb MOCTOAHHYI U
aBTOMATUYECKYID CMEHY KIoYel npu nepefadye Kaxaoro cooOLeHWss B pexvMMe O4HOPa30oBOro
«LWNPPOBNOKHOTa: HA CErOAHALHUA AEHb 3TO €QUHCTBEHHbIV BUA, LUMAPOBAHNSA CO CTPOro AOKa3aHHOW
KpUNTorpadgmn4ecKom CTOMKOCTLIO.

YUTtobbl ckonmpoBaTb GaHKHOTY, (anblUVBOMOHETYMK OOIMKEH U3MEPUTbL Nonspu3aumm OTOHOB,
HO OH He 3HaeT, B KakoM 0asuce NonNspu3oBaH KaXabl M3 HUX (3Ty MHOpMauuto, Kak 1 napameTphbl
nonsipusaummn, 6aHK OepXXUT B CEKPETE, U TONbKO OH 3HAET, Kakue Monsipu3auum COoTBETCTBYIOT HOMEPY
©aHKHOTHI). [MpecTynHUK MOXET BblibupaTh 6asnckl cnyyariHbiM 006pa3oM, 1 Toraa y Hero eCTb HEKOTOpbIe
lWaHCcbl Ha ycnex, npaeda, O4yeHb Hebonblwuve. HO OHM CTaHOBATCA HWUYMTOXHBLIMW, €Cnn co3faTb
(POTOHHbIE NTOBYLLKW: HanprMMep, YBENNYUTb YUCIO DOTOHOB Ha Kaxaon BaHKHOTe (BEpOATHOCTb yragaTb
CHmWKaeTcsl Kak obpaTHasd cTteneHHasd (yHKUMS OT ymucra (POTOHOB). Ecnv kaxgbll OEeHEeXHbIA 3Hak
CHabaUTb OECATKOM JIOBYLUEK, BEPOSTHOCTb YCNELHOW Noa4eNKM NagaeT noyTy A0 Hyns.

OrpaHu4yeHnsMM nepBbIX peanu3auuin KBaHTOBbIX CUCTEM LWKNdpoBaHns 6binv  Hebonblias
AanbHOCTb Nepefayn u o4eHb HM3kast ckopocTb. Elle ogHa npobnema KBaHTOBOM Kpuntorpacgum — 310
HEeOOXOAMMOCTb CO3[aHUsl NPSIMOro COeAWMHEHWst Mexay aboHeHTamu, Befb TOMbKO Takol crnocob
B3aMMOJENCTBUS MO3BONSET OpraHu3oBaTb 3allMleHHOe pacnpeferneHue Knven LWnudpoBaHus.
CTOMMOCTb KBaHTOBbLIX CUCTEM Ha CErOAHSLUHUA OeHb COCTaBnsieT AECATKM U COTHWU TbICAY JONNapos,
Tak 4YTO pa3paboTyMKM KOMMEPYECKMX PELLEHUI MpeanaralT TEXHONOMMI KBAHTOBOIO pacrnpeneneHnst
Krnoyewn B Buae cepsuca, Begpb 00mbLUyH0 YacTb BPEMEHM ONTUYECKNE KaHarbl MpoCcTanBaloT.
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Annotation. The reasons for the emergence of quantum cryptography, the technology of quantum cryptography are considered. The

substantiation of the application of encryption algorithms based on quantum key distribution is given. The problems of quantum
cryptography are highlighted.
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Y[OK 004.491:004.423.24

TECTUPOBAHUE BEB MPUNOXEHUN HA HATTUYME
YA3SBUMOCTEW, CBA3AHHbLIX C BHEAPEHMEM BPEOOHOCHOIO
KOOA

MupowHuyeHko A.B., cmydeHm ap. 961402

Benopycckuli 2ocydapcmeeHHbill yHugepcumem UuHgopMamuku U paduosnekmpoHUKuU®
2. MuHck, Pecniybniuka benapycb

Bbernoycosa E.C. — kaHO. mexH. HayK

AHHOTaLlMﬂ. B nocneaHee BpeMs akTyanm3mpoBannucb BOMPOCHI, CBA3aHHble C TeCTUpOBaHWEM Beb I'IpI/IJ'IO)KeHI/IVI Ha Hanu4une
yassumocTen. Llenbio gaHHoW paboTbl siBNsieTcs NoapobHOe TeopuTUYeckoe U MpakTUdeckoe u3yyeHwe Havboree nonynsipHbiX
yA3BUMOCTEN, @ UMEHHO SQL-MHBEKUMSI 1 MeXCaNTOBbIN CKPUNTUHI. Takum obpasom B paboTe npeacTaBneHbl MOHATUS U BuAbl
[aHHbIX YA3BMMOCTENW, MPUHLMN WX peanu3auuMM U BO3MOXHble MOCNEACTBUS BHEAPEHUS BPEOOHOCHOMO KOAA MNOCPEACTBOM
akcrnyataumn SQL-MHBEKUMN 1 MEXCaWTOBOrO CKpUMTWHra. [lpaktuyeckoe u3yveHne ya3BUMMOCTEN, CBSI3aHHbIX C BHEOpPEHWEM
BPEAOHOCHOTO Kkofda, ocyliecTBnanachb B Beb-npunoxeHne PentesterLab. Tawke B paboTe npeanoxeHbl psa Mep no sawumre Beb-
NPUMOXEHWA OT YA3BMMOCTEN, CBSA3aHHbIX C BHeOPEHWEeM BpPEAoHOCHOTo koaa. [lpeanoxeHHblii maTtepuan OGyaeT WHTepeceH
creunanucTam, KOTopble 3aHMMatoTCsl TECTUPOBAHNEM BEG-NPUNOXEHUIA, a Takke CTyAeHTaM, 0by4aloLyMcs No ChneumanbHOCTAM,
CBSI3aHHBIMM C MHPOPMAaLIMOHHBIMW CUCTEMAaMU, MPOrPaMMHbIM obecneyeHneM MHOPMALIMOHHBIX TEXHOMOMVII, MPOrpaMMmnpyemMbiMm
MOBUIbHBIMM CUCTEMAaMK U Ap.

KnioueBble cnoBa. Ys3BUMOCTb, TECTMpPOBaHWE, BeO-NpunoxeHue, BHeApeHWe BpedoHocHoro koda, OWASP, SQL-UHbekuus,
MeXCcanToBbI ckpunTuHT (XSS), PDO (PHP Data Object).

Beb-npunoxeHne — KrNMeHT-cepBEepHOE NPUITOXKEHNE, B KOTOPOM KITMEHT B3auMOLENCTBYeT C BeO-
cepBepomM npu nomowm Opaysepa. Jlorvka BeG-npunoxeHus pacnpegeneHa mexgy CcepBepoM U
KNMMEHTOM, XpaHeHWe OaHHbIX OCYLLECTBISETCS, MPEUMYLLECTBEHHO, Ha cepBepe, 0OMeH nHdopmaumen
NPOUCXOAMT No ceTu. TecTupoBaHme BEB-NPUMNOXEHNA — 3TO METOZA BbISBMIEHUSA, aHanM3a 1 coobLLeHns
00 ysI3BUMOCTAX, CyllecTBywLmMX B Beb-npunoxeHnn. Ton-10 yssBumocten no cratuctuke OWASP
npvBegeH Ha pucyHke 1.

Ton-10 OWASP 2013 ;

Ton-10 OWASP 2017

A1 - BHeapeHue =P A1:2017-BHenpeHue

A2-H ay ny = A2:2017-HepocTark ayTeHTUdMKALIM

A3- i (XsS) 8N A32017-P RAHHBIX

:;1' . Ha oOLext {00 9 | A4:2017-Brewunme cyupioc XML (XXE) [Hosoe]

AS-H P 3 A5:2017+ yna [06

AG-Pasr ABHHBIX 7) A6:2017-Hexop vika nap

[Ags-binnlueuocAﬂ b g U A7:2017 pues (XSS)

A8- (CSRF) A8:2017-+ [Hosoe, C:

A% ¢ = > 93;;0:;;““"

A10-+ " g;gg‘az:;o] " puira [Hosoe,

PucyHok 1 — TOI-10 yassumocTein no ctatuctuke OWASP
SQL-vHbeKUMA — OAWH W3 PpacnpoCTPaHEeHHbIX CnocoboB B3floMa CanWToB M Nporpamm,
paboTalowmx ¢ 6asamy OaHHbIX, OCHOBAHHbLIN Ha BHEOPEHMU B 3anpoc MNpou3BONibHOro SQL-koga.
BHegpeHne SQL, B 3aBMcMMOCTM OT Tuna ucnonbdyemon CYB[ 1 ycnosun BHeapeHus
Cxema OCHOBHOrO npuHumMna genctens SQL MHbEKLMI NpMBeAEeHa Ha PUCYHKe 2.
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A ey
External 7 ) Target Web sQL
HTTP client | ’,\ et \ server database
Username | " or1=1 -
Password .
select * from Users where userid= ** OR 1=1 -- AND password= "*"~

PucyHok 2 — Cxema npvHumna aencteus SQL nHbekumn

Buabl SQL-nHbekumi:

— UHBEKUMS B CTPOKOBOM NMapameTpe;

— MHbEKUMs B uMdpoBOM napameTpe.

N3ydyeHne gaHHbiX BMAoOB SQL-vHbeKuui BbINO MpakTM4ecku peannsoBaHO B Beb-npunoxeHue
PentesterLab. Tak, Hanpumep, Oblno nNpoBepeHa paboTa NPUMOXEHUA MpU peanusauun criegyroLllero
3anpoca: http://IP-address/sqli/examplel.php?name=root' OR 1=1 --+.

Peanusaunsa 3anpoca http://IP-address/sgli/fexamplel.php?name=root’ ORDER BY X nossonuna
yCTaHOBWTb KOnM4yecTBo cTonbuoB B Tabnuue nonb3oBaTternen B 6ase AaHHbiX. B npeacrtaBneHHom
3anpoce X COOTBETCTBYET HOMepy crtonbua. M3meHsis 3HadeHne X OT 1, MOXHO 3aMeTUTb, 4TO
npunoxeHve 6yaeTt paboTaTb KOPPEKTHO, HO MPX BBOAE 3HA4YeHUs X=6, NpuUIoXeHne Bbigano OLnobkKy,
YTO NO3BONAET cAenaTh BbIBOA, YTO OOLLee KonnyecTBo cTonbuoB B Tabnuvue nonb3oBaTenen pasHo 5.

Hanee 6bin ncnone3oBaH SQL-onepatop UNION, koTopbii no3sonsetr obbeauHATb B OOHOM
3anpoce obpalleHne K pasHbiM Tabnuuam 6a3bl JaHHbIX, YTO MO3BONSAET NONYYNTb AaHHble U3 Tabnuy, K
KOTOPbIM aocTyn He npegycMoTpeH. C NOMOLLIbIO 3anpoca http://IP-
address/sqli/fexamplel.php?name=root’ UNION+SELECT+1,2,3,4,5+FROM+users+WHERE+id=1 Gbinu
nonyyeHbl AaHHble U3 Tabnuubl USers, B TOM 4YuWCe WX UMEHa W Naponu, XOTA MPUITOKEHVWEM He
NpegycMOTPeH AO0CTYN K AaHHOW Tabnuue 6a3bl AaHHbIX.

MoxHO cpenaTe BbIBO4, 4YTO Bapuvauun ucnonb3oBaHus SQL-MHbEKUMA OYeHb MHOTO W
OONbLUMHCTBO N3 HUX MPUBOAMUT K ABHOMY NOMYYEHUIO HEMPaBOMEPHOro A4OCTyNa K MHdopmauuu.

MpennoxeHsl cnegytolme cnocodbl 3awuTbl 0T SQL-UHBEKLMA:

1) Wcnonb3oBaTtb Genble Cncku.

2) He ucnonb3oBatb metog GET B dhopmax.

3) [lpoBepsTb 1 obpabaTbiBaiTe NEPEMEHHbIE.

4) T[lpoBepsiTb UCTOYHUK 3aMPOCOB U CaMM 3anpochkl Ha Hanuune SQL-NHbEKUNI.

5) Wcnonb3oeaTtb PDO (PHP Data Object).

MexcanToBbI CKpUNTUHT (XSS) — 9TO ogHa M3 pasHOBMOHOCTEN aTak Ha BeB-cucTembl, koTopas
nogpasymeBaeT BHeAPEHME BPEAOHOCHOrO KoAa Ha OnpeferieHHY CTpaHuLy canta U B3aMMOAENCTBMe
3TOro Kofa C yAaneHHbIM CepBepoOM 3OYMbILLMIEHHUKOB MPU OTKPbITUM CTpaHuUbl MOMb3oBaTenem.
Cxema npuHUMna gencTeusa XSS npuBegeHa Ha pucyHke 3.

KnueHt

WEB E %8S 680, —
arakepa . XSS
. YyA3BUMbIN
% WES-Gephep
S
g]] Yic a—
== Pa -
: 7 aeHHb’e CooL: - B 2
e Ok PEAOHOCHbINA
WEB-KknueHT S WEB-cepsep

xeprea
PucyHok 3 — Cxema npvHUmna 4encTBUsi MEXCaWTOBOro CKpUMTUHTa

BoigenstoT cnegyowmne Buabl XSS aTtak: NacCBHbLIE U aKTUBHBIE.

B BebG-npunoxenue PentesterLab Gbinv npakTuyeckn peannsoBaHbl OCHOBHbIE BUAbI XSS atak u
YCTaHOBIEHbI CreayoLmne 0COOEHHOCTM peanu3auny 4aHHOW aTaku:

1) [Onsa peanu3auum npoctenwen XSS atakm 4OCTAaTOMHO MCNOMNb3oBaTh OyHKUMIO alert.

2) PHP ybupaert Ter ua 3anpoca, nosToMy Heob6xooMMOo MCMONbL30BaTh 3arfaBHble€ CUMBOJIbI.
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3) PHP npeobpa3syeT Bce CUMBOINbI B HWKHUIA PErnctp u ybupaeT Tern, nosToMy Heobxoammo
[00aBnsATbL OAMH Ter B APYron.

4) [Onsa ob6xofa NpoBepKU 3anpocoB HEOOXOAMMO BOCMONb30BATbLCA CTaHAAPTHLIM NapameTpoM
ONerror, KOTOPbI BO3HMKAET NpU OTCYTCTBMM N300paXeHus.

5) B cnyyae 3anpeTta Ha ypoBHe NMPUMOXEHWUst NCMOMb30BaHWa OyHKUMM alert, Hy>KHO NpoBepPSATb
BO3MOXHOCTb BHeapeHus nobon apyron JS dyHKumIo.

Takum 06pasoM, YyA3BMMOCTb MEXCAWTOBOrO CKPUMTMHIA SIBNAETCS [OOBOMbHO OMacHouW u
pacnpocTtpaHeHHon. OCHOBHasi ONacHOCTb 3aKmnyaeTcs B TOM, 4YTO npu obpaboTke HTML peanusytotca
BCe (OYHKUMW, KOTOpble Haxoadatca mexay teramu. [1oaToMy 3noymbilneHHUK MoxeT 6e3 npobrnem
BOCMOMNb30BaTLCS YA3BUMOCTBIO U MOMYYUTb NONb30BaTENbCKNE AAHHbIE.

Ha ocHoBe npaKkTU4ecKoro n3ydeHus 4aHHOW aTakv NpeasioXkeHbl cnegyoLwme cnocobbl 3aWwuTbl OT
XXS:

1) 3awwuTta cdyHkumen htmispecialchars.

2) 3awmTa dyHKUMen strip_tags.

3) BB-kogpl.

4) PerynsipHble BblpaXKeHus.

5) CamonucHble oyHKLMK.

CnMCOK UCNONb30BaHHbIX UCTOYHUKOB:

1. OWASP. Ton-10 OWASP — 2017. lecaTb cambIX KPUTUYECKMX Yrpo3 6e30macHOCTM BEG-NPUNOXEHUNA. [ONeKTPOHHbIN
pecypc]. — Pexum goctyna: https://owasp.org/www-pdf-archive/OWASP_Top_10-2017-ru.pdf/ — OaTta goctyna: 25.02.2021.

2. Ya3BumocTu 1 yrpo3bl Beb-npunoxenunn B 2019 rogy / Positive Technologies OnekTpoHHbI pecypc]. — Pexum goctyna:
https://www.ptsecurity.com/ru-ru/research/analytics/web-vulnerabilities-2020/. — [ata goctyna: 25.02.2021.

3.Cratbs SQL injection pana HauvHaowmx. Yacte 1. / Habr [OnekTpoHHbIm pecypc]. — Pexum poctyna:
https://habr.com/ru/post/148151/. — flata goctyna: 25.02.2021.
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TESTING WEB APPLICATIONS FOR VULNERABILITIES RELATED
TO THE IMPLEMENTATION OF MALICIOUS CODE

Mirashnichenka A.V., Student of the group 961402

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Belousova E.S. — PhD

Annotation. Recently, issues related to testing web applications for vulnerabilities have been actualized. The aim of this work is a
detailed theoretical and practical study of the most popular vulnerabilities, namely SQL injection and cross-site scripting. Thus, the
paper presents the concepts and types of these vulnerabilities, the principle of implementation and the possible consequences of a
malicious code injection through the exploitation of SQL injection and cross-site scripting. A practical study of vulnerabilities related to
the injection of malicious code was carried out in the PentesterLab web application. The paper also proposes a number of measures for
protection web applications from vulnerabilities associated with the malicious code injection. The proposed material will be of interest to
specialists who are engaged in testing web applications, as well as to students studying in specialties related to information systems,
information technology software, programmable mobile systems, etc.

Keywords. Vulnerability, testing, web application, injection of malicious code, OWASP, SQL-injection, cross-site scripting (XSS), PDO
(PHP Data Object).
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VJIK 004.451

OL[EHKA 3ALIULLEHHOCTU ONEPALMOHHON CUCTEMbI
Mypadoe 3.K., macucmpaHm gp. 067241

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpoOHUKU
2. MuHck, Pecniybniuka benapycb

lMempoe C.H. — kaHO. mexH. HayK

AHHoTauwms. MNpeacTaBneHbl OCHOBHbIE KPUTEPUM NS OLEHKM 3aLLMLLEHHOCTU ONEPaLMOHHOM CUCTEMBI.

KniouyeBble cnoBa. MHdopmaumoHHas 6e3onacHoCTb, onepauuoHHaA cuctemMa, oueHka 3allnLLeHHOCTU.

OnepauunoHHyto cuctemy (OC) HasbiBalT 3alUMLLEHHOW, €CrM B HEeN peanu3oBaHbl CpeacTsa
3alMTbl OT OCHOBHbIX KnaccoB yrpo3 [1]. Ha ocHoBe gaHHOro onpegeneHvs, a Takke COBPEMEHHbIX
pekomeHAaummn B obnactu 3awutbl MHOPMaLUS, K OCHOBHbLIM OLEHOYHbLIM KPUTEPUSM 3aLLUMULLEHHOCTU
onepaunoHHON CUCTEMbl MOXXHO OTHECTU CreaytoLime.

1 PasrpaHuyeHve gocTyna K pecypcam CUCTEMbl M AaHHbIM Mofb3oBaTenen. B Tom uwncne
BO3MOXXHOCTb pasrpaHM4eHuns Ha pasHbIX YPOBHSX.

2 AyteHTudpmkauns, astopmsaums M uaeHTMdmKaums nonb3oBaTens npu BXode B CUCTEMY,
3anpoce oCTyna K pecypcy Unm AaHHbIM.

3 lNpoTuBogencTBMe npegHamMepeHHOMY Wnu crnydanHomy BbiBogy u3 ctpos OC unn ee
KOMMOHEHTOB, B TOM YMCIle YCTaHOBEHHOrO NPOrpaMmMHOro obecneyeHus.

4 BO3MOXHOCTb UCMOMb30BaHWs LWKNPOBaHUS [aHHbIX MOMb3oBaTenen u KoHdurypauui
CUCTEMBI.

5 Bo3MOXHOCTb BeAeHuWs XXypHana cobbITuin, Kak AeNCTBUIA NONb3oBaTenen n agMMHNCTPaTopoB
CUCTEMBbI, TaK U COBLITUIN CaMOWN CUCTEMbI U €€ KOMMOHEHTOB, ANs AanbHenwero ayauTa.

6 BHegpeHne nonutuk 6e3onacHOCTU, B TOM YUCre JanbHeWLWee ynpaBneHns umm.

7 PesepBupoBaHne [aHHbIX MOMb30BaTeNs W KOHUrypauum cuctembl, B TOM 4ucre c
NOAAEPKKOM LNMppoBaHMA TaKMX AaHHbIX.

CeTeBoe B3auMOAeNCTBME Takke [OOMMKHO KOHTPONMPOBAaTbCA onepauuoHHon cuctemon. OC
AOIDKHa onpefensaTb, Kakoe nporpaMmHoe obecneveHne W Kak MCNomnb3yeT ceTeBble BO3MOXHOCTY,
XypHanmpoBaTb COObITUS MCNOMb30BaHWA MpOorpaMmHbIM obecrnevyeHvem ceTeBbIX PecypcoB W npu
HeobX0AMMOCTM OrpaHUYMBaTh B3aUMOAENCTBNE C CEThIO.

OueHka 3aWULLIEHHOCTM AOIPKHA YYUTbIBATb apXUTEKTYPY MOCTPOEHMS OnepauyoHHON CUCTEMBI.
B cnyyae «komnnekcHom apxutektypbl OC pomkHa wWMeTb 3alMLEeHHble TOYKM  paclunpeHus
PyHKUMOHaNa sapa CUCTEMbI ANs peanusaumm OTCYTCTBYOLWMX cpeacTB obecneyeHns 6esonacHoctu. B
crnyyae apxuTekTyp ¢ MOAYMbHbIM SAPOM WM HECKOMbKMMMWU MUKpOsSApamMu Heobxoaumo obecneyeHve
Be3onacHbIX MPOTOKOMNOB OBLLEHNST KOMMIOHEHTOB M OTKa30yCTOMYNBOCTb (PyHOAAMEHTAaNbHbIX CEPBUCOB.

Mpun oueHmnBaHnm OC HeOBXO0AMMO NPOM3BOANTL UCMbITAHNE 3asBIIEHHbIX XapaKkTepUCTUK, B TOM
yucne aHanuaupoBaTb MpedycTaHOBMEHHble napameTpbl ANA CpeacTB 3awwmTbl uMHgopmaumun. Takoe
TecTMpoBaHWE MOXeT pas3fenaTbCA Ha akTMBHOe W naccuBHoe. [1oA aKTUBHbIM TECTMPOBaHUEM
nogpasymMeBaeTcs AMynauuMs  OEWCTBMA  NOTEHUMAaNbHOro  3MOYMbILSIEHHUKA MO  NPeodofieHnto
MEXaHU3MOB 3aluTbl, B TOM YMCME MWCNOMb3ys YSA3BMMOCTUM pPa3HOro YPOBHS KPUTWUYHOCTM.
MonoxutenbHbIM pe3ynbTatoM TeCTMPOBAHUA CUMTAeTCs OTCYTCTBME YAAYHbIX MOMbITOK MNOMyYUTb
AOCTYN K cucTeme, AaHHbIM B HEW, a Takke OTCyTCTBME OTka3oB B pabote OC u ee komnoHeHTOB. Mo
MacCcvMBHbIM TECTMpPOBAHWEM MOAPA3YMEBAETCA aHanmM3 KOHdUrypaumoHHbelx cannoe OC, ee
KOMMOHEHTOB M YCTaHOBIEHHOro B 6a30BON MocTaBke nporpammHoro obecnedeHusd. MonoxutenbHbIM
pe3ynbTaTOM Takoro TecTupoBaHus OygeT OTCYTCTBME YA3BMMOCTEW, CBS3aHHbIX C HeOOCTaTO4YHOMW
HaCTPONKoN obbeKkTa TECTUPOBaHUS.

B kayecTBe JONONHUTENBHBLIX KPUTEPMEB OLEHKN NpeAnaratTcs cregyoLme:

1 JoctynHocTe wmcxogHoro koga OC u Bcex ee KOMMOHEHTOB ANs M3YYeHUs U aHanusa.
OTKPbITBIN MCXOAHBIN KOA NO3BOMNSeT ObicTpee OOHapyXuBaTb KPUTUYECKUE W BaXHble YSA3BUMOCTM, a
TaKKe UCNPaBnsTh YXKe HandeHHbIe.

2 Yactota noctaBku cTabunbHbix obHoBneHun ans OC u ee KOMMOHEHTOB. B Tom uucne
BO3MOXHOCTb YCTaHaBnuBaTb TONbKO 0OHOBMEHMs Ge3onacHOCTK, cogepXalune ncnpasreHne owmbokK 1
yCTpaHsoLme ya3BMMOCTH.

3 OTHoweHne obHapyxeHHbIX ysa3sumocTen OC 1 ee KOMNOHEHTOB 3a OMNpeaeneHHbIN Nepuog K
yCTpaHeHHbIM. [laHHas MeTpuka No3BOSSeT OLEHUTb CKOPOCTb pearnpoBaHusa KomnaHum-snagensua OC
Ha HangeHHble ya3BuMocTn B OC 1 ee KOMMOHEeHTax.
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4 TlyGrninyHOCTb packpbiTusi dakta obHapyxeHust ys3sumoctn B OC M ee KOMMOHEeHTax co
CTOPOHbI kKoMnaHun-Bnagensua OC. CBoeBpeMeHHOE OMOBELLEHNE O HAaNOEHHOW YS3BMMOCTU MO3BONUT
npeanpuHATL HEKOTOpbIe AEWCTBMSA ANS NpeaoTBpaLleHmst yrpo3bl 6e30nacHoCTy.

CnuUCcoK UCnonb30BaHHbIX UCTOYHUKOB:
1.MHdhopmaumoHHas 6esonacHocTb / LaHbruH B.®. // M.: UHOPA-M, 2011. — c. 174.
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Annotation. The main criteria for assessing of the operating systems security are presented.

Keywords. Information security, operating system, security assessment.
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NMPOrPAMMHbIA MOYNb 3ALLUUTbI PEYEBOU UHOOPMALINUU
NMYTEM CO3OAHUA PEHENOAOBHbLIX MOMEX

WakunH K.T1., mazucmpaHm epyrinbi 067241

Benopycckuli 2ocydapcmeeHHbIl yHU8epcumem UHopMamuku U paduo3ieKmpOHUKU
2. MuHck, Pecniybniuka benapycb

3enbmaHckut O.b. — kaHO. mexH. HayK

AHHOTaumsA. [lpegnoxeHa CTPyKTypHasi CxemMa MpPOrpaMMHOrO MOAyns 3aluTbl PeyvyeBon WHGOPMauMM MyTeM CO3AaHUA
peyenopobHbIX nomMex. PaccmoTpeH cnocob crHTe3a peyr Ha OCHOBE KOMMUMSALMOHHOTO METoAa.

KntoueBble cnoBa. 3awmra uHdopmaumu, pedenogobHas nomexa.

CyLiecTBYlOT MNaCCUBHbIE W aKTMBHbIE CMOCOObI 3alWUTbl pPeyYn OT HECaAHKLUMOHWPOBAHHOMO
npocnywusaHus. NaccvBHble npeanonaralT ocnabneHne HenocpeacTBEHHO aKyCTMYECKUX CUrHarnos,
UUPKYNVPYIOLWMX B MOMELUEHMN, a TaKKe MpOoOYyKTOB 3MeKTpoaKyCTUYEeCKNX npeobpas3oBaHun B
coeguHUTEnbHbLIX NUHMAX BTCC, BO3HMKaOWMX KaKk €CTECTBEHHbIM MyTeM, Tak U B pesynbtate BY
HaBA3blBaHUSA. AKTMBHble MpefycMaTpuBaloT cO3faHuMe MacKMpyloLwux nomex, nogasneHwe annapaToB
3BYKO3arnucu 1 NoacnyLwmBaroLWnX YCTPOMCTB, a TakKe YHUUYTOXEHNE NOCNeaHNX.

TexHuyeckun kaHan yTeuknm uMHpopmauum obBpasyloT:  WCTOYHUKM  KOHUOEHUManbHON
WHpopmaumm (ngu, TeXHUYeckue yYCTPOWCTBA), cpeda pacnpocTpaHeHus (Bo3adyx, orpaxgawoLlime
KOHCTPYKUMM NoMeLleHunin, TpybonpoBoapl), cpeacTea cbeMa (MUKPOGOHbI, CTETOCKONbI).

Ans 3awuTbl NOMELWEeHMN MPUMEHSIOT reHepaTopbl 6enoro unM posoBOro LWymMa U CUCTEMbI
BMOpaUMOHHOrO 3awymneHus. KayectBO 3TMX CUCTEM OLEHMBAKT MPEBLIWEHNEM WHTEHCUBHOCTU
MacKupyloLero Bo3gencTBnsa Hag ypoBHEM aKyCTUYECKUX CUrHanoB B BO3AYLLIHOW WNu TBepaon cpenax.
BenuuvHa npeBbllleHNA NOMEeXWM Hag CUrHanom pernamMeHTUpYeTCs PYKOBOAALWMMMU OOKYyMEHTamu.
M3BecTHO, 4TO Hawnyywume pesynbTaTbl AaeT MPUMEHEHME Mackupyrlowmx konebaHum, Onv3kmMx no
CrneKkTpanbHOMy COCTaBy WHopMauMoHHOMY curHany. Llym TakoBbIM CUrHaroMm He SIBNSETCH, Kpome
TOro, pasBuUTME METOAOB LIYMOOYMCTKM B HEKOTOpbIX Cryyasx Mno3BOMseT BOCCTaHaBNMBaTb
pa3bopyMBOCTL peyn A0 MPUEMIIEMOrO YPOBHSA MNpu 3HauuTenbHom (20 gb 1 Bbiwe) npeBbIEHUU
LIYMOBOW nomexu Hag curHanom. CnegosaTenbHO, Ans 3(EKTUBHOrO MackMpoBaHUA nomexa JorxHa
UMeTb CTPYKTYPY pevyeBoro coobLueHus.

[na pa3paboTkM Takoro yCTpomcTBa 3alUnThl peyeBor MHopmaumm npegnaraeTcs UCnosnb30BaTh
CUCTEMY CUHTE3a peyn Ha OCHOBE KOMMUIISILMOHHOrO MeToAa, fMaBHasd uaest KOTOporo 3akrnovaeTcs B
COefMHEeHMN roTOoBbIX, 3apaHee NOAroTOBIEHHbIX, MMHMMAIbHbIX peveBblX eaunHuy. Mpu ncnonb3oBaHun
3TON mMopenu coctaBnseTcs 6asa AaHHbIX 3BYKOBbIX (pparMeHTOB, M3 KOTOpbIX B AdanbHenweMm Oyaoet
CUHTE3MpoBaTbCA peyb. Pa3smep aneMeHTOB CUHTEe3a, Kak npaBuno, He MeHblue crnoBa. B xope
peanusaumm nNporpaMmMHOro Moayns 3awuTbl pevyeBon MHopMaLMuM NPUMEHSAETCH CUCTEMa CUHTe3a
peyu, y KOTOpOW B Ka4yeCcTBe MUHUMarbHOW akyCTUYEeCKON eQUHULbI UCMOMb3YeTCs annodoH.

CuctemMy cuHTe3a peudn uUenecoobpasHo pasdbute Ha [gBa OGomnbwKnx Mogyns, 9TO MOAyMb
06paboTKM ecTECTBEHHOIO A3blKa U MoAyNb 06paboTku LMdPOBOro curHana.

1. Mogynb 06paboTKM €CTECTBEHHOrO £3blka BbIMOMHAET aHanM3 K 00paboTKy BXOAHOrO
opcorpaduyeckoro Tekcta. HenocpeACTBEHHO B NpUKagHbIX CUCTEMax MOAYMNb €CTECTBEHHOro A3blka
AenuTcsa Ha TPy NogMoayns: NMMHIBUCTUYECKON, (POHETUYECKON 1 Npocoanyeckon obpaboTkm.

B nogmogynb nuHrBMCTUYECKoW 0OpaboTKM BKIMHOYEHbI Takme (YHKUMM, Kak O4YMCTKa TEeKCTa,
pacwmndpoBKa YUCIIUTENbHBIX, AaTbl U BpeMeHu, abOpeBuaTtyp, COKpaweHun, VHTepHeT pecypcos,
aBTOMaTU4yecKkas pacCTaHOBKa yOapeHun, obbedvHeHWe CMOB B akKUEHTHble Tpynnbl U YNeHeHue Ha
CUHTarMmbl.

B nogmopgyne coHeTnyeckon oOpaboTkM BLIMOSMHSAETCS aBTOMaTUYeckoe TpaHCKpubupoBaHue
TekcTa B (OOHEMHbIN BUA, a 3aTeM (POHEMHOrO TEKCTa B arnfIoOHHbLIN.

[Mpu aTOM yaapHble rnacHble MapkupyloTcsa uHgekcom 0, npegyaapHble vHaekcoM 1, 3aygapHble
uHgekcom 2. B cnyxebHbIXx crnoBax ygapHas rnacHas MapkupyeTcsi WHOekcoM 5, a nopsgok
WHOEKCUPOoBaHUA 3ayaapHbIX 1 npeayaapHbIX MPU UX HanuMunmM oCTaeTcst NPEXHUN.

Mpocoanyeckoe o0dOpMIIEHME TEKCTOBOW WHopmauum, B JNMHIBUCTUYECKOM o0bpaboTke,
3aKMYaeTcs B COMOCTaBMEHUN WHTOHAUMOHHBIX KOHTYPOB K COOTBETCTBYHOLLUMM TuNam cuHTarm. Ons
3TOro HeobxoauMO KraccMdPUUMPOBaTb akLEHTHbIE TPYMMbl U Pa3AenvTb UX Ha COCTaBnsAloLWMe.

2. Mogynb o6paboTkn UMEPOBOro curHama 3akn4aeTcd Nub B akyCTUYEeCKOM MOAMOAYMeE.
OcHoBHasA 3ajaya akyCTMYeCKOro mMoAdyns — reHepauus (CMHTE3) peyeBOro CurHana Ha OCHOBE Tpex
TMMNOB NapameTpOB:
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npocoguyeckmx napameTtpoB (FO — yacTtoTa OCHOBHOro TOHa, T — ONUTENBHOCTb 3BYKOB, A —
aMnnuTyga 3ByKOB), KOTOPbIE€ NMOCTYNalT OT NPOCOANYECKOrO NOAMOAYINS;

doHETUYECKNX NapaMeTpoB, MOCTynawwux OT oHeTMdeckoro nogmoaynsa (B 3aBMCUMOCTU OT
TMna oHeTMyeckoro npoueccopa 9TUM napaMeTpbl MOryT ObiTb  pas3nuyHbiMU:  QOPMaHTHBIMU
napameTtpamu (FI, F2, A1 ...), napaMeTpbl CE4YEHNN peyeBOoro TpakTa, Homep annodgoHa Unn cerMeHTa u
T.0.);

napameTpbl CUHTE3MPYEMOro ronoca, obecneunBatomne xenaemyro TembpoByto
WHOUBMAYANbHOCTb.

B 3akntoyeHun CcTOMT OTMETUTb, 4YTO 3TOT crnocob obecnevrBaeT BbICOKOE KavyeCcTBO
CVYHTE3MPYEMOW peyu, T. K. NO3BOSISIET BOCNPOM3BOANTL hOPMY €CTECTBEHHOIO peveBoro curHana. Euwe
OOVH HemasoBaXHbIN MIC Takoro MOAXoda: He TpebyeTcs HUKakmx 3HaHui 0O YCTPOWCTBE peyvyeBoro
TpaKTa u CTPYKType si3bika.
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BbIABNIEHUE CETEBOWU PA3BEOKN METOOAMU MALLUMHHOIO
OBYYEHUA

Llapaes H.I1., mazucmpaHm ep. 967241

Benopycckuli 2ocydapcmeeHHbill yHugepcumem UuHgopmMamuku U paduosnekmpoHUKuU®
2. MuHck, Pecniybniuka benapycb

lMempos C.H. — kaHO. mex. HayK

AHHoTaums. CeTeBasi pasBefka SIBMSETCS MEPBOW CTaaueln TapreTupoBaHHoW wunu APT ataku, obHapyXeHue KOTOpPOW MO3BONUT
3abnaroBpeMeHHO BbINOMHWUTL MOUCK BO3MOXHbIX YSI3BUMOCTEN W MPeAnpuHATb Mepbl MO CHWDKEHUIO puckoB. Cpean BO3MOXHbBIX
YHUMLMPOBAHHBLIX METOAOB MNPOBEAEHVNS CETEeBOM pa3Befkn BLIAEMSATCA CKaHMpOBaHWE WHAOPMAaLMOHHOM CeTW W MOpPTOB
TPaHCMOPTHOrO ypoBHS. [Mpouecc oBHapyXeHWsi AaHHbIX TUMOB CKAHWPOBaHWA OCHOBAH Ha anropuTtMax MalUMHHOTO ObyyeHws, B
YacTHOCTW, MeTodax Kraccudukaumm, knactepusaumm u aHcambnmposanus. OByyatowmin gataceT reHepupyetcsa Ha 6ase ceTeBoro
Tpadhuka, B KOTOPOM NPUCYTCTBYIOT OTAEMbHbIE NAKeT (CErMEHTbI) CETEBON Pa3BeaKu.

KntoyeBblie cnoBa. CeteBas passegka, APT ataka, MalumHHoe obyyeHue.

B nocnegHee Bpemsa HabniogaeTcs TeHAeHUMS nepexoga OT MaccoBblX kmbepaTak OTAernbHbIX
3MOYMBILLSIEHHUKOB K MacwTabHbiM atakaM KubepnpecTymHbIX T[PYMNMPOBOK Ha  KOHKPETHble
opraHu3aumu (TapretupoBaHHble unu APT artaku). [aHHble aTakum B 3HaYWTENbHOW Mepe OnacHbl ANng
opraHusauumn, 4YTO CBA3AHO B NEPBYIO o4vepedb C CO3OAaHWEM 3MOYMBbILLNEHHUKaMU BPEOOHOCHOTO
nporpammHoro obecrneyeHusi ¢ yyetom cneumdukm paboTbl U ceTeBoOW MHPPACTPYKTYpbl OpraHnsaumm. B
obuem cnyyae, APT aTtakvm COCTOAT M3 YeTbIpex 3TanoB: NOAroTOBKa, MPOHMKHOBEHWE, pacnpocTpaHeHue
n pgoctmkeHne uenu [1]. OB6HapyxuTb NogobHbIM TUM aTak Ha MO3JHeW CTagunm KpaviHe CIOXHO, a B
OTAENbHbIX CryyYasix HEBO3MOXHO. [1o0 gaHHOW npuumHe uenecoobpa3Ho MpoBecTM OBHapyxeHue u
aHanu3 TapreTMpoBaHHOW aTakum Ha 3Tane NOAroToBkM. Ha ykasaHHOM 3Tane 3MnoyMblLUIEHHNKM
NpOBOAAT NpoUeaypy CeTeBOW pa3Bedkn WHpacTpykTypbl opraHusdaumm. CeTeBas pasBegka — 370
KOMMMEKC MEepPONpUATUI, HampaBfeHHbIX Ha MOnyyYeHust cBedeHun 06 MH(OPMAaUMOHHBLIX CUcTeMax,
cpeacTBax 3awWmnTbl MHOPMaL MU 1 UCMOoNb3yeMOM nNporpammHom obecneveHunn [2].

CeTeBas pa3Beaka MOXeT NPOBOAUTLCA criedyowmm obpasom:

— nony4vyeHne wuHdopmaumm ot whois-cepBepoB (KOHTaKTHble AaHHble Briagensua [OMEHHOro
umeHu, cnucok DNS cepBepos 1 gpyroe);

— nonyyeHue uHdopmauumn ot DNS cepsepos

— CKaHWpoBaHue ceTu;

— CKaHWpoBaHWe NopTOB TPAHCMNOPTHOTO YPOBHS.

Hanbonbwwnii mHTEpec ans obHapyXeHust CEeTEeBOW pas3BeaKM NpeacTaBnAaAwT nocrnegHve aBa
NyHKTa: CKaHMpoBaHWe MHAPOPMAaLNOHHON CETU U MOPTOB TPAHCMOPTHOrO YPOBHS (Tak Kak HEBO3MOXHO
NOBNUSATb Ha NepBble ABa NyHKTa). [Ans BbisiBNeHWe AaHHbIX cnocoboB NnpoBedeHWs CeTEBON pasBenku C
NMOMOLLbIO MaLLUMHHOIO 06yYeHns NPOBEAEH aHanM3 reHepupyemoro M1 ceTeBoro Tpaduka 1 BblaeneHbl
MeTpUWKK, NpeacTasrneHHble B Tabnuvue 1 [3].

Tabnvua 1 — AHannsnmpyemMble METPUKM

HassaHu
e OnucaHne MeTpUkM
METPUKM

OTHOLWEHNe KoNUu4YecTBa OTNPABMEHHbIX CErMeHTOB (gentarpamm) c
count opgHoro IP apgpeca k obLieMy KONMMYECTBY CErMeHTOB (OenTarpamm) c
pasnuyHbiX IP agpecos.

OTHOLleHVe KOMMYecTBa OTMpaBfieHHbIX AenTarpamm € ogHoro |IP
udp agpeca Kk obLiemy KonmyecTBy OTNpaBfeHHbIX C 3Toro e IP agpeca
CEerMeHTOB (gevTarpamm).

OTHOLLEHME KoNMYecTBa OTNPaBIEHHbIX CETMEHTOB C oAHoro IP agpeca k

tcp obLemy KonuyecTBy OTNPaBfeHHbIX C 3TOro e |IP agpeca cermeHToB
(oenTarpamm).
tcp_syn
tcp_ack
tcp_fin OTHoleHVe KonuyecTBa OTMPaBMEHHbIX C  yKasdaHHbIM  chnarom
tcp_null cermeHTOB (SYN, ACK, FIN, NULL, XMAS, MAIMON, OTHER) ¢ ogHoro
tcp_xma IP-appeca k obLiemy KOnNnYecTBy OTNpPaBneHHbIX ¢ 3Toro xe IP agpeca
S CEerMeHTOB.

tcp_mai

mon
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tcp_othe
r
unig_por OTHOLWIEHNE KONMUYEeCTBa YHUKanbHbIX MOPTOB, HaA KOTOpble Obinu
ts OoTnpaBneHbl cermeHTbl ¢ ogHoro IP agpeca, k obwemy Konm4ecTtBy
OTrMpaBIieHHbIX C 3TOro Xe IP agpeca cermMeHToB.

Ha ocHoBe ykasaHHbIX METpPUK CreHepuMpoBaHO ABa Habopa AaHHbix (aataceta). Oba gaTtaceTta
npeactaeneHsl B dopmate JSON B Buae croeapen. epsbii gatacet coctout us 4025 cobbiTui,
aBnseTca nabopaTopHbIM M reHepuMpyeTca aBTOMAaTMYeCcKM Ha OCHOBaHUWM (PYHKUUW MCEBOOCIYYaHbIX
uncen (random). BTtopow patacet coctouT u3 600 coObITUM M sBNSIETCA 3MMNUPUYECKMM, TO €CTb
OCHOBaHHbIM Ha peanbHOM Tpadwmke. [IBa gataceta paspaboTaHbl NO TOWM MNpUYMHE, YTO co3daHue
OZIHOro KayeCTBEHHOro Aaaraceta ¢ 60MbLWNM KONUYECTBOM 3MMUPUYECKMX COBbLITUI CeTEBOW pas3BeaKku
KparvHe CroXHO M TpebyeT 3HaAYUTENbHOro MNpoMeXxyTka BpemeHu. [log kadecTBOM umeeTcs BBUAOY
Hanuune cobbITWI, NOMYYEHHbIX OT Pa3nuYHbIX CPeacTB NPOBEeAEHMs CeTeBOW pa3Beakun. B HacToswee
Bpems Hanbonee NONynsApHbIMKU yTunuTamu ansa ero nposedeHus asnsotcd Nmap (Windows u Linux)
masscan (Linux), 4YTO HeQOCTaTOYHO AN CO34aHusa pa3Hoobpasus.

Busyanusaunm obonx gatacetoB C NOMOLLLIO MeToda rnaBHbix komnoHeHT (PCA) npegcrasneHsl
Ha pucyHkax 1 1 2.
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PucyHok 1 — MeTopn rmaBHbIX KOMMOHEHT 4115 SMNUPUYECKOro AaTtaceTta
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PMOyHOK 2 — MeTog rnaBHbIX KOMNOHEHT Ans na6opaTopHoro partaceTta

Onsa obHapyxeHus dakta ceTeBoW pa3Begku BblbpaHbl METOAblI MALUMHHOIO O0y4eHus], peluatolme
3ajaun knaccudmkauum n knactepmsaumn. B ocHoBe anropntMoB Kriaccudukauum NexuT TUN MalluMHHOIo
oby4yeHusa C yuuTenem, TO €CTb CO3haHue MpaBuil MO pa3MeYeHHbIM OaHHbIM. [ns uenen HacToswen
paboTbl MCMOMbL3YyITCA Ccrnegylwme MeToAbl Kriaccudumkauum: MeTod OMOpHbIX BEKTOPOB, METoA
FNIOrUCTMYECKON perpeccun, rayCCOBCKMM HauBHbIN HanlecoBCKMM KnaccudumkaTop, AepeBO MNPUHATUR
peLleHni 1 MHOTOCIOVHbBIA nepcenTpoH. [aHHble anropuTmbl Obiny BbIGpaHbl NO NPUYMHE MPOCTOTHI U
CKOpoCTM paboThl, a Takke BbICOKOW 3OEKTUBHOCTU. B CBOK ovepenpb pelueHne 3agayun Krnactepmsauum

35




57-51 HayyHasi KOHgbepeHyus acnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2021 a.

OasupyeTcst Ha o0yyeHnn 6e3 yumTens (cosgaHue npaBwil TOMBbKO MO BXOAHbIM AaHHbIM). B kadectBe
MEeTOAOB KracTepm3auuu peanusoBaHbl criegylolme  anropuTMbl:  U3ONMPOBAHHLIA - flec, MeToA
obHapyxeHne BbIOPOCOB B raycCOBCKOM pacnpefdeneHHOM Habope pfaHHbIX, MeTod K-cpegHux,
NPOCTPaAHCTBEHHAs KracTepusauus NPUNoXeHWn € WymMOM Ha ocHoBe mnnoTHoctu (DBSCAN), metopn
cbanaHcMpoBaHHOIO MTEpPaTMBHOIO COKpAaLLEeHUst M KractepusaumM C nomolbio nepapxun (BIRCH).
YKazaHHble MeToAbl UCMOMb3YITCA NO MPUYMHE MX NOMYNSAPHOCTU, OTHOCUTENBHON NPOCTOThI U CKOPOCTU
paboTbl.

Mpn obyyeHnn 1 TectupoBaHMM 3PHEKTMBHOCTU METOAOB MaLUMHHOrO obyyeHusa oba pgaTtaceta
Obinn andpdepeHunpoBaHbl Ha oby4alolylo U TeCcTOBYH BbIGOPKY. [1pouUeHTHOe COOTHOLLeHWe Ans
ykasaHHbIX Bblibopok coctaBnsieT 80% u 20% oT obuero konnyectsa CobbITUA COOTBETCTBEHHO. [ns
BCEX METOOOB MPOBEAEHO OOyyeHve M M3mepeHue TOYHOCTU (accuracy). ToYHOCTM OBHapyXeHus Ans
nabopaTopHOro u AMNUPUYECKOro AaTtaceToB NpeacTaBneHsl B Tabnuue 2.

Tabnuvua 2 — AHanusupyemMble MeTOAbl MaLLUMHHOTO 0byYeHus

Tou
HOC
b To4HoC
Cokp T nab Tb
mn
HassaHue meToaa allleH . amnup.
mMeToaa
ve nat narace
ace Ta, %
Ta,
%
MeTopn OMOPHbIX SVM 92,4 100,00
BEKTOPOB 2
MeTton
NOrncTuyeckomn LR 82’2 99,12
perpeccuu
MHorocnonHbIn MLP Knaccu 92,5 100,00
nepcenTpoH 2
— dvkaum
"ayccoBckui
o Gaus A
HanBHbIN - 76,4
o . sianN 99,12
banecoBckun B 0
KknaccudmkaTop
Desci
D,epeBov NPUHATUSA sionT 98,6 100,00
peLueHuin 3
ree
. Isolati
M3onnpoBaHHbI onFor 61,8 87.72
nec 7
est
MeTton
obHapyxeHuns -
Ellipti
BblGpOCOB B CENv 66,5 91,23
rayccoBCKOM 0
elope
pacnpeneneHHoOM
Habope AaHHbIX
KMea 63,5
MeTtog K-cpegHux ns Knacre > 70,18
MpocTpaHcTBEHHAsN pusaum
npAnoXeHMA  C DBS " 69,6 02,8
P CAN 3 ’
LWYMOM Ha OCHOBE
NNOTHOCTU
MeTon
cbanaHcmpoBaHHoOr
o) MTEPaTUBHOIO
COKpaLleHuna ] BISC 656’2 98,25
Knactepusauum ¢
NMOMOLLbIO
nepapxun

CamMblMK nepcrnekTVBHbIMM MeTodamMu OOHapyXeHus Ans Kraccudpukauum un Knactepusauunm
asnawTca  [epeBo npuHATUA  peweHnd U Metof BIRCH cooTBeTcTBEHHO. TeM He MeHee,
3 EKTNBHOCTL yKa3aHHbIX BbIE anropyuTMOB MOXHO YBENUYMTb U CcTabunusanpoBaHa nyTem
ncnonb3oBaHns aHcambren. OgvHakoBble anropuTMbl (Hanpumep, 3agady knaccudukaummn) MoryT 6biTb
ob6beavHeHbl B OOWH aHcambilb, NpedHas3HayeHHbIi AN wMcrnpaBneHus owuboK Apyr gpyra. Tak,
HECKOMbKO He OYeHb IhPEKTUBHBIX METOAO0B 00Yy4YeHNs MOryT MokasaTb pes3ynbTaT Bbille, YeM Kaxabli
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mMeTod B otgenbHocTu. lpu atom B aHcambnb OObIMHO OO6BLEOUHSIIOT anropuTMbl MakCMMarbHO He
CTabunbHbIE Y CUNBHO 3aBUCALLME OT BXOAHBIX AaHHbIX, B YAaCTHOCTW, PErpeccuio u 4epeBo NPUHATUS
peweHnin. [laHHasi npakTMka MNOo3BONSET CTabunmanpoBaTb WX pes3ynbTaT HECMOTPS Ha BO3MOXHOE
HanMyne CUIbHbIX aHOManuMn B MHOXeCTBe BXOOHbIX OOBEKTOB. BbigenswT cregylowme Buabl
aHcambnewn [4]:

— cTekuHr (stacking);

— 6arruHr (bootstrap aggregating);

— ByctuHr (boosting).

JdononHuTenbHoe npumMmeHeHue anroputmoB 6yctuHra (AdaBoost) nnu 6arrmHra gna anroputma
[epeBo NpyHATUSA peLleHnsa nokasano yMeHblueHne TOYHOCTU (B cpegHem Ha 0,6%), 4TO CBSI3aHO CO
ctabunusaumen pesynbtatoB paboTbl anroputma. [lpumeHeHue ykasaHHbIX METOAOB Ha anroputM
BIRCH He pano pes3ynbTaToB MO NPUYMHE HEyCTOMYMBOCTM anroputmbl AdaBoost k BbiGpocam. B
AanbHeNLeM NiaHNpyeTCca NepenTy Ha anropuTM rpagueHTHoro 6yctmHra (GBM).

Ctount oTMeTUTb, YTo hopmanbHo Metoa BIRCH aBnsieTca 6onee noaxoaswmm ans obHapyXeHns
hakTa ceTeBOM pasBedKku, Tak Kak HaueneH Ha Nouck aHomanum B ceTeBoM Tpaduke. B To xe Bpems
anroputM [lepeBa NpuHATMSA peleHni paet 6onbllyld TOYHOCTb M MO3BOMSET OnucaTb YCrOBUS
obHapyxeHusi CceTeBON pa3BedkM $A3blkOM NporpaMMmMpoBaHuda. B aTon cBA3M Ona  ganbHenwmx
uccnenoBaHun npegnaraeTca BblbpaTbh Nydwnii MeTon OOHapyXeHUs NpU3HaKoB CETEBOW pa3BedKu
ucnomnb3yd  MnpakTMdeckn  nogxod, TO  ecTb  pasdpaborate  nporpammHoe — obecneyeHwue,
nepexesaTbiBaloLlee CeTeBOW TpaduK M aHanmaupylolee ero C MCMorb30BaHMEM [BYX OMUCAHHbLIX
anropuTMoB.
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NMOMEXOYCTONYMBAA NEPEOAYA NAHHBIX 1O PAOUOKAHAIY
B TENEMETPUYECKOWU CUCTEME

lunko K.H., maaucmpaHm; lNackpobka I".C., mazaucmpaHm

Bernopycckuli eocydapcmeeHHbill yHUgepcumem UHOpMamuKu U paduosnekmpoHUKU
2. Munck, Pecnybnuka benapyck

Benowuuykut A. T. — KaHO. MeXH. HayK

AHHOTauma. [oknag nocesileH npobremMe MOBbLIWEHUS  3aLMLEHHOCTN  TENeMETpUYEeckon UHGpopMaumm ot
HECaHKLUMOHUPOBAHHOIO JOCTyma W TMOMEX CTPYKTYPHO-anroputTMUYeckuMu meTodamu. PaccmatpuBalTcsi 0COGEHHOCTH,
BO3HMKalOLLME MpW nepedade TenemeTpuyeckon MHdbOopMauuvM no pagvokaHany. [ns ycTpaHeHUs BO3HMKaKOLIMX WCKaXeHWN
npeanaraeTcs UCNonb3oBaTh U3OLITOYHOCTb.

KnioueBble crnoBa. nOMeXOYCTOVNVIBOG KoAMpOBaHue, TenemeTpuyeckas cuctema, LWmgpoBaHue.

B cuctemax nepegaun TenemMeTpuyecknin MHdopmaummn Mexay netaTenbHbIM U UHbIM OO BEKTOM
W Ha3eMHbIM MPUEMHbIM NMYHKTOM BaXXHOE 3HayeHue MMeeT NoMexo3alUMLLEHHOCTb U MHpopmaLMoHHas
3aliMTa AaHHbIX NpU Nepegade nx nNo paguokaHarny.

Mpn paspaboTke cnocoboB nepejayunm TenemMeTpudeckor WHgopMmaumm no paguokaHany
HeobxoaMMO yynTbiBaTb crnieayowmne dakTopbl nepedayn curHana [1]: pacnpoctpaHeHune, AanbHOCTb U
MOKpbITUE.

PacnpocTtpaHeHue: [llyTb u cnocob, KOTOpbIM pPagvMOBOfIHA MNPOXOAUT OT €€  MCTOYHUKA
(nepepatymk) 4O MecTa HasHaveHus (MpueMHuK). MNyTb pacnpocTpaHeHus pasnmyaeTcs B 3aBUCMMOCTM
OT YacTOTbl paguocurHana. Takke OH 3aBUCUT OT YaCTOTbl NPENOMIIEHUS UMW OTpaXkeHNs pagmocurHana
OT 0OBEKTOB UMW NPU NPOXOXAEHNUM Yepes Crom NoHocdeps!.

JanbHoCTb: paccTosiHMe, Ha KOTOPOM KayeCTBO pagMOCBA3M SABNSETCA [OCTaTOYHbIM - AN
peLueHns KOHKPETHON 3aAauun.

MoKkpbITHe: AOCTYNHOCTb paguocurHana Ha oXuaaemon AanbHOCTW, Koraa curHan He GrnokupoBaH
TEXHOTEHHbIMW Ui NPUPOAHBIMK NperpagamMu.

OTn bakTopbl Heobxooumo y4uuTbiBaTb MpU BbibOpe Amana3oHa 4acToT TenemeTpuyeckomn
CUCTEMBbI, €€ TEXHUYECKON peanusaumm, MeTogoB 1 cnocobos nepegayvm n o6paboTkn nHdopmaumn.

O0600LLeHHast CTpyKTypHasi cxema TenemeTpuyeckon CUCTEMbl MpeacTaBneHa Ha pucyHke 1.
Brnoku cbopa n nepegaym gaHHbIX PpacnonoXeHbl Ha 06bekTe TenemeTpum, a 6noku npuema n o6paboTkn
AaHHbIX — y nony4vaTens.

Pannoxanan
==l --»
r - - - — — - '| r e - = 'I
| [Baoxk cbopa bnox | | bnox |
| | mammex [7| mnepenaun || mpuema
| L JAHHBIX I | H3H+HBIX |
| BeIxo | biok
Il JAHHBIX JUJIS
| [BHYTPCHHUX HYX] | | 00paboTKH |
— | _ganmbix ||
OOBeKT [Tonyuarens

PucyHok 1 — O6o6LLueHHas CTPYKTypHasi cxema TerieMeTpUYeCcKoi CUCTEMBI

B cucrtemax umdpoBor nepefadn AaHHbIX UHGOPMaLMN NPU NPOXOXOEHUN CurHana no KaHany
nepegayn OaHHbIX (PUCYHOK 2) CUrHam noABepraetcsl pasfvMyHbiM M3MEHEHUSIM (MCKaXKEHUSIM) Mof,
aencrtemem wymoB [1,2]. OTo BegeT 3a cobon HapyLleHne LIeNoCTHOCTM nepegaBaemMon Hpopmauum n
MOXeT npuBecTu k cbosim B paboTe.
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Mepegatunk/ Kanan nepepaun/ | | MpuemHuk |_o| RS-pekonep BocTaHoBneHHble
HocuTenb XpaHeHus faHHble

McxopHble

[aHHble RS-konep —=

PucyHok 2 — O606LeHHast CTPYKTYpHas Cxema kaHarna nepegayv AaHHbIX TenemMeTpuyeckon
CcUCTEMBI
[nsi KOHTPOMS LEenNOCTHOCTWM [AaHHbIX NpeafniaraeTcd UCMNonb3oBaTh LMKINYECKNE W3ObITOYHbIE
kogbl (CRC). Anroputm CRC 6a3npyeTcs Ha CBOMCTBax AENEHUs C OCTaTKOM ABOWYHbIX MHOIOY/IEHOB,

TO €CTb MHOTOuYrieHoB Hag koHeuHbiM nornem GF(2). 3Hauyenne CRC sBnsietcs no cytu octatkom OT
AeneHns MHoroumneHa, CooTBETCTBYIOLEro BXOAHBLIM AAHHbLIM, HA HEKUMI (UKCUPOBAHHbLIN NOPOXAAIOLLINIA
MHorourieH. KonmyecTBo paaniiHbIX MHOFOUNEHoB cTenenu, MeHbiueii N , pasHo 2", uto coBnapaer ¢
YMCNOM BCEX ABOWYHbIX MocneaoBaTenbHocTen AnnHbl N. 3HayeHne KOHTPOSbHOW CYMMbI B anroputme ¢
nopoxgawowmm  MHorodnieHom G(X) crenenn N onpegensietcs kak 6uToBas nocrnefoBaTeNbHOCTb
anvHbl N, npepctasnsiowas mHorouned R(X), nonyuvBluniics B ocTaTke npy AEMeHUMM MHOrodreHa
R(X), npeacTtaensioLiero BXoAHoM NoToK 6ut, Ha MHorouneH G(X):

R(x) = P(x)*x" mod G(x) 1)

roe R(X) — mHorounen, npeacrasnsiowmn sHayeHme CRC, P(X) — mMHorouneH, koadduumneHTbl

KOTOpPOro npeacTaBnalT BxoaHble AaHHble, G(X)— nopoxpatowmin MHorouneH, N — creneHb

NopoXAatoLLEro MHOro4rneHa.
Ansi 3aWwuTbl AaHHbIX OT HECaHKUMOHMPOBAHHOIO AOCTyna npeanaraeTtcs MCnonb3oBaTtb LWndgp
AES128. AES — 6no4HbIi Wwndp ¢ anvHon 6nokoB paBHon 128 Gutam, n WKdp NnoaaepXUBaeT KIloun

anuHon N, , paBHoit 128, 192 nnu 256 6uT.

B Havane 3alMdpoBbIBaHMSA input KonupyeTtcs B MaccuB State no
npasuny state[r,c]=input[r+4c], ans 0<r<4 u 0<c<Nb. Mocre atoro k State npumeHseTcs
npoueaypa AddRoundKey(), n 3atem State npoxoaut 4yepes npouenypy TpaHcdopmaumm (payHa) 10, 12,

unun 14 pas (B 3aBUCUMOCTM OT AMNWHbI KoYa), Npy 3TOM Hafo y4eCTb, YTO MOCAEAHUA payHa HECKOMNbKO
oTnMyaeTca OT npeaplaywnx. B utore, nocne 3aBepLueHns nocnegHero payHga TpaHcdopmauum, State

konupyeTcs B output no npasuny output[r + 4c] = state[r,c] .

B nomexoycToMuMBOM KOAMPOBAHWUM  LUMPOKO npumeHdetca koa Puga — ConomoHa.
Mpn wncnonb3oBaHMM 3TOrO KoAa Ha BbIxode Kogepa obpasyeTca uM30bIToOYHOe coolLieHue Aans
danbHenwen nepegayn. B kopgax Pupa-ConomoHa coobuleHve npeactaBnsaeTcs B Buae Habopa
CMMBOIIOB HeKoToporo andgasuta. Mpu noctpoerun koga Puaga-Conomona 3agaetcs napa umcen N, K,

roe N — obuee konnyectso cumeonos, a K — «nonesHoe» konuyectso cumeonos, octansbHele N — K
CMMBOJIOB NPeaCTaBnstoT coboi M3bbITOYHbIA KoA, NpefHa3HaYeHHbl Ansi BOCCTAHOBMEHMS OLUMOOK.
CTpyKTypa AaHHbIX B 9TOM Crly4Yae uMeeT By, NPeACTaBneHHbIN Ha pucyHke 3.

n
k - 2t

NcxoaHble aaHHble RS-KO,IJ,

4

PucyHok 3 — CTpykTypHasi cxema nakeTa AaHHbIX

Takon ko OygeT MMeTb Tak HasbiBaeMoe «pacctosiHe XammuHra» D = N—K+1; PacctosiHue
XaMMUHra sBrseTca napameTpom kofa W onpefensetcs Kak MUHUManbHOE YMCMO pasnuyuui Mmexany
OBYMS pasfuyHbIMW KOAOBbLIMKW crioBamu. B cooTBeTCcTBUM C Teopuen KoAMpOBaHUA, KOA, WUMEHLLUA
pacctosHne XemmuHra D = 2t+1, no3Bonsier BoccTaHaBnuBaTb t OWMOOK AaHHbIX Npu nepegaye no
pagvokaHarny B TefieMeTpuYecKkon cucteme.
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[na oueHKn OOCTOBEPHOCTU Mepefadn C UCMOSb30BaHMEM MOMEXOYCTOMYMBOIO KOOUPOBAHMS U
0e3 Hero ucnonb3oBanacb cpega MMUTaAUMOHHOro mogenvpoBaHuss MATLAB. YcTaHOBNEHO, 4TO
NpUMEHeHNe KOOMPOBaHUS MO3BONSET MOBLICUTbL AOCTOBEPHOCTb NMpU nepegayve mHdopMaumm 4depes
KaHan nepefaun gaHHbix. NMpeumyliecTBaMyM MCMNONb30BaHMS BblOpaHHbIX KOOOB SIBMAKOTCSA: MpPOCTOTa
peanusaumn, KogupoBaHMe N AeKoaMpOoBaHME NMOTOKOB AaHHbIX HEMPEPbIBHO BO BPEMEHMW, BO3MOXHOCTb
06Hapy)KI/IBaTb M 4aCTU4YHO BOCCTaHaBNMBaATb NPaKTU4ECKN YHUHYTOXEHHYIO I/IHCbOpMaLI,I/IPO.

CnucokK ucrnosnb308aHHbIX UCIMOYHUKOS:
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2. Cknap b. Lugpposas ceasb. Teopemuyeckue OCHO8bI U Mpakmuyeckoe rpumeHeHue. — M.: M3damenbckul dom
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HA OCHOBE OBJIAYHbIX TEXHOJIOI'M C NMOMOLLBLIO IAC
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AHHOTaumsa. B paHHoM paboTe npeacTaBreH CpaBHUTENbHbLIA aHanM3 pasfnuyHblX OOMayHbIX TEXHOMOMUIA, MPOBEAEHO M3yveHue
NpUHLMMIOB paboTbl ¢ obradHbIMK TexHorornsamu Ha ocHoBe IAC u Terraform, npakTuiecku peanvaoBaHa UHPaCTpyKTypa ansi BeO-
NPUINOXEHWsl, KoTopasi MOXeT OblTb WCMOnb3oBaHa Kak OCHOBA [ANsl PasnuyHbIX BEO-NPUMOXEHWUA C  LUMPOKUM CMEKTPOM
MCNOnNb30BaHUS.

KnioueBble cnoBa. BeG-npunoxeHns, MHGpacTpykTypa Kak kop, nporpaMmupyemasi MHppacTpykTypa, obrayHble TexHomoruu,
DevOps, AWS, IAC, Terraform.

Mop o6naYHbIMM TEXHOMOMMSIM MOHUMAIOT TEXHOMOrMKM pacnpeaerneHHon obpaboTku undgpoBbIX
OaHHbIX, C MOMOLLbIO KOTOPbIX KOMMbIOTEPHbIE pecypcChl NPeAoCTaBNATCA NUHTEPHET-MOMNb30BaTEN0 Kak
OHIanH-cepBuC.

K ocHOBHbIM NpeumyLLecTBamMm 06nayHbiX TEXHOMOMMIA OTHOCAT criegytoLee:

— BO3MOXHOCTb MOMy4YeHUs yaaneHHoro 4octyna m3 nobon ToUku Mupa;

— CHWKEHME KanuTamnbHbIX pPAacXOdoOB Ha npuobpeTeHne U ycTaHOBKY ob6opygoBaHus U
nporpaMmmHoro obecneyeHunsi, Mx 0BCNy>xMBaHue;

— ypo6CTBO M NPOCTOTa AOCTYNa 1 0BCNY>XMBaHNSI CEPBUCOB;

— MFHOBEHHOE MacliTabupoBaHMe MOTpPebnsaemMbIXx pecypcoB B 3aBUCUMOCTM OT W3MEHEHMS
Harpysok

— ObICTpOE 0BGHOBIEHME UCMOMB3YEMOr0O NPOrpamMmMHOro obecneyeHuns;

— noBbILLEeHHas 6e30NacHOCTb N HAaEeXHOCTb PaboThl.

DevOps (Development Operations) — aTto gBwxeHue, Bo3HuKwee B 2008 rogy C uUenbio pewmntb
nNpobrnemMbl B3anmModencTBUsl KoMaHa pa3paboTkn 1 aKchnyaTauum, KoTopble MPUBOLAUIN K YBEMWUYEHUIO
BpeMeHu pa3paboTku u TECTUPOBAHUS NPUNOXEHUI, NOABNEHUIO BOMNbLLIOrO YMCne BEPCUA U U3MEHEHWN,
YTO OTpaxariocb Ha kavyecTBe paboTbl camoro npunoxeHus. DevOps BbICTyNaeT B KA4YeCTBE CBA3YIOLLEro
3BEHa Mexay KOMaHOou paspaboTyumMkoB M KOMaHAow akcnnyatauuu. YcnoBHo, B DevOps MOXHO
BblAENNTb HECKOMBKO POnen:

— Build Engineer — cneunanuct, otBevaroLLmii 3a cOopky koaa, obHapyxeHne ownbok B KOAE;

— Release Engineer — cneymanuncT, 0TBEYalOLLUA 3a AOCTABKY Koga OT pa3paboTku B peanuaauuio;

— Automation Engineer — nH>xeHep nNo aBToMaTusaummn cbopku Koga, TECTOB U Ap;

— Security Engineer — cneyunanuct, KOTOPbIN OTBeYaeT 3a NpoBeJeHUE TECTOB Ha MPOHUKTOBEHUE
(neHTecToB) 1 U3y4yeHue yI3BUMOCTEN B UCMOMb3YeMbIX KOMMOHEHTax.

Ha cerogHAwHUN geHb B Mype obnayHbliX TEXHOMOMMI KPpYNHENWnMn obnadHbiMu nnatopmMamm
asnatotTca Amazon Web Services, Microsoft Azure, Google Cloud Platform, Becloud.

Cpenou nepeuncneHHbIX Hambonee pacnpocTpaHeHHoO! B Mupe obnayHon nnatgopmor ¢ cambiMm
LMPOKUMM  BO3MOXHOCTAMK aBnsgetcs Amazon Web Services, koTtopass npepgoctasndetr 165
NONHOMYHKLMOHANbHBIX CEPBUCOB AN LUEHTpOB 00paboTkum AaHHbIX MO Bcew nnaHete. [aHHas
nnatcopma NpeaocTaBnsieT TakMe CepBUCHbl Kak XpaHunuwa 6a3 fgaHHbIX, CeTeBbIX KOHuMrypauum,
MaLLMHHOIO 0By4YeHNs1 U NCKYCCTBEHHOIo MHTennekTa uHtepHeta sewen (IoT) u gp.

B cBow ouepegb nnatgopma Microsoft Azure npegoctaBnseT BO3MOXHOCTb pa3pabdoTkuy,
BbIMOJTHEHUS MPUMOXEHWI N XPaHEHUS AaHHbIX HA CepBepax, PacrnoNiOXXeHHbIX B pacnpenerneHHblx gaTta-
LeHTpa.

Google Cloud Platform (GCP), npegnaraemas Google, npeacraensieT coboii Habop cepBucoB
0o6nayHbIX BbIYMCMEHUIA, KOTOpPble paboTaloT Ha ToW e MHAPACTPYKTYpe, koTopyto Google ucnonbayet
AN CBOMX MPOAYKTOB ANSA KOHeYHbIX nonb3oBaTenein, Takux kak Google Search u YouTube . Hapsagy ¢
HabopoM WHCTPYMEHTOB YyrpaBneHusi, oHa obecrneymBaeT psig MOAYMbHbIX OOMaYHbIX CEPBUCOB,
BKIOYas BbIYMCINEHUS], XPaHEHMS, aHann3a AaHHbIX U MaLUMHHOTO 00yYeHus.

Takke HYXHO OTMETUTb nnatcgopMy nocTaBwmka obrnadHbix peweHnn BeCloud, koTopbi
ABNAETCA OgHMM u3 Beaywmx nposarigepoB B benapycu. BeCloud 3aHMmaemcsi NpoOeKTMpoBaHUEM,
CTPOMTENbCTBOM, OCHALLEHWEM K 3KCMyaTauuen crnegylwmx KnoyeBbix ans 6enopycckoro UT-pbiHka
NMPOEKTOB: OMOpHasi CeTb nepefadn AaHHbiXx Ans EguHonm pecnybnukaHCkoM ceTu nepepadn AaHHbIX
(EPCIA), PecnybnukaHckum ueHTp o6paboTkm paanHbix (PUOQM), passutMe u  TecTnpoBaHue
BbICOKOCKOPOCTHOrO MobunbHoro uHTepHeta 5G u gp. Boibop AWS obocHoBaH TeMm, 4TO oGnayHbIn
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CepBUC NpeAoCcTaBnsieT HECPaBHUMO Oonblue CEPBUCOB U UX (DYHKLMIA, YeM Nobon Apyron nocTaBLUMK
o6nayHbIX ycnyr: OT MH(PACTPYKTYPHbIX TEXHOMOTMIW, TaKMX KaK WHCTPYMEHTbI AN BbIYMCIEHUS,
XpaHunuwa u 6asbl gaHHbIX, 0O WMHHOBAUWW, HanpuMmep MAalUMHHOIO OBy4eHUs M MCKYCCTBEHHOTO
WHTENMneKTa, aHanuTuki, a Takke VHTepHeTa Bewen. AWS Takke npegocTaBnsieT camble LUMPOKUE
PYHKLMOHANbHbIE BO3MOXHOCTM AN CBOWX CepBUCOB, Hanpumep, AWS npegnaraeTt Ha BbIGOp MHOMoO
6a3 gaHHbIX, cneumanbHO CO34aHHbIX AN PasnUYHbIX TUNOB NPUNOXEHUIA, YTOBLI KNMMEHT Mor nogobpaTb
NpaBuIbHbIA MHCTPYMEHT ANnga 3adhpekTnBHON paboThbl.

B pamkax gaHHOM paboTbl Oblna M3ydyeHa BO3MOXHOCTb CO3[4aHMS BUMPTyanbHOW MallWHbl C
onepauuoHHoun cuctemon Windows B AWS n nidpactpykTypbl Be6-npunoxeHusi ¢ nomorubio IAC.

YacTo npuBnekaTenbHbIM ABMSETCS pacnpoCcTpaHeHe MHPaCTPYKTYPbl MO HECKONbKUM obrakam
ANsi NOBbILLIEHNSA OTKa30yCTOMYMBOCTU. [1pyM MCMOMb30BaHMM TOMBKO OAHOMO PervoHa unu obravyHoro
nocTaBLLMKa OTKa30yCTOMYMBOCTb OrpaHudeHa [OOCTYMHOCTLIO 3TOro nocTtaslivka. PassepTbiBaHuWe B
Heckomnbkux obnakax no3sonseTr Oonee nnaBHO BOCCTaHaBNMBaTb MOTEPU pPEerMoHa WM BCEro
nposangepa.

Peanusaunsa pa3sepTbiBaHUSA B HECKOMbKMX 0brnakax MoXeT ObiTb O4EHb CIOXHOW, Tak Kak MHorme
CYLLECTBYIOLLME UHCTPYMEHTbI AN yNpaBneHns MHgpacTpykTypon aBnstoTca obnadyHeimu. Terraform —
3TO MHCTPYMeHT Ans 6e3onacHoro u adeKTUBHOrO MOCTPOEHMUS, U3MEHEHUS U CO34aHUS BepCUi
UHdpacTpykTypbl. Terraform MoxeT ynpaBnaTb CyLLECTBYIOLWMMM U MONYNAPHBIMW NOCTaBLUMKaMM yCnyr,
a Takke uHgusmayanbHbIMY COBCTBEHHBIMU pelleHnssimn. Terraform He 3aBucUT OT 06nakoB 1 NO3BONSAET
ucnomnb3oBaTh €AVMHYI0 KOHAUrypauuio Ans ynpaBneHus HECKONMbKMMW MpoBangepamMmv n gaxe Ans
06paboTkn MexobnayHbix 3aBMCMMOCTEN. OTO ynpowaeT YyrnpaeneHue W OpPKEeCTPOBKY, Momoras
onepaTopaM co3gaBaTb KpynHOMacLITabHble MynbTUoBnaYHble MHPPaCTPYKTYpPbI.

dPannbl KoHdUrypaumm onucbiBaloT ana Terraform KOMMOHEHTbI, Heobxogumble Anis 3anycka
OOHOr0 MPUNOXEHUA UNN BCEro LeHTpa ob6paboTkmn aaHHbIX. Terraform reHepupyeT nnaH BbINOMHEHUS,
onucbiBaKLWNA, YTO OH ByaeT genatb Anst JOCTUXKEHUSA KENaeMoro COCTOSIHNSA, a 3aTeM BbIMOTHAET ero
ANsi NOCTPOEHNs1 OMUCaHHOW WHMpacTpykTypbl. 1o Mepe uameHeHust kKoHdurypauun Terraform moxeT
onpegenuTb, YTO WU3MEHUNOCb, W CO3[aTb [AOMOMHUTENbHbIE NMaHbl BbIMNOMHEHUS, KOTOPblE MOXHO
NpUMeHATb. VIHdpacTpykTypa, KOTOpOW MOXeT ynpaBnsaTtb Terraform, BkmovaeT B cebs KOMMOHEHTHI
HW3KOrO YPOBHS, TaKkMe KaK BblMUCIUTErbHbIE 9K3EMMNMSAPbl, XPaHUNULLE U CeTb, a TakKe KOMMOHEHTHI
BbICOKOIO YPOBHS, Takue Kak 3anucu DNS, dyHkumm SaaS m 1. [.

B pamkax gaHHon paboTbl 6Gbina peanu3oBaHa UHMPACTPYKTypa Ans Be6-NpUNoXeHWn Ha OCHOBE
mogenn «WHdppacTtpyktypa kak kog (laC)», KoTopyl wHOrga HasblBalT «MPOrpaMMmnpyemMon
WH(ppacTpykTypori». CyTb [aHHOW MOLENM 3akfi4vaeTcs B TOM, YTO MPOLECC HACTPOWKM
WH(PacCTPyKTypbl aHanornyeH npoueccy nporpammupoBaHus [1O. o cyTn, oHa nonoxuna Havano
YCTPAHEHUIO TPaHUL MeXxay HanucaHueM MNPUNOXeHUWn U co3daHveM cped Ans 3TUX NPUNOXKEHWUN.
MpunoxeHus MoryT cogepxxaTb CKpUNTbI, KOTOPbIE CO3[al0T CBOU COOCTBEHHbIE BUPTYalibHble MalUWHbI U
ynNpaBensioT MMU. TO OCHOBA 06MnayHbIX BbIMUCIIEHNIA U HEOTbEMIeMast YacTb DevOps. NHdpacTpykTypa
Kak Kof No3BOMSEeT ynpaBnaTb BUPTyarnbHbIMW MallMHaMKW Ha NpPorpaMmMHOM YpoOBHE. 3TO UCKNoYaeT
HeOOXOAMMOCTb PYYHOW HACTPOWKM M OOHOBNEHWMI AONSA OTAENbHbIX KOMMOHEHTOB 0O0OpPYyOOBaHUS.
WHdpacTpykTypa CTaHOBUTCA BOCNPOM3BOAMMOM U MaclTabupyemon. Onepatop MOXET BbIMOMHATb
pasBepTbiBaHWe W yrnpasneHve kak ogHonm, Tak n 1000 MawwvHamu, Mcnonb3ys oavH M TOT e Habop
koga. Cpeau rapaHTUpPOBaHHbLIX NMPEMMYLLECTB MHMPaCTPYKTypbl Kak KOoAa MOXHO OTMETUTb BbICOKYHO
CKOPOCTb, 93KOHOMWYHOCTb M YMEHbLLEHNE puUCKa.

Takum obpasom, B AWS c nomowbto Terraform 6bina cos3gaHa uvH@pacTpykTypa Ans Beb6-
NPUNOXEHWs, KOTopas MMeET LUMPOKUA CMeKkTp npumeHeHus. HanucaHue koga ans Terraform moxet
ocywectBnaTecsa Ha YAML n JSON. lNpn goGaBneHun KIMEHTCKOrO WHTepderica, anroputMa padoTbl
NpUNoXeHns 1 6a3bl AaHHbIX U3 AaHHOW MHPACTPYKTYpPbl MOXET nony4utca nboe WEB-npunoxeHune
obecneynBaroLLee CBA3b KNMeHTa ¢ 6a3oNn AaHHbIX Yepes KIMEHTCKNIA MHTEPAENAC.
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Annotation. This paper presents a comparative analysis of various cloud technologies, the principles of working with cloud

technologies based on IAC and Terraform were studied, infrastructure for a web application was practically implemented, it can be used
as a basis for various web applications with a wide range of uses.
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Annotation. The main stages of creating speech-like noise signal for means of vibroacoustic protection of speech information based on
the phonetic-acoustic base and words of the Russian language are considered. The choice of jamming signal of the speech chorus type
is described.

To generate speech-like noise, the synthesis of sound signals is used by random sampling of
speech elements from the generated database. The advantage of the method is the generation of a noise
signal shape with a spectrum envelope similar to a speech signal and a similar signal structure [1]. In this
case, the task of separating the noise signal from the useful signal becomes more complicated, which
makes it possible to increase the overall stability of the speech information protection system [2].
Investigations in the field of psychoacoustics have shown that the most effective type of noise signal is
“speech chorus” [3].

The formation of speech-like noise signal included several stages. At the first stage of the formation
of speech-like noise signal, a speech array was created, including a set of Russian words and containing
all the necessary allophones. The sound array of the text and the formed phonetic-acoustic database are
input data for the synthesis and subsequent allophonic marking of the speech signal. The synthesized
speech signal is used for segmentation and allophone marking of natural speech signal. The next stage
was listening with a possible manual adjustment of the boundaries of the allophones. For the first stage, a
phonetic-acoustic database of the speaker with the necessary set of allophones was formed. In Russian,
there are 42 phonemes, of which 6 are vowels and 36 consonants. In the flow of speech, phonemes,
depending on the environment, can change their acoustic characteristics, which leads to the appearance
of their modifications (allophones). For systematization, each allophone was placed in a separate file. The
following designations were adopted: the first character in the file name was a letter forming a sound,
then three indices followed in the name, characterizing the position of the allophone. After compiling a
database of allophones, software was used that accepts an array of created files as input. Then the
synthesis and reproduction of the input text took place using the recorded allophones. The “speech
chorus” noise was formed similarly to the speech-like noise with the overlapping of the voices of several
speakers at the same time.
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Annotation. The vibroacoustic channel of speech information leakage in the protected room is considered. It is shown that the
spectrum of speech signals can overlap with a set of a number of natural resonant frequencies for the enclosing structural elements.

When considering the vibroacoustic channel of speech information leakage in the protected room,
it was assumed that the source of information is a person, and the propagation medium is air. The speech
signal is created by the human voice, which causes vibrations of the air environment in the form of
acoustic vibrations [1-3]. In the calculations, the speech signal range was taken to be 300-400 Hz.

The mathematical description of the process of spreading speech information behind the enclosing
structural elements was built using an approximation in the form of a rectangular plate for such structures
as awall, floor, ceiling. By solving the differential equation in partial derivatives of the transverse
vibrations of a rectangular plate, the frequencies of natural vibrations of the plate are determined for the
case of gypsum blocks of given sizes and characteristics.

It is shown that the spectrum of speech signals can be overlapped by a set of a number of natural
resonance frequencies for the enclosing structural elements. As a result, an acoustic wave with speech
information is generated, which is excited by the reverse side of the enclosing structure. Thus, the
vibrations are unevenly distributed throughout the structure. There are certain areas with maximum
values of natural vibrations. Such areas with maximum natural vibrations of structures must be localized
by placing a vibration transducer to generate an interference signal.
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CEKLUMA «CUCTEMbI PACMPEOENEHNA MYJNIbTUMEQUAHOW
NHOOPMALIUN»

I'Ipou,ecc I'IepeHoca KOopnopaTuBHbIX MyJibTUuMeaAna AaHHbIX U3
JTOKaJNibHbIX cepBepoB B oGna4Hble cepBuUCHI

XKenydkoeuy B.B., macucmpaHm 2p.067041

Benopycckut eocydapcmeeHHbili yHUgepcumem UHopMamuku U paduoa/1eKmpoHUK
2. Munck, Pecnybnuka benapyck

Eoboe M.H. — npogbeccop, doyeHm mexHU4YeCcKUX HayK

AHHOTaumsa. B pgoknage paccMOTpeHbl OCHOBHbIE MPUHLMMBLI anroputMa MnepeHoca KOpMnopaTWBHBIX MynbTMeaua AaHHbIX Ha
obrayHble CepBuUCbl, HE3aBUCYMO OT BEPCUI OMepauMOHHBIX CUCTEM, a Takke obecrneveHue COXPaHHOCTU BCEX YPOBHeW AocTyna
COTPYOHWKOB KOMMaHUIA C MUHUMarbHbIMU (PUHAHCOBBLIMUM M TPYAOBLIMU 3aTpaTamMi, a Takke obecneyeHne yaanéHHoro 6e3onacHoro
[OCTYNa KO BCEM AaHHbIM HaXOASALLMMCS B 06raqHbIX cepBucax

KnroyeBbie cnoBa. Microsoft, windows server, office 365, active dirrectory, nokanbHbin cepeep, pe3epBHOE KOnMpoBaHUe.

B ObicTpopasBuMBaloLLEMCA MUPE, CYLLLECTBYIOLLME KOPNOPaTMBHbIE peLleHns B ob6nactn xpaHeHus
N B3aMMOAEWNCTBUS C KOPMOPATMBHBIMU [OAHHbIMW MepecTalT OblTb akTyanbHbIMWM U HE OTBe4YaroT
TpeboBaHMsiM 6e30MacHOCTH, OTCYTCTBYET BO3MOXHOCTb OBHOBMNEHUS. B CBA3M C 3TMM KOMNaHus TepseT
CMOCOBHOCTb COXpPaHATb CBOW AaHHble B 6e3onacHOCTU. A Takke CyllecTByeT psag npobrem, KoTtopble
KOMMaHWs UCMbITbIBAET, NOAAEPXKMBAA YCTAPEBLLYIO CTPYKTYPY XpPaHEeHWs AaHHbIX. Ha npumepe ogHou 13
CYLLECTBYIOLLMX CTPAXOBbIX KOMMNAHWIN pacCMOTPMM BO3HUKalOLLME NpobneMbl.

KomnaHusi nmeeT cneayoLLyto CTPYKTYPY XpaHeHUs OaHHbIX:

1. JlokanbHbI cepBep, pa3BepHYThIA HA TEPPUTOPUN NPESNPUATUS

2. BbICOKOCKOPOCTHOM MHTEPHET, YCTAHOBIEHHbIN At NOAKMIYEHUSA cepBepa K CeTu.

3. HactpoeHHoe Vpn nogkniodeHve Ans yaanéHHoro 6GesonacHoro Joctyna COTPYOHWUKOB

KOMMNaHun

BblleonncaHHasa cTpykTypa HECET 3a cobon psg npobnem.

CosgaHve 1 noggepxka rokanbHoro cepBepa TpebyeT 3atpaT Ha o06opygoBsaHue,
BbICOKOCKOPOCTHOW WHTEPHET, COTPYOHWKOB, OCYLLECTBNSAOLMX MOAAEPXKKY M obcnyxusaHue. [pu
BO3HMKHOBEHUN NPOOMEM Ha CTOPOHE cepBepa y BCEW KOMMaHWW OTCYTCTBYET AOCTYMN K AaHHbIM, YTO
MOXET HEraTMBHO MOBMUATL HA AEATENbHOCTb KOMMNAHUN.

CoTpygoHukamMm KOMMaHuW, Ha CTOPOHE MoNib3oBaTernis, HeobXoaUMO MOCTOSHHOE MOAKIYEHME K
WHTEPHETY, ANsi BO3MOXHOCTU OOCTyna K KOPNopaTMBHBbIM AaHHbIM, YTO HECET 3a cobol 3aTpaTbl Ha
TEXHUYECKYIO MOAAEPXKKY MNonb3oBaTenen, obecnevyeHne MHTEPHETOM U HEODOXOAMMBLIM MPOrpPaMMHbIM
obecneyeHveM A5ia 4OCTyNa K flokanbHOMY CEPBEPY.

Yassumasa cuctema OGesonacHocTW, koTopas obecneymBaeTcsd, TONMbKO Mo cpefctBam VPn
nogkntoveHuss. Ha cTopoHe cepBepa, kak npaBwuno 6Ge3onacHOCTb obecneynmBaeTcsi WHXeHepamu
cuctembl 6e30nacHOCTM M MX COBCTBEHHOM ITOMMKOW 3aluTbl CepBepa, YTO B CBOK ouyepenb HeceT
3aTpaTtbl Ha KBaNMUUUPOBAHHbIE KaApbl U HE AAET rapaHTUM B NPUMEHAEMbIX UMW PELLEHUN.

Bcé BbiweonucaHHoe 3acTaBnaeT npuberatb K HOBbIM CpeacTBam, KoTopble obecneyaT
©e30nacHOCTb Ha BbICOKOM YPOBHE, MO3BOMUT MMETb AOCTYN K AaHHbIM C NOOOM Tovku mMupa, byager
OTCYTCTBOBaTb TpeboBaHME MOCTOSHHOrO NOAKITHOYEHNST K UHTEPHET CETU, CHU3AT 3aTpaTbl HA NOAAEPXKKY
060pya0BaHNSI U COTPYAHMKOB TEXHUYECKON NOLAAEPXKKN.

Haunyywum peweHnem pgna nwobon komnaHuu Oyaet nepexod K obnayHbiM  TEXHOMOrUsiM,
KoTopble obecnevart: [OSKHbIA ypoBeHb Ge3onacHOCTW, OOBLEM namsATM HEeOOXOAUMbLIA KOMMaHWM,
3aLUMLLEHHbIA OCTYN K faHHbIM 6e3 cneLmanbHoro nporpaMmmMHoro obecneyeHms ¢ nbor Toukn mupa.

Haunbonee nogxoasawum pelleHvem bygeT nepexo K NpoaykTy oT komnaHum Microsoft, office 365.
[aHHbIN NPOAYKT NpefoCcTaBnseT crefywmne BO3MOXHOCTU:

1. Wcnonb3oBaHue knaccudeckux sepcun npunoxenun Office: Outlook, Word, Excel, PowerPoint,

OneNote (a Takxke Access u Publisher Tonbko gna komnetotepos ¢ Windows)

2. XpaHeHue n CoBMEeCTHOe McCnosb3oBaHme annos B obrnadHom xpaHunuwe OneDrive eMKOCTbIO
1 Tb Ha nonb3oBaTens
ABTOMaTM4eckne OBGHOBMEHUS MPUINOXEHUA, MO3BOSSIOLME KAKAbIM MeCsl Mnofyvatb HOBbIE
YHKLMN 1 BO3MOXKHOCTH.
Kpyrnocytounyto cnyx6y nogaepxku MankpocodT no tenedoHy nnm yepes NHTepHeT.
CobpaHus u ronocoBasi cBsA3b Teams
CoumanbeHble ceTn n nHTpaceTb SharePoint, Yamer
®annbl n koHTEeHT One Drive

w
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A Takke Microsoft moxeT okasaTb Donee paclMPEHHbIV NAKET YCryr B 3aBUCUMOCTU OT TpeboBaHMi

pasHbIX KITMEHTOB.

Bonee nogpobHO HeobxoaMmMoO paccMOTpeTb MPOAYKT SharePoint nNockonbkKy WMEHHO OH byaeTt
BbICTyNnaTb B ponu OyayLiero nokanbHoro cepeepa. 3aecbk 6yayT XxpaHuTbcs obwme gaHHble. Microsoft
BblOpaHa He Cny4anHO, MOCKOMbKY CyLLeCTBYeT BO3MOXHOCTb MEepeHOoca BCEN Mepapxuv KOMMaHum
COXpaHss YpOBHW OOCTyMa COTPYAHWUKOB, OPraHM30BaHHbIE paHee Ha NoKanbHOM CepBepe C MOMOLLbO
Active Dirrectory

Active Dirrectory nossonsieT agMuHMCTpaTopam  WCMOMb30BaTb FPYMMNoBble  MOMAUTUKMA  ANis
obecneyeHnss eanHOOOpa3usa HACTPOWKM NOMb3oBaTenbCckon pabouven cpedpl, passBopavMBaTb
nporpaMmmHoe obecnevyeHne Ha MHOXECTBE KOMMbIOTEPOB Yepes rpynnoBble NOMUTUMKA UM NOCPEeACTBOM
System Center Configuration Manager (paHee — Microsoft Systems Management Server),
yCTaHaBnvMBaTb OOHOBMEHUSA OMNEpPauUOHHOW CUCTEMbI, MPUKNAQHOTO W CEPBEPHOro MpPOrpaMMHOro
obecrnevyeHnst Ha BCeX KOMMbOTepax B CETU, UCMNonb3ys cryxby obHoBnenus Windows Server. XxpaHuUT
AaHHble M HaCTpPOWKU cpedbl B LeHTpanu3oBaHHoW 6a3e gaHHbix. Cetu Active Directory moryt 6biTb
pasnMyHOro pasmepa: OT HECKOSbKUX OECATKOB A0 HECKOJTbKUX MUSIITMOHOB OO HLEKTOB.

Microsoft SharePoint — 310 obnayHasa cnyxba, KoTopass nomoraeT opraHuM3auusmMm oOMeHMBaTbCS
KOHTEHTOM, 3HaHUSIMU W NPUNOXEHUAMM U YNPaBNSATbL UMW O1IS:

1. PacwupeHuns Bo3MoXXHOCTEN paboTbl B KOMaHae.

2. BeicTporo noncka nHopmaumm B KOPNopaTUBHbLIX AaHHbIX.

3. becnepebonHol paboTbl opraHusauuu.

B 3aBMCUMMOCTM OT MpPeaAnoyYTEHMI KOMMAaHUK, CYLLECTBYET OFPOMHOE KONMMYECTBO NPESSIOKEHUA Ha
pblHke obnayHbIX TexHonornin. Ha npumepe Microsoft paccmoTpyum npouecc nepexofa u3 fokanbHOro
cepBepa Ha 06ayYHbIN.

IOna Havana HeobXxoAMMO MpouM3BECTU noacdeT obObéEMa Heobxoammoro OGyayuiero obuiero
XpaHunuiia, KonuyectBo none3oBaTtenen. O6bEM Heobxogmmo OpaTb C 3amacom, B 3aBMCMMOCTU OT
KonudecTBa norfb3oBaTenen, 06bEMa WMHPOPMALMM BbITPY>KAEBAaEMOrO 3a MPOMEXYTOK BPEMEHM.
XKenatenbHo BpaTb CTaTUCTUKY 3a HaMBONbLUMIA MPOMEXYTOK, NMOCKOSbKY B TaKOM Criydae AaHHble OyayT
MaKcMMarbHO MpubnuKeHbl K peanbHbiM. K 3Ha4eHuto B nMkoBoM nepuoge Heobxoammo npubasuts 20%
ANs UCKNIoYeHNss hopc MaxopHbIX 06cToATenbCTB. Hanpumep, pesepBHOM konupoBaHve 6a3 AaHHbIX
OyxranTepun He yganseT cTapble pe3epBHbIE KONUK, B UTOrE Mbl MOSTy4aeM neperpy>KeHHoe XpaHunuLie.
Ecnn xe 06bEM namaTu npeBbilWaeT NUKoBble 3HaYeHna Ha 20% CUCTEMHBLIN agMUMHUCTPaAToOp uUMeeT
Oonbllee KOMMYECTBO BPEMEHM ANS YCTpaHEeHUs Hemnomnagok, MoBbILAeTCs OTKa30yCTOMYMBOCTb BCEW
cuctembl. [lanee Heob6XxoAMMO NPOU3BECTU 3aKyrKy YY4ETHbIX 3anucen Microsoft 365(paHee office 365) B
COOTBETCTBMM C pacCYNTAHHbIMU paHee [AaHHbIMWU. KonmyecTBO [AOMOMHUTENbHBLIX YCNYr Kaxaas
KOMMaHWsi BbIOUPAeT B COOTBETCTBUM CO CBOMMW BO3MOXHOCTAMWU W NpeanodteHusMn. Mbl 3aTpoHem
TOJbKO OCHOBHYIO CTPYKTYPY.

Ha cTtopoHe nokanbHOro cepeepa HeobxoanmMo Npou3BecTn OOHOBMEHNE ONEPALMOHHOWN CUCTEMBI
He paHee Microsoft windows server 2016. nockonbKy murpauusi Ha obnayHbii CEPBUC COXPaHAS Bce
HaCTPOMKM Monb3oBaTenen, rpynnoBbIx Nonutuk Active Dirrectory Bo3MOXHa TOMNbKO HayuMHas C 3TOM
Bepcun. MIHaue Heobxoammo ByaeT HasHayaTb Kaxaoro nornb3oBaTens B Microsoft share point BpyyHyto,
YTO MOHECET 3a cobom 3aTpaTbl Kak MaTepuanbHble, Tak W BpemMeHHble. OOGHOBNEHWe [OMmKeH
NPON3BOAUTL OMbITHLIA CUCTEMHbBIA aLMWHUCTPATOP, MOCKOSMbKY NMPU 3TOM Npouecce Takke BO3MOXEH
cbpoc HACTpOEK rpynMnoBbIX NOSTUTUK.

Mepexoast Ha obnayHble TEXHOMOMMK, KOMMaHWs Nony4YaeT psg NPenumyLLecTB.

1. BebIcokas 6e3onacHOCTb AaHHbIX, obecneymBaroLLasca KOMMaHWen, NPegoCTaBNALLEN YCyTn

o6rayvHbIX cCepBUCOB

2. OTcyTCcTBYET HEOOXOAMMOCTb YCTaHOBMNEHUS cTopoHHero MO, Ans yaanéHHOro NoAKMoYeHUs.

3. OrtcyTtcTBYeT HEOOXOAMMOCTb B MOCTOSIHHOM WHTEPHET COEOUHEHUWN, MOCKOSbKY OOMnayHbIN

npoBanep NpefocTaBrnsieT BO3MOXHOCTb paboTbl C AaHHBIMKW Ha CTOPOHE MONb3oBaTeNs B
pexvmMe, a Npy NOAKIMIOYEHUN K UHTEPHETY BHECEHHbLIE NONb30BaTENEM U3MEHEHUS B AAHHbIE
nepeHocsaTcs B 06rako. YTo B CBOK ovepenb AaéT COTpyAHUKam BecTu paboty offline

4. OrtcyTtcTBYET HE0HXOAUMOCTb B CaMOM NOKaribHOM CEpPBEPE U ero NoaaepxKe.

Cnu1coK Ucnosib30BaHHbIX UICTOYHUKOB:

1. Mawikn Hoan, KonuH CneHc Microsoft SharePoint 2010. MNMonHoe pykoBoacTeo 2012r.-880c.
2. Pang Mopumoto "Microsoft Windows Server 2012. NonHoe pykoBoacTso 2013r. -1456c¢.
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2. MuHck, Pecnybnuka benapych
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AHHoTaums. OnvcbiBaeTcst 3pekT Bo3BYKOAEHUS CIyXOBbIX OLLyLLEHWA Npy obnydyeHnn venoseka paguosonHamu CBY. OdbdpekTt
NpeAcTaBnseT MHTEPEC C TOYKW 3PEHUS N3YyYEeHNsT BO3MOXHOIO BPEAHOrO BIUSIHUS YyCTPOWCTB COTOBOMN CBA3M HA OPraHn3M Yenoseka.

KnioueBble crnoBa: ®peii, coToBas CBA3b, paamoBosiHbl CBY

BeeneHne.CBY cnyxoBon addekT, Takke W3BECTHbIA KaK MUKPOBOJSIHOBLIA CITyXOBOW 3eKT unu
apdhekT dpes, cocToUT B BOCMPUATUN YENOBEKOM CIbILLMMbIX LLEMYKOB UMW AaXe Peyu, BbI3BaHHbIX
UMAYNbCHBIMA MW MOAYNUPOBAHHLIMW  pagMoyacToTamu. KommyHuKauum  reHepupyroTcs
HenocpeaCTBEHHO BHYTPUY ronoBbl YeroBeka 6e3 HeobxoanMoCTH MCNOMNb30BaHNS KakMX-rmbo NpMemMHbIX
SMNEKTPOHHbIX YCTPONCTB.

OTKpbITME MUKPOBOMHOBOrO cryxoBoro adypekta.B 1956 r. ObINO 3amMeyeHo, 4TO nOAW, KOTopble
OKasblBanucb B 30He AENCTBMSA pagmornokaTtopa, HauuHanu owyllatb 3BYKOBblE ranmounHaunn. Takon
xe addpekt Obin, gaxe ecnu ywun 6biNM 3awuULLEeHbl NoAABRSOWMMK WyM dunstpamn. Acnbityemble
noo4yepeéaHO HaxoaunuWcb 3a 3KPAaHOM C OTBEPCTMEM OMaMETPOM B YeTBEpTb AMWHbI BOSMHbI Ha
pacctosiHum 1,5...2,0 M OT pynopa aHTeHHbl. [lepegaTumk MowHocTbio 500 KBT paboTan Ha yacTtoTe 1,3
My, onMTenbHOCTb MMMNynbca 2 MKC M 4YactoTa cnegoBaHua 600 Iy (MowHOCTb npuBoaMTCA AN
pagvuoumnyrnbca).

PesynbTatoM cuctemMaTnyeckux HabnogeHuin u nepBbiX nccnenoBaHui Obina pabdorta AnnaHa X.
®pes — «Peakuus cnyxoBOW CUCTEMbI YenoBeka Ha MOAYITMPOBAHHYIO 3MEKTPOMArHUTHYIO 3HEPTUoY,
KoTopas 6bina onybnukosaHa B XKypHane npuknagHoun cusmonorum B 1961 roagy.

Kak ytBepxgan ®pen, MHOyUMpPOBaHHbIE 3BYKM ObinyM OnucaHbl MCNbITYEMbIMU Kak «ryAeHue,
LLeMYKM, LWNNEHNe Unn CTyK, B 3aBUCUMOCTM OT HECKOSbKUX NapamMeTpoB nepegaTyuka, TO eCTb LWMPUHbI
UMMyNbCa M YacTOTbl MOBTOPEHNS MNYIbCOBY. IaMeHsAst napameTpbl nepedatyvka, dper cMor BbI3BaThb
«OLLYLLEHNE CUNBHOTO COTPSACEHMS [onoBbl 6€3 TakMx SBHbIX BECTUOYNSAPHbIX CUMMATOMOB, Kak
rOfOBOKPYXXEHMe unu TowHoTay. [pyrve xe napameTpbl nepejaTtyvka Bbi3blBanu napecTesuio.
MapecTe3ns — 3T0 HEHOpPMAaIbHOE OLLyLeHNe KOxM 6e3 BuaMmMon dusnyeckon npuyunHel. MNapectesun
00bl4HO ©e360Mne3HeHHbl 1 MOryT BO3HWMKaTb Ha MOOM y4acTke Tena, HO 4Yalle BCEero BO3HMKAaKT Ha
pykax u Horax. Camblll N3BECTHbIN BUA NapecTesmn — 3TO OLUYyLLEHNE, U3BECTHOE KaK «Urofkuy. MeHee
M3BECTHas U pefkasl, HO BakHas MapecTesusi — 3TO OLWyLleHMEe MOM3aHus Mypallek, OLlylleHune, Kak
HaCceKoMbIe NON3atT NOA KOXKEN.

'vnotesa AnnaHa ®pes

AnaHom ®peem O6bina npegnoxeHa runoTesa, YTO MNPUYMHON  SBNSETCA  TepMoynpyroe
paclimpeHme 4acTen CnyxoBOro annaparta, M OOLEenpuHSATbIM MexaHu3MoM sABnsieTcs bbicTpoe (HO
He3HaumTenbHoe, B AguanasoHe 10 °C) HarpeBaHve MO3ra KakablM WMMYNbCOM, M BO3HMKalOLWas B
pesynbTaTe BOMHa AaBreHus, NpoxodsaLias Yyepes vyepen, ynuTky. To eCTb, Ha y4acTkax BHYTPEHHEro yxa
(puc. 1) npoucxoauT B3aMMOOEWCTBUE W3MYYEHUS C TEPMOYNPYrMMK TKaHSMKW, COMPOBOXAatollieecs,
BO3MOXHO, MX nepuoguydeckon gedopmaumen. B xoge atoro npouecca npv aMnnuTygHO-MMMYNbCHOM
MaHUMyNAUUN BO3HUKAKOT Kak Bbl MexaHUYeckue yaapHble BOJHbI, BOCMIPUHUMAEMblEe YENOBEKOM B BMAE
BHYTPEHHEro 3BYyKa, KOTOPbIN HUKAK He CBSA3aH C konebaHmem HGapabaHHON NepenoHKU. ATOT CEHCOPHO-
aKkycTnyeckuin adodpekT npeacTtaensieT cobon duanyeckoe SABMEHWE, CBA3AHHOE C npeobpasoBaHMeEM
3MNEKTPOMarHUTHON 3HEPTUM B HU3KOYACTOTHbIE MexaHuM4eckue konebaHus Ha MyTU K peLenTopHOMY
annapary nyTem KOCTHOW 3BYKONPOBOANMOCTM!.

48



57-51 HayyHasi KOHgbepeHyus acnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2021 a.

Pwuc. 1. BHyTpeHHee yxo yenoseka

Takke ObINO 0GHapPY)XEHO, YTO MpPU COOTBETCTBYHOLLEM BbIGOpe amMnnMTyAHO-MOAYNMPOBAHHOIO
curHana cylwectByeT BO3MOXHOCTb NepeaaBaTbh YeroBeky MHGopMauunio B Buae OTAerNbHbIX CnoB, gpas
WU Opyrmx 3BYKOB. ['POMKOCTb BOCMPMHMMAEMOro 3ByKa MOXHO YBENWYUTb, HO aKyCTUYECKYlD TpaBMy
HaHeCTN HEBO3MOXHO, NOCKONbKY GapabaHHas nepenoHka B npoLecce He yyacTeyeT. DopmupoBaHue xe
crnekTpa, BOCMPUHMMAEMOro  4YerioBEKOM B BMAE  CIYXOBOrO  OLyLleHud, onpegensercs
B3aUMOOEWCTBUEM aHAaTOMWYECKUX CTPYKTYpP, NPEACTaBNAWMX Kak ©Obl CUCTEMY aKyCTUYECKUX
pe30oHaToOpPOB C AUHAMMYECKOW CBA3bHO, BbIlLE KPUTUHECKON.

B 1975 rogy B ctaTbe Henmponcuxonora [oHa KOcTteceHa, B KoTopow oOcyxaaeTcs BnusiHue
pagvauMn Ha 4YenoBevYeckoe BOCMpUATME, yNoMUHaeTcs akcrnepumeHT [koseda K. Wapna n Mapka
NpoyBa n3 Apmenckoro MHCTUTYTa Yontepa Puga. MNposogunock uccnenosaxus, B xoge kotoporo Lapn
n 'poyB, Kak coobLiaeTcs, CMOrMM pacno3HaTb AEBATb U3 OECATU CrOB, NepeaBaeMblX «MUKPOBOTHAMM
C ronocoBon Mogynsumen». MNMOCKONbKY YPOBHU M3ny4vyeHus npubnuaunucb K npegeny 6GesonacHoro
BO3JENCTBMSA NO UMEBLLUMMCA Torda npeactaeneHuam B 10 mMBT/CM?, KPUTUKM 3aMETUNK, YTO B TaKUX
YCNOBUAX MOXET MNPOU30NTU MOBPEXAEHME Mo3ra B pesynbTarte TennoBOro BO3OENCTBUA MOLLHOMO
MMWKPOBOMHOBOrO mn3ny4veHuns. K Tomy xe, He Obino «ybeamTenbHbIX JOKa3aTenbCTB HanmMyus CriyxoBoro
MUWKPOBOMHOBOro adhcpekTa npu 6onee HU3KMX TemnepaTypax MNIOTHOCTU SHEPTUNY.

3aknoyeHune

K coxaneHuto, MUKPOBOSTHOBbIA CryXoBOW 3(pdeKkT A0 KoHUa He Wu3ydeH, OfHaKo OH umeeT
noTeHUManbHOe TMNPUMEHEHME B CIyXOBbIX annapaTtax, B 3agadax 6ecnpoBogHOM nepepayun
WHdopmaumMM, a Takke nNpW COo3daHUM HeneTanbHoro opyxusa. KMccnegoBaHuss U BO3MOXHOCTb
NPUMEHEHNST  OFPaHWYEHbl MOTEHUManbHOMW BPEOHOCTbD  MMKPOBOSHOBOrO  u3nydveHusi. Cpegum
NCMOSb3YIOLWNXCA MPUMEHEHUIN — YCTPOWCTBA OTMYrMBaHUSA MNTUL M TEpMOakycTuieckas Ttomorpadus,
OCHOBaHHasi Ha MCCneaoBaHMM aKyCTUYECKMX BOJIH, BO3HMKAIOLINX B pe3ynbTaTe JIOKaribHOro TEensioBoro
pacLMpeHns TKaHen YenoBeYecKkoro Tena nog 4eNcTBUEM MUKPOBOJH.

Cnucok nutepaTypbl
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2. Frey A. H. (1961) Auditory system response to radio frequency energy. [QneKTpoHHbIN pecypc].
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UOLTg3ZWItOTQ4NzliYzVIYjQ3/view?hl=en&authkey=CKCPo7EK.
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INFLUENCE OF MAN-MADE RADIO NOISE ON A RANGE OF A CELL, WHICH USES THE
NARROW-BAND INTERNET OF THINGS
S.0. KALITA

Abstract. The analysis of the effect of excitation of auditory sensations when a person is
exposed to microwave radiation. The effect is of interest from the point of view of studying the
possible harmful effects of cellular communication devices on the human body.

Keywords: Frey, cellular communication, radio microwaves.
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CUCTEMA OBHAPYXXEHUSA U NPEOQOTBPALLEHNA BTOPXXEHUA
IPS/IDS

Kannuy A.A., maeucmpaHm 2p. 967001

Benopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHopMamuku U paduo3rieKmpOHUKU
2. MuHck, Pecnybniuka benapycb
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AHHOMayus. OnucaHbl cucmembl 06HapyxeHUs U npedomepalieHusi 8mopxeHUll 8 cemesyro UHGpacmpykmypy.

Knroyeenie crnoea. Cvctema obHapyXeHUst BTOPXKEHWIA, cMcTeMa NpefoTBpalLeHust BTopxkeHuid, IPS, IDS.

PaccmoTpum Takon Knacc peLUeHU, Kak CUCTEMbl OBHapyXeHUs1 BTOPXKEHUN n
CMUCTEMbI NpeaoTBpaLLEeHMa BTOpPXXeHUW. [JaHHbIN Knacc cpefCcTB 3alMTbl HaUeneH Ha
BbliBNEHNWE M perncrpauuio  HegoctaTtkoB B ©e30nacHOCTM  BHYTPEHHeN
NHPPaACTPYKTypbl — CeTeBble aTtaku, MOMbITKM HEeCaHKLMOHMPOBAHHOIO [OCTyna,
noBbILLEHMS NpuBUnernin, padota BpegoHocHoro MO u T.4.

IDS cocTouT Ku3 CeHCcopoB, KOTOpble MNpocMaTpuBaltdT ceTeBOM Tpaduk unm
XypHanbl W nepegarwT aHanusatopam, aHanu3aTopbl ULWYT B MOMyYEeHHbIX OaHHbIX
BPEAOHOCHbI XapakTep W B Cry4vae YcCrnewHoro o6HapyXeHus — oTnpasnsier
pesynbTaTtel B agMWHUCTPaTMBHbIN WHTepdenc [1]. B 3aBucumoctn OT MecTa
pacnonoxeHus IDS genatcs Ha ceTesble (network-based IDS, NIDS) u xoctoBble (host-
based, HIDS). B cBot o4vepenb IPS 31O nporpammHas wunu annapaTHasi cuctema
CeTeBOM U KOMMNbOTEpHOM 6Ge3onacHOCTW, OBHapyXuBawLwas BTOPXKEHUS UK
HapyweHuss 6e3onacHoOCTM W aBTOMaTMYecku 3awmuiarowas ot Hux. MeTogbl ee
paboTbl OTHOCATCS K CBOEBPEMEHHbBIM (MPEBEHTMBHBLIM) U NPOAKTUBHBIM, B OTNMYMNE OT
IDS, BbINONHsAOWEN AETEKTUBHbIE (YHKUMK. BO3MOXHOCTb NpeaoTBpalleHnsa aTak
peanu3oBaHa 3a cyeT Toro, YTo ceteBas IPS, kak npaBuno, BCTpanBaeTcs «B pa3pbiBy
CeTn 1 NponyckaeT Yepes cebs Becb TpaduK, a TakKe UMEET BHELUHNA MHTepdeNc, Ha
KOTOpbIN NPUXOANT TpauK N BHYTPEHHUN MHTEpPMENC, KOTOpbLIN NponyckaeT Tpaduk
panee, ecnu OH npusHaetca 6GesonacHeiM [2]. CtpyktypHa cxema IPS/IDS
npeacTaBneHa Ha pucyHke 1.

FIREWALL

- PS Sy -
N
» e
- Router o

Switch ~L

FIREWALL

.

- D —_—
l' e INTERNET

Switch . Router

PucyHok 1 - CTtpykTypHa cxema IPS/IDS

Hanbonee adpektuBHOM 3awmnTbl MHGPPACTPYKTYPbl SBNSETCA COBMECTHOE
ncnonb3oBaHue cpeacts IDS u IPS B ogHOM NpoayKTe — MeXCeTEBOM 3KpaHe, KOTOPbLIN
C NomoLLblo rnyboKoro aHanmsa ceTeBblX NakeToB, OOHapyXMBaeT ataku u 6nokvpyet
nx. CTOUT OTMETUTb, YTO peydb NAeT Tonbko 06 ogHOM pybexe 3alunTbl, KOTOPbIN, Kak
NpaBuno, PacrnonoXeH 3a MeXCeTeBblM 3KpaHOM. M 4ToObl JOOBUTLCA KOMMMEKCHOM
3aWmThbl cetTn, Heobxo4MMO NCMOoNb30BaTb BECb apCeHar CpeacTB 3allnTbl, Hanpuvep,
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UTM (Unified Threat Management) — coBmMecTHO paboTarlme MeXCETEBOM 3KPaH,
VPN, IPS, aHTnBmpyc, cpeacrtea counbTpaumm n cpeactea aHtucnama [3].

Cnuncok Ucnonb3oBaHHbIX UCTOYHUKOB:
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INTRUSION DETECTION, PREVENTION SYSTEM

Kaplich A.A.

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of
Belarus

Shevchuk O. G. — PhD in Technical, docent

Annotation. The systems for detecting and preventing intrusions into the network infrastructure are described.

Keywords. Intrusion detection system, intrusion prevention system, IPS, IDS.
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AHHOTaumsAs. B pgaHHom pabote npeAcTaBnieHbl NpuHUMNBLI  paboTbl M OCOBEHHOCTU  (PYHKLIMOHMPOBAHWS  MPOrpaMMHO-
KOHEUryprpyembIx ceTen.

KnrouyeBble cnoBa. lNporpammHo-koHdurypupyemas cetb, SDN, BupTyanusaumsi, OpenFlow.

B coBpemeHHOM Mupe npeabsBnsiTcs 6onblune TpeboBaHWs K rMOKOCTU M MacuTabupyemocTm
KOMMbIOTEPHbIX ceTen. HoBbIM NOAXOAO0M K MOCTPOEHUIO MHOPMALIMOHHBIX CETEN ABMNSAETCH TEXHONOMNS
nNporpamMmmHo-KoHdUrypmpyemoix ceten (SDN).

Cetb SDN — 37O ceTb nepefayy [AaHHbIX, B KOTOPOM YPOBEHb YyMNpaBfneHus U nepegayu
pasgensTca 3a cdeT nepeHoca MYHKUMA Ha OTAenbHoe LeHTparbHOe YCTPOWCTBO, Ha3blBaeMoe
KOHTponnepom. 3a cuyeT Takoro pasferieHuWst ynpaBrieHWe W KOHTPOSib COCTOSIHUS CETUM JTOTMYeCcKu
LeHTpanuaoBaH. Takon NoAXof4 NO3BONSIET YPOBHIO yNpaBneHuss abcTparnpoBaTbCsa OT YPOBHSA nepegaym
OaHHbIX.

Apxutektypa cetu SDN npeacrasneHa Ha pucyHke 1.

OBnayHan opkecTpaLua
BuzHec -npunoxeHrA MpunoxeHns SON
YpoeeHb
NpUNoXeHUN

«CeeepHbien APl-unTepdence | API

MapwpyTuaayna Perynupoeanwe Tpadmka

Koutponnep SDN

«l)xHbIen API-uHTepdenchl |

MapLupyTzaTopsl 1

KOMMYTATOpEI

PucyHok 1 — Apxutektypa cetn SDN

Apxutektypa cetu SDN MmeeT Tpu ypoBHs. YpOBeHb Nepefadn AaHHbIX BKMovaeT B cebst Habop
CeTeBbIX YCTPOMCTB M KaHanoB nepefayuM pf[aHHbIX. Ha ypoBHe ynpaBneHwss oTcrnexusBaeTcs W
nognepxuBaetcs rnobanbHoe NpeacTaBneHue ceTu, paboTaeT nporpammHbin uHtepgenc (API) ans
ceTeBbIX MPUNOXeHMN. Ha ypoBHE NpUNOXeHUn peannsyoTca pasnuyHble QyHKUUM ynpaBneHnst CeTbio:
yrnpaBrneHne MOTOKaMM [aHHbIX B CEeTW, YynpaBreHne 06e30MacHOCTb, MOHWUTOPUHT Tpaduka u
yrnpaBsreHue Ka4yecTBOM cepBuca.

Haunbonee nepcnekTMBHbIM M aKTMBHO pa3BUBAKOLWLMMCS cTaHdapTom anst ceterr SDN saBnsieTcs
OpenFlow. [daHHbIN NPOTOKON UCMoOMb3yeTcs Ans  ynpaBreHus CceTeBbiIMW KOMMyTaTopamun U
MapLupyTusaTopamMmm C LieHTpanbHOro yCTponcTBa — KOHTponnepa cetn. To ynpasrneHue 3aMeHsieT unum
gononHaeT paboTalwyld Ha komMmyTaTope nubo MaplipyTu3atope BCTPOEHHYH nporpammy,
OCYLLECTBMAOLWYIO MNOCTPOEHWe MapLupyTa, co3fjaHue KapTbl KoMmmyTtauum U T. 4. KoHTponnep
ucnonb3yeTcs Ans ynpasneHus Tabnvuamm NOTOKOB, HA OCHOBAHWMM KOTOPbIX MPUHUMAETCH peLleHne o
nepegave MpPUHSATOrO NakeTa Ha KOHKPETHbIA MOPT KoMMmyTaTtopa. Takum obpa3om B ceTn hopMmnpytoTes
npsiMble CeTeBble COeOUHEHUS C MUHUMAanbHbIMW 3adepXKamy nepefjadm AaHHblX U HeobxoanmbiMU
napameTpamu.

MpuHUMn dyHKUMoHMpoBaHua cetu SDN Ha ©0as3e npoTokona OpenFlow npegctaBneH Ha
pucyHke 2.
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KoxTponnep
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MpoTokon OpenFlow 5
yepes TLS

Kommytarop OpenFlow KoMMY TETOP b
CpenFlow
]
TaGnuua TaGnuua ! BesonacHbIf

| cusTUMEOE rpynn KaHan

MNporpasmaxos
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Tabnuua Tabnuys Tabnuua
MOTOKOB MOTOKOE NOTOKOE
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MHUEDONPOrPEMME

Y ¥\

OROHEYHEIE YCTPORCTES

PucyHok 2 — MpuHumn yHKumoHnpoBaHusa ceTn SDN Ha 6ase npotokona OpenFlow

Kaxabln KoMMyTaTop OOMMKEH coaepxaTtb ogHy unv bonee Tabnuu NOTOKOB, rPyNMnoBylo Tabnuuy n
noaaepXuBatb KaHamn CBA3W C yOaneHHbIM KOHTponnepom-cepsepoM. Kaxpgas Tabnuua noTokoB B
KOMMYyTaTope coaepXuT Habop 3anucen o MOTokax unu npaBunax. Kaxgas Takas 3anMcb COCTOUT U3
Nnonen-npu3HaKkoB, CHETYMKOB M Habopa WHCTPYKUMWA. YnpaBrneHue OaHHbIMU OCYLLECTBNAETCHA He Ha
YPOBHE OTOEeNbHbIX MakeToB, a Ha YypoBHe wWx noTtokoB. [lpaBuno B kommyTtatope OpenFlow
yCTaHaBMNMBaeTCs C y4aCTMEM KOHTpOJSiepa TONbKO AN NMEepBOro nakeTa, a 3aTeM BCE OCTallbHble
nakeTbl NOTOKa €ro ucnomnb3yloT. Vimetowmecs Ha CEerogHsWHUN geHb duanyeckne kommyTtaTopbl SDN
cooTBeTCTBYIOT cneundukaummn OpenFlow 1.0 n cogepXat TonbKo ogHy Tabnmuy NOTOKOB.

MpenmyliecTBamn ucnosnb3oBaHnsa SDN aBna0TCA MMOKOCTb M aQanTUBHOCTL YNpPaBliEHUS CETbIO,
BO3MOXHOCTb HE3aBMCMMOIO pas3BepTbiBaHMS W  MacliTabupoBaHWs, MOBbLILWEHME HaOEXHOCTH,
YNpPOLLEHNEe CTPYKTYpbl W JIOTMKA CETEBbIX YCTPOWCTB, @ TakKkKe CHWKEHWE CTOMMOCTUM CETEBOW
WHPACTPYKTYPHI.

OpHako B apxuTektype SDN cywlecTBytOT onpeaeneHHble HegoCcTaTku: nNpobrnema HagexXHoCTU m
npobnema Npon3BoaMTENBHOCTY, T.K. 3TU NapaMeTpbl HANPSMYHO 3aBUCAT OT CaMOro KOHTponsepa.

Cnu1coK UCnonb3oBaHHbIX UCTOYHUKOB:

1. B.I'. Onudbep, H.A. Onudpep. KomnbioTepHble ceTu. MpuHUMNbLI, TEXHONOMMKM, MPOTOKOMbI: YYeBHWK AN By3oB. 6-0e
nsgaxue. - Cl6.: Mutep. 2020. — 1008c.

2. 2. TaHeHbayM, 3., Yazeponn [l. KomnbloTepHble ceTn : y4eb. nocobue / 3. TaHeHbaym, [I. Yaseponn. — CI6.: MuTtep,
2013.-960 c.

3. CCNA Routing and Switching // Cisco Network Academy [3nekTpoHHbIn pecypc]. — 2021. — Pexum pgocrtyna:
https://netacad.com. — 31.03.2021.
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OnpegeneHne MeTPONOrM4eCKUX XapakTepMCcTUK aHanmsaTopa CUCTeEM
nepenayn u kabenen ceasnm AnCom A-7

Kypaw O.A., macucmpaHmka 2p.967041

Bernopycckuli 2ocydapcmeeHHbIl yHuUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. Munck, Pecnybnuka benapyck

Benowuykut A.T1. — kaHd. mexH. HayK, OoueHm

AHHOTaumss. B poknage paccMoTpeHbl pesynbTaTbl 3KCNEPUMEHTamNbHbIX WCCIeQOBaHWA METPOSIOTMYECKUX XapaKTepUCTUK
aHanusaTtopa cuctem nepegaym u kabenen ceasm AnCom A-7.

KnoueBble croBa. AHanmsaTop, CUCTeMbl nepenayu, kabenu CBA3UN, METPOJIorM4eckmne XxapakrepncTtukm, Metogmka noBepkun.
BBeaeHune

Ananusatopbl cuctem nepegadm u kabenen cBasm AnCom A-7 (ganee - aHanusaTopbl)
npegHasHadeHbl  Ans QOPMMPOBAHUA  OOHOYACTOTHbIX,  OBYXYacCTOTHbIX,  MHOrOYacTOTHbIX,
NceBAOCNyYanHbIX, LLYMOBbLIX U3MEPUTENBHBIX CUrHarnoB 1 namepeHun B gnanasoHe yactot ot 0,04 go 4096
KL crieaylolmx napameTpoB U XapakTepUCTUK:

-4yacToTa W YpPOBEHb CUrHana CeNnekTUBHO,  LUMPOKOMOSIOCHO, B3BELUEHHO,  BKIOYas
ncocomeTpruyeckoe B3BeELLNBaHNE, NOCTPOEHNE hasorpaMm 1 XpOHOrpamMM YPOBHS;

- 3aTyxaHve 1 3alULLEHHOCTb CUrHarna oT CONpoBOXAalLWNX NOMEX;

- napasnTHblEe COCTaBMALLMNE N HENMHENHDBIE UCKAXKEHNS;

- aHanus cnekTpa v perncrtpauus BCrneckoB NOMeX U nepepbIBOB;

—-M3MepeHMe 4acTOTHbIX xapaktepuctuk (YX) 3atyxanua (AYX - pabouyero, nepexogHoro,
HeCcornacoBaHHOCTN, acMMMETPUK, 3aLUMLLEHHOCTW OT MOoMeX), rPYMnoBOro BPEMEHU MPOXOXAeHUS
(FBIM), monHOro conpoTuBREHWsA (MMMNedaHca), BKMYass Mogynb, asy, akTUBHYIO U peaKkTUBHYIO
CcoCTaBnsoLne;

- COMpPOTMBMEHME, €MKOCTb W TaHreHC yrna AWMdNekTpuyecknx noTepb, WHAYKTUBHOCTb W
[OBPOTHOCTE 2-MOMOCHUKOB;

— XapaKkTepucTukun 4-nonocHUKOB 1 kabenen metogom XX-K3;

- pedpnekTomeTpuyeckne - U3MepeHus,  BKIOYas  M3MEpPeHWe  paccTosiHus OO0 MecTa
HEOIHOPOAHOCTU N 3a[iePXKN pacrnpoCTpaHEeHNS;

- M3MepeHmne 3a4epPXKKM MeXay CUrHanamy pasHomn npmpodbl Ha BXoAax.

AHanusaTtopbl COCTOAT U3 reHepaTtopa HOPMUPOBAHHbLIX JNEKTPUYECKUX UCMbITATENbHbIX
BO3[ENCTBUIA N3MEPUTENbHbLIX CUrHANoOB U N3MEpPUTENbLHOrO YCTpoMCcTBa. BHewHMn BUA aHanu3aTopos
NnpeacTaBneH Ha pucyHke 1.

BEEE == - - T

PucyHok 1 - AHanu3aTtopbl cuctem nepegaym u kabenei cessum AnCom A-7

®PyHKUMOHUPOBaHME aHanu3aTopoB, a Takke o6paboTka, HakonmneHve w npeacTaBreHne
pes3ynbTaToB M3MepeHun obecneymBaeTcs BCTPOEHHbIMU BbIYUCIIUTENBbHBIMU CPEeaCcTBAMM U BHELLUHUM
YHMBEpPCarnbHbIM MEPCOHaNbHbIM  KOMMbIOTEPOM. BCTPOEHHBbI aganTep MOAKMYEHUsT MNO3BONSET
peanu3oBaTb pasfMyHble CXEMbl MOAKMIOYEHUS aHanmM3aTopa K n3aMepsieMblM 00bEKTaM, BbINOSHAEMbIE
NnocpeacTBOM CUMMETPUYHBIX TPEXMOMKCHBIX PO3ETOK MIM KOAKCMamnbHbIX Pa3beMOoB, PaCrofOXKeHHbIX
Ha naHenu noAknyeHns aHanusaTtopall].

[ns npakTn4eckoro MCMNonb3oBaHUSA aHanM3aTopoB, Kak U APYrMx CpPeacTB M3MepeHun (poanee -
CW) HeoOXxoomMMo nepuoanyeckn MpoBeEpPSATb MX METPONorMyeckne xapakrepuctuku (ganee - MX). Otu
XapaKTeEPUCTUKN ONpeaenstoTca npyu nepuogmnyeckon nosepke unu kannbposke CU. Moepka (nnwu
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KanmbpoBka) MPOBOAATCH C UCMOMNb30BaHWEM cneunanbHo paspaboTaHHbIX MeToauk. [nsa onpegeneHus
MX aHanusatopa 6bina paspaboTaHa MeToAaMka TMoBeEpPKU. PesynbTaTbl SKCMEPUMEHTaNbHOro
onpegenennss MX aHanusartopa, Nony4yeHHble Npy onpoboBaHUN METOAVKM NOBEPKM NMPUBOASITCS HUDKE.

kcnepumMeHTanbHas 4acTb

[MoBepka aHanu3aTopoB MNPOM3BOAUTCA B COOTBETCTBMM C CReAylOWWM MepedyHeM onepauun:
BHELLHWI OCMOTP, NpOBepKa KOMMNIEKTHOCTU, MapKUPOBKM 1 YNakKoBKWU; onpoboBaHmne (KOHTPOMb YPOBHS
COBCTBEHHbIX LUYMOB TreHepaTopa; W3MepeHwe 3aTyxaHus W 3alWueHHOCTV  (hopMMpyemoro
rapMOHWYECKOro curHana); onpegeneHne norpeLlHocT YCTaHOBKU U M3MEPEHUS YacTOTbl; onpeaeneHne
MOrpeLlHOCT! YCTaHOBKM M uM3MepeHust ypoBHA Ha vacTtote 100 klu; onpegerneHve MOrpeLHoCTU
namepeHna YX acummeTpun; onpegeneHne norpewwHoctn mamepenna AYX u BI1; onpegeneHve

NOrpeLwwHoOCTN namepeHnd UX umnegaHca.
Pe3y1'|bTaTbI I/I3MepeHVIl7I KOHTPOJIA YpPOBHA COOCTBEHHbIX LyMOB TreHepaTtopa Ha BbIXOOHOM
KOaKCuaJibHOM pa3beMe 1N BbIXOOHOM CUMMMETPUYHOM pa3beMe npencrtaBlieHbl B Tabnuue 1.

Tabnuua 1 — KoHTposb YpOoBHS cOGCTBEHHbIX LWYMOB reHepaTopa

MakcunmansHa .
qyacToTa  POBEHb COBCTBEHHOrO LyMa Ha BbIXOAHOM KoakcuasnbHOM pasbéme, ABMO
YCTaHOBMEHHO VamepeHo npu
anﬁlCV'Ti:?i?:a TpebyeMblin ypoBEHb LLyMa Rren=Ru13M=75 OM
256 <-87 -93,04
1024 <-82 -86,87
4096 <-76 -81,39
MakcumaneHa YpoBeHb COBCTBEHHOIO LWyMa Ha BbIXOAHOM CUMMETPUYHOM
A 4acTtoTa pasbéme, AbM0
YCTaHOBJIIEHHO TpebyeMblin ypoBEHb LLyMa MN3mepeHo npu
ro AnanasoHa RreH=Ruam=150 Om
yacToT, K'Y
4 <-94 -104,37
128 <-86 -91,43
4096 <-73 -77,15
- TpebyeMmblit ypoBeEHb LLyMa M3mepeHo npu
RreH=Ru3m=600 Om
4 <-100 -110,54
128 <-85 -89,86
256 <-82 -86,79

Pe3yanaTb| MsmepeHwZ 3aTtyxaHua un 3aluneHHOCTU (bopMMpyemoro rapMoOHMYECKOro curHana

npencTaeneHsl B Tabnuue 2 .

Tabnvua 2 — NamepeHuve 3aTyxaHus 1 3alMLLEHHOCTM (POPMMPYEMOro rapMOHUYECKOro curHana

HacTporiku -

© HacTtporikn nsameputens M3mepsieMble BENUYMHBI
® 5 reHeparopa
T o g j
3 CC 9 SIN-curHan 2 n) o 1n
58, |58 g |56 ;| 29
sogb| 39 5 = 2 MakcumarnbHbIn 2 -3
s 2l T 4 T T - MapameTp © S
3fc| 84 o = o] S 8 M3MepsieMbIf YpOBEHb, 5 o Xz
S°5F| E3 3 e o EQ Abm A ) > 2

T > :‘yw > < 0 o

RreH=Rn3am=600 Om. NogkntoyeHne: CAMMETPUYHO
3aTtyxaHue 0,01 +0,3
4 4 0 1,02 4 Makc. 13 Tpex BO3MOXHbIX CurHan/ym 7113 > 60
RreH=Run3am=150 Om. [NogkntoyeHmne: CUMMETPUYHO
128 10 | -50 10 10 MWH. 13 Tpex BO3MOXHbIX 3atyxaHue 50,11 50 +1,5
512 10 | -30 100 10 | Makc. u3 Tpex BO3MOXHbIX 3aTtyxaHue 29,98 30+0,3
3aryxaHue 0,08 +0,3
2048 0 0 100 0 Cpeg. n3 Tpex BO3MOXHbIX Cvrnaniuym | 63,51 > 60
RreH=Runam=75 Om. MNogkntoyeHne: KoakcruasrnbHO

256 | 7 | -50 ] 100 [ 7 | MwuH.u3 Tpex Bo3MOXHbIX | 3aTyxanue | 50,18 | 50+1,5
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1024 7 -40 100 7 Makc. 13 Tpex BO3MOXHbIX 3artyxaHue 40,02 40+0,6

3artyxaHue 0,05 +0,3

4096 0 0 1000 0 Cpeg. 13 Tpex BO3MOXHbIX

CurHan/wym | 59,07 > 56

[na onpegeneHna NOrpeLlHOCTM YCTAaHOBKM U M3MEPEHMSI YacTOTbl rapMOHWYECKOro curHana
noBepsieMbIM aHanM3aTopoM, YCTaHaABNMBAETCA YPOBEHb rapMOHMYECKOro curHana pasHein 6 gbm0. K
KoaKkcuanbHOMYy BbIXO4Yy MOAKMOYAeTCs CorflacoBaHHasd Harpyska W Jactotomep. PesynbraThl
onpefeneHns 3Ha4YeHun MOrpPeLIHOCTM YCTaHOBKM WM MU3MEPEHMSI 4acTOTbl FapMOHWYECKOro curHana
npeacTtaeneHsl B Tabnuue 3.

Tabnuvua 3 — OnpegenexHve NOrpeLlHOCTM YCTaHOBKM U M3MEPEHNSI YacTOTbl rapMOHUYECKOro curHana

YacTtoTa rapMOHMYECKOro curHana, Ky [NorpeluHocTb, KMy

HomuHanbHas Mpwn Mpwn
[Noka3aHus NokasaHusa
yacToTa, dopmMmpoBaHMm n3mepeHnn Honyckaemoe
YacToTomepa, | aHanusaTtopa,
dopmupyemas = E 4acToThl, 4acToThl, 3Ha4yeHune
aHanun3aTopom, Frex " e Fren - Fum Fuam - Fuu
100,0 99,9999 100,000053 0,00010 0,000053 + 0,00105

OnpegeneHve MNOrpeLIHOCTEN YCTAaHOBKA W W3MEPEHWs YPOBHS FapMOHMYECKOro curHana Ha
yactote 100 kly npousBoguTCA C npuMmeHeHnem BonbTMeTpa B3-63. Pesynbtatel npoBepku
npeacTaeBneHsl B Tabnuue 4.

Tabnvua 4 — OnpegenexHve NOrpeLlHOCTeN YCTaHOBKM U M3MepeHns ypoBHs Ha yactoTe 100 klMy

0 MorpewHocTtb, b
[=3
MakcumarbHas 3 < YpoBeHb, 0 S o
43 N3MEpPEHHbIN YpoBeHb, @ T 5
yacrtoTa 8 . o -~ 2 o - 2 2Z
YCTAHOBNEHHOTO = BONbTMETPOM N3MEepPEHHbIN %o S o z 2
o g2 C y4eTom aHanu3aTopom, k- s x0
AnanasoHa Qs 2 EMO. P 8 3 ® 8 3 S m
gacTor, kI > R KoppeKumuun, AbMO, Pusm >S5 S g8 2
’ 5 D,EMO, PBM o CS)_ =
m - C
MogkntoyeHune: koakcmaneHo. RreH=Runam=75 Om. Koppekuus: Pem[gbm0]=Pem[ab]-1,761
128 1,794 0,033 -0,053 -0,03 -0,09 +0,2
256 1,804 0,043 -0,009 -0,04 -0,05 +0,2
512 1,804 0,043 0,012 -0,04 -0,03 +0,2
1024 1,804 0,020 0,007 -0,02 -0,01 +0,2
2048 1,804 0,043 0,015 -0,04 -0,03 +0,2
4096 1,807 0,046 0,019 -0,05 -0,03 +0,2
MogkntoyeHune: cummeTpndHo. RreH=Runam=150 Om. Koppekuus: Pem[abm0]=Pem[ab]-4,771
128 4,736 -0,035 -0,067 0,04 -0,03 +0,2
256 4,751 -0,020 -0,058 0,02 -0,04 +0,2
512 4,751 -0,020 -0,056 0,02 -0,04 +0,2
1024 4,758 -0,013 -0,043 0,01 -0,03 +0,2
2048 4,763 -0,008 -0,039 0,01 -0,03 +0,2
4096 4,760 -0,011 -0,035 0,01 -0,02 +0,2

OnpepgeneHne norpewHocTn uamMepeHua YX 3aTyxaHuss acuMMETpUn nNpouM3BOLAMTCS Mpu
MCMoNb30BaHUN pe3ncTMBHOro genutens [062/63.19 (62,00 Om n 63,19 Om), obecneumBatoLiero
BOCnpousBeaeHne 3atyxaHus acummeTpum pasHoe 50,0 ob 1 nogknoyaeMoro K CUMMeTPUYHOMY BXOAY
nosepsiemoro adHanusatopa [3]. PesynbTaTbl MpOBEpKM oONpedeneHnss MorpeHoCT U3MepeHnst
YACTOTHOW XapaKkTEPUCTUKM 3aTyxaHUs aCMMMeETpUM NpuBedeHbl B Tabnuue 5.

Tabnuua 5 — OnpegeneHve NOrpeLlHOCTU U3MEPEHNS YACTOTHOWM XapaKTEPUCTUKM 3aTyxaHUs acMMETPUM

MakcumanbsHoe no abCcontoTHOMY 3HAaYEHMUIO OTKITOHEHME
MakcumanbHas 3aTyxaHve YaCTOTHOW XapaKTepUCTMKN 3aTyxaHus acummeTpun oT
Hacrora acummeTpum SaAaHHoV
yCTaHOBIMEHHOro PE3NCTUBHOTO YacTtoTa Makc. 3atyxaHue acummeTpun, ob
AnanasoHa 4acToT U envTens, aB OTKINOHEHUS N3mepeHHoe 3HaveHne
napameTpbl MHC A ’ 3artyxaHus (no 3aTyxaHusi acCUMMEeTpPUM C Honyck
rpacduky), k', | makcuManbHbIM OTKIIOHEHWEM
ey S 50 82,5 50,41710 505
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1024 kl'u, F1=60 kU,
N=17, DF=60 KT, 50 420,0 50,31818 50+5
4096 kI'u,
F1=240 «Tu, N=17, 50 3840,0 48,71079 505
DF=240 kl'y,

PesynbTtaTbl onpegeneHns MNOrpeliHoCTeN M3MepeHUsT NMOBEPSIEMbIM aHanM3aTopoM YacTOTHbIX
xapaktepuctuk (4X) satyxanHusa (AYX) nm OTHOCUTENBHOrO rPyMnoBOro BpemeHu npoxoxaenus (IBIT)

npuseneHsl B Tabnue 6.

Tabnuua 6 — OnpeueneHVle NOrpeLLHOCTEN UBMEPEHUS YACTOTHbBIX XapaKTepUCTUK 3aTyxaHuna U BpeMeHun

NPoOXoXxXaeHus
MakcumanbHoe no abCcontoTHOMY 3Ha4YEHMIO OTKITOHEHME YAaCTOTHOM
M = XapakTePUCTUKM NOBEPSIEMOro napameTpa (3aTyxaHusi Unn BpeMeHU
akcnmarnbHas £ e NPOX0XAeHns) oT 3ag4aHHON
yacrtoTa o o
® s 3HayeHne NoBepsiEMOro napameTpa
YCTaHOBEHHOIO s g UacToTa Make
AnanasoHa 4acToT 1 2 g ) N3mepeHHoe 3Ha4yeHne ¢
napameTpbl MHC 2= 0:;2;';?(;? ﬂKéﬁo MaKcUMarnbHbIM 'D'Osléz?::’;oe
’ OTKINOHEHMEM OT 3a[1aHHOro
MNopkntoyeHue: koakcuanbHo. RreH=Runam=75 Om
128 klu, F1=30 kI, N=79, AYX, ob 33,75 0,25696 +0,3
DF=1,25 W'y B, mkc 30,00 1,16878 +10
1230 ;023_%6 ppere ASX. mB 30,00 0,19142 +0,3
Rt Yathel MBI, Mkc 30,00 0,88545 +1,2
1260 ?09?\]52%» E60 AYX, nb 4080,0 0,21583 +0,3
R N MBI, Mkc 30,00 0,16307 +0,3
MogkntoyeHne: cummeTpnyHo. RreH=Rnam=150 Om
128 kl'u, AYX, nb 97,5000 0,13134 +0,3
F1=0,625 kI, N=204,
DF=0,625 kLl BIM, mkc 44,3750 0,57448 +10
1024 Ky, AYX, ob 675,00 0,05898 +0,3
F1=5klu, N=204, DF=5kTu | B[, mkc 560,00 0,10171 +12
4096 KTy, AYX, nb 2200,00 0,07251 +0,3
F1=20 k', N=204, DF=20
KT 'BIM, mkc 4020,00 0,04814 +0,3

MorpewHocTb n3amepeHns YX nvnegaHca npmeeneHsl B Tabnuue 7.

Tabnuvua 7 — OnpegenexHve NOrpeLlHOCT 3MEPEHNS YaCTOTHOW XapaKTepUCTMK/ umnegaHca

MakcumanbsHoe no abcontTHOMY 3HaUYEHMIO OTKITOHEHNE YaCTOTHOMN
Qs XapakTepucTMKM uMmnegaHca ot 3agaHHoro o6pasLoBoro 3HaveHuns
o 3
I . aTtyxaHue acummeTpun, ab
MakcumansHas yactota | 8 g Lo S 62T ; y puv, A
yCTaHOBNEHHOMO 15| $39 - TS g = SMepeHHoe
AnanasoHa 4acToT K 5® el 2 g c:I>
napameTpbl MUC ag| =228 5883 nMnenaHca ¢ Honyckaemoe
S5l 8 g ez 522 -g MaKcuMMasbHbIM 3Ha4eHve
O = 5% 3 Tosga OTKOHEeHMeM OT
o o J = =
3afaHHoro
128 kl'u, F1=7,5 kl"'y, N=17,
DF=75 Ky 600 600 3,75 586,63 600 + 18
150 150 1560 146,69 150 £4,5
1024 kl'u, F1=60 kl'u, N=17,
DF=60 kLl 135 150 1800 146,55 150 £ 4,5
120 150 1560 146,60 150+4,5
4096 kl'u, F1=240 kl"u, N=17,
DF=240 100 150 3840 142,35 150+ 9
BbiBoAbI

lMpvBeOeHHble Bbilwe pesyrnbTaTbl IKCNepuMeHTarnbHbIX ncenegosaHmi MX aHanusatopa AnCom
npmbop CcooTBeTCTBYET

A-7 nokasblBaloT,
npou3BoguTeNiem
MHGOKOMMYHMKALM

4yTo

n
n.

MOXeT MNPUMEeHATbCA AnA

TEXHNYECKUM

XapakTepucTukam,

3adABIIEHHbIM

KOHTpONsi napamMeTpoB B CeTaX W cuctemax
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YOK 004.738.2
TEXHOJIOMUM VPN ANA KOPMOPATUBHbIX CETEUN

KyuuHckud I1.C., cmydeHm 2p.763102

Benopycckuli 2ocydapcmeeHHbill yHugepcumem uHgopMamuku U paduosnekmpoHUKuU®
2. MuHck, Pecniybniuka benapycb

Laebidoea H.C. — kaHO. mex. HayK., doueHm

AHHOTaums. B paboTte npeacTaBneH aHanu3 BO3MOXHbIX peanusauumin ceTy npegnpuatus Ha 6ase TexHonormii VPN.

KnioueBble cnoBa. BuptyanbHas yactHas cetb, VPN, VPN-wnio3, VPN-knueHT, VPN-cepBep, Site-to-Site VPN, Remote Access
VPN.

VPN (Virtual Private Network) — 31O noruveckasi ceTb Ha 6a3e BMpPTyamnbHbIX TYHHENen,
coslaBaemasi noBepx ApPYro KOMMYHWKaUMOHHOW ceTu. [lpu STOoM, Oaxe ecnu KOMMYHUKauuu
OCYLLECTBMAKTCA MO NyONNYHBIM CETAM C UCMNOfMb30BaHWEM Hebe3onacHbIX MPOTOKOMIOB, TO 3a CYET
WndpoBaHMA CO34alTCA 3aKpbiTble OT NOCTOPOHHMUX KaHanbl o6MeHa nHdopmaummn n obecnevmBaeTcs
KOHMAEHUMANBbHOCTb U LLENOCTHOCTb AaHHbIX. [10CTyn K TakOMy BMPTYyaribHOMY TYHHEO OOIMKEH ObITh
Ype3BbIYaMHO 3aTPyOHEH BCEM BO3MOXHbIM aKTUBHbIM WM MACCMBHbIM BHELWIHWM Habnogatenam. VPN
nosgonseT o0beauMHUTb, HanpuMMep, HEeCKONbKO O(MCOB opraHvM3auumn B eOuHylo ceTb ¢ GesonacHoun
nepegadven nHdopmaumm yepes NHtepHer [1].

[ns cosgaHusa BMPTyanbHOM YaCTHOW CEeTU KpymHOro npeanpuatus HyxkHbl VPN-wniossl, VPN-
cepepbl 1 VPN-knmeHTbl. VPN-Wnio3bl uenecoobpas3Ho Ucnonb3oBaTh AN 3alUUThl OKamnbHbIX CETEN
npeanpuatus, VPN-cepeepbl n VPN-KMMEHTbI MCNONb3YOT A4S OpraHn3aumm 3alueHHbIX COeaNHEHWUN
yOaneHHbIX 1 MOBUIBbHBIX MONb30BaTENEN C KOPNOPATUBHOM CETbIO Yepe3 NHTEpHeET.

VPN-knueHT npepctaensieT cobol nporpammHbIA - UM NPOrpamMMHO-annapaTHbIl - KOMIIEKC,
BbINOMHSAEMbI 0ObIYHO Ha Ha3e nepcoHarnbHOro komnbtloTepa. Ero ceteBoe nporpammHoe obecneyeHme
MoauduuupyeTca Ons  BbINONHEHUs WKUEPOoBaHUS W ayTeHTuduKkaumm Tpaduka, KOTOpbIM 3TO
yCTponcTBO 0bMeHumBaeTcsa ¢ apyrumu VPN-knneHtamu, VPN-cepBepamun unu wnto3amm 6e3onacHocTm
VPN.

VPN-cepBep npeacTtaBnseT cobOOM MporpaMMHbIA MW NPOrpaMMHO-annapaTtHbIi  KOMMMEKC,
BbliNOMHsAOWMNA  dyHKumMmM  cepBepa. VPN-cepsep  obGecneuuBaer  3awuMTy  cepBepoB  OT
HECaHKLMOHMPOBAHHOIO AOCTYMNA N3 BHELLHUX CETEN, a TakKe OpraHu3aumio 3allmLeHHbIX COeaUHEHUI C
OTAENbHBIMA KOMMbIOTEPAMM U C KOMMBbIOTEPAMM U3 CErMEHTOB [lOKamNbHbIX CETEW, 3allMLLEHHbIX
cooteeTtcTByoWMMN VPN-npogykramu.

Wno3 6GesonacHoctn VPN — 3TO ceTeBOoe YCTPOWCTBO, MOAKIMIOYAEMOEe K ABYM CETAM U
BbiNonHsAwwWwee QyHKUMM  WndpoBaHUs W ayTeHTUdUKaLMM Ong  MHOFOYUCIIEHHbIX  XOCTOB,
pacnonoxeHHbIX 3a HuM. LLnto3 6e3onacHocTn VPN fomkeH ObiTb pa3MelleH Tak, YToObl Yepes3 Hero
npoxoaun Becb Tpaduk, NpefHasHaYeHHbIA ANA BHYTPEHHEN KOpNopaTnBHON CeTu.

Knaccundumumposatb VPN pelueHnst MOXXHO NO HECKOSbKMM OCHOBHbIM napameTpam [2]:

— MO TUMNY UCNOSb3yeMON Cpeabl:

1 3awmwénHole VPN cetu. Hambonee pacnpoCTpaHEHHbIN BapuaHT MPUMBaTHbIX YacCTHbIX
cetein. C ero NnoMoLLbI0 BO3MOXHO CO34aTbh HAAEXHYH U 3aLUULLIEHHYO NOACETb HA OCHOBE HEHAAEXHOM
ceTu, kak npasuno, NHTepHeTa. MNpumepom 3awmiénHbix VPN aensatoTcs: IPSec, OpenVPN n PPTP.

2 [oseputenbHble VPN ceTtu. Micnonb3yoTca B criydyasx, Korga nepegaroLlyro cpegy MOXHO
cumTaTh HaEXHOM M HeobXoouMO pewwnTb NYWb 3adadvy CO34aHUSA BMPTYarbHOW MOACETM B paMKax
Oonbwen cetn. Bonpocbl obecneveHnss 6e3onacHOCTM CTaHOBATCA HeakTyarnbHbiMU. [pymepamm
nogobHeix VPN peweHun sapnsioTtca: MPLS wn L2TP. OTM npoTokonbl NepeknagbiBaloT 3agady
obecneyeHus Ge3sonacHocTM Ha apyrue, Hanpumep L2TP, koTopbI kKak NpaBuio, UCMonb3yeTcs B nNape ¢
IPSec.

— no crnocofy peanusaumu:

1 VPN ceTu B Buae creumanbHOro nporpaMmmHo-annapatHoro obecnevyenusi. Peanusauus VPN
CETU OCYLLIECTBMSIETCS NPU NMOMOLLM CneLmnarnibHOro KOMMeKkca NporpamMmMHO-annapaTHbIX CpeacTB. Takas
peanusaumsi obecneyvMBaeT BbICOKYH) MPOM3BOOUTENBHOCTL W, Kak MpaBWUo, BbLICOKYHD CTeneHb
3alLNLLEHHOCTMN.

2VPN cetu B BuAe nporpaMmMHOro pelueHusi. cnonb3yloT nepcoHarnbHbIi KOMMbIOTEP CO
crneynanbHbIM NporpamMmmMHbIM obecneyeHneM, obecneunsaoLwmM yHKLMOHanbHOCTbL VPN,

3VPN cetn c wuHTerpupoBaHHbIM pelleHnem. PyHkumoHansHocTe VPN obecneumBaeT
KOMMMEKC, peLlaLmin Takke 3agadm puneTpauumn ceteBoro Tpaduka, opraHM3aumm ceTeBoro akpaHa u
obecneyeHnst kKayecTBa 0b6CNyXMBaHMUS.
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— No HasHa4deHuto: Site-to-Site VPN, Remote Access VPN

CoegnHeHune «To4ka-Touka» (Site-to-Site) npumeHseTcs Ansa NoAKIYEHNs BCEN NTOKaNbHOW CETU
B OOHOW NOKauuMu K JioKanbHOW ceTu B Apyro. CTaHOapTHLIN CLEHapui — MOAKIHYEHNE yaaneHHbIX
dunuanosB K UeHTpasibHOMYy oducy unu garta-ueHTpy KomnaHun. [pu aTom He TpebyeTcs ycTaHOBKa
VPN-KNMEHTOB Ha YCTPOWCTBa MNONb3oBaTeNen, Tak kak coeanHeHue obpabaTtbiBaeT VPN-wnio3, u
nepegava gaHHbIX Mexay YCTPOMCTBaMu B pasHbIX CETSIX MPOUCXOAUT npo3padHo. [pu ncnons3osaHum
VPN Ttuna Site-to-Site wnio3 VPN ogHON yganeHHON nokanbHOM ceTu B3avMOAEWNCTBYET CO LUM030M
OpYron nokaneHON ceTn Ang cosgaHunst 6e3onacHoro TyHHeNs. YaaneHHbIM ycTponcteam He HykeH VPN-
KIWEHT, OHN OTNPaBnsaoT 0bblYHbI Tpaduk vyepe3 wno3bl VPN. Cxema VPN-coeguHeHus Site-to-Site
npeacraBneHa Ha pucyHke 1.

Site-to-Site VPN

FonoBHo#l oduc buanan

|
VPN TyHHenb @ @
|
|
|
|
|

[——
s 21682 0/24

WHTepHer

I

|

|

f

BT 2 HAR 2T ‘
92 1681, 0/24 |
I

I

I

I

I

I

PucyHok 1 — Cxema VPN-coeanHeHus Site-to-Site

VPN ypaneHHoro pgoctyna (Remote access VPN) wucnomnbsyetca Ans npegocTaBneHns
COTpyOHWKaM KommnaHmu Ges3onacHoro AocTyna K KopnopaTuBHOW CeTU U ee pecypcam Yepes nyenunyHyto
cetb WNHTepHeT. 370 ocobeHHO akTyanbHO, Korga Ans NOAKMYeHus K VIHTepHeTy uncnonb3yeTcs
obwectBeHHasa Toyka goctyna Wi-Fi nnm gpyrne HebesonacHble cnocobbl nogknodeHns. Ansa Remote
access VPN Takke HeobxoamMmo, 4ToBbl Ha YCTPOWCTBE ObINO YCTAHOBIIEHO KIMMEHTCKOe NporpammHoe
obecneyeHne. OT1o nporpammHoe obecneyeHne VPN-knueHTa B3ammopgenctsyeT co wno3oMm VPN, Ha
KOTOPOM MpOM3BOAMTCHA ayTeHTudmkauma u asTopusaums nofb3osBaTens M co3gaeT 3alMLLEHHbIN
«BUPTYanbHbIN» TYHHENb MEXAY NnoKanbHOW CeTblo M W3oM. locne ycnewHoro npoxoxaeHus 3Ton
npoueaypbl Monb3oBaTtenb NofyyaeT AOCTYN K BHYTPEHHWM CeTeBbiM pecypcam (davnoBbii cepsep,
0asbl [aHHbIX, MPUHTEPblI M Apyrne) Tak, OyaTo OH MNOAKMYeH K nokanbHon cetn. Cxema VPN-
coegvHeHnsa Remote access npeacrtaBneHa Ha pUcyHke 2.

YpaneHHbIA goctyn
Remote Access VPN

VPN TyHHenb.

WHTepHer

Komanamposka
PucyHok 2 — Cxema VPN-coeamHeHus Remote access

CTtouT Tak xe yuntbiBaTh, YTO VPN MOXHO pasnuyaTtb No cpeacteam peanusauum;

— VPN Ha 6a3e ceteon OC;

— VPN Ha 6a3e nporpaMmHoro obecnedeHus;

— VPN Ha 6a3e mapLupyT1M3aTopoB;

— VPN Ha 6a3e 6paHamayapos;

- VPN Ha b6a3e annapaTHbIX cpeacTs.

K cpeactBam VPN, BbINONHEHHbIM B BMae aBTOHOMHOro MO otHocatca n VPN-wnio3abl, n VPN-
KNUeHTbl. MHOrme KOMMaHUKU-MPOU3BOAUTENN annapaTHbIX LUMK30B  OOMOSMHSAKT  JIMHENKY CBOMUX
NPOAYKTOB YMCTO MporpaMmmHon peanu3aumen VPN-knveHTa, KOTOpbIA paccynTaH Ha paboTy B cpede
ctaHgaptHon OC. YTo kacaeTcs MporpaMMHbIX LUMHO30B (MHOrA4a OHM HasbliBalOTCA Takke «cepBepa
3alUMLIEHHbIX  KaHamoB»), TO MPOWM3BOAWUTENU Kak MpaBWNO  HarpyxawT WX  HEeKOTOpbIMU
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AONOSTHUTENBHLIMU OYHKUMAMM MO 3allMTe AaHHbIX, HanpuMmep: GyHKuuamMu no punbTpaumm Tpadduka
W KOHTPONK AOCTyna, CBOWMCTBEHHbIMM GpaHgmayapy. [loatomy rpaHvua mexgy OpaHgmayapamu co
BCTpOeHHbIMU pyHKumaAMn VPN u nporpammHbiMi VPN-wno3ammn oveHb pasmbita. Hanpumep, Takum
npoayktom siBnsietca RRAS (Routing and Remote Access Service). RRAS Bknovaer B cebs
YCOBEPLUEHCTBOBAHHbIA NMPOrpamMmMHbIA MHOTOMPOTOKOSbHbBIA MapLUpYTU3aTop, KOTOPbIN MoAAepXusaeT
npoTtokonbl mapwpytusaumm RIP n OSPF n3 TCP/IP. RRAS moxeTt 6bITb ucnonb3oBaH kak VPN-wwnio3
npv B3aMMOOENCTBUN «CeTb-CETbY [3].

VPN Ha 6a3se ceteBon OC. lMpumepom gasnstotcsa cuctembl Windows. [Ons cosganua VPN
ucnonb3yetcsa npotokon PPTP, koTopbii nHTerpupoBaH B cuctemy Windows [4]. [laHHOe pelueHne oveHb
npuBnekaTenbHO Ans  opraHusaumi, wucnonb3ywowmx Windows B KayecTBe KOprnopaTUBHOM
onepauuoHHON cucTemMbl. HeobxoaMMO OTMETUTb, YTO CTOMMOCTb TaKOro PELUEeHWUst 3HAYUTENBbHO HUXe
CTOMMOCTHM Npoymnx pelieHun. B pabote VPN Ha 6a3e Windows ncnonb3yetcs 6a3a nonb3osatenen NT,
xpaHsiwasica Ha Primary Domain Controller (rnaBHbin koHTponnep gomeHa) (PDC). MNpu nogkntoyeHnn K
PPTP-cepBepy nonb3oBaTenb ayTeHTuduumpyetcs no npoTtokonam PAP, CHAP wnun MS-CHAP.
MepemaBaemble nakeTbl WHKancynupytotca B nakeTbl GRE/PPTP. [Ona wwudpoBaHus nakeToB
nucnonb3yeTcs HecTaHOapTHbIM nNpoTokon oT Microsoft Point-to-Point Encryption ¢ 40 unun 128 6utHbIM
KMNIOYOM, Morny4yaemMbiM B MOMEHT YCTaHOBKM coeanHeHusl. Hepoctatkamu OaHHOW CUCTEMbl SBMASIOTCS
OTCYTCTBME MPOBEPKM LENOCTHOCTU AAHHbIX U HEBO3MOXHOCTb CMEHbI KIHOYEN BO BPEMS COELUHEHUS.
MonoXnTenbHbIMU MOMEHTaMM ABNAOTCS NerkocTb nHTerpauum ¢ Windows n Hu3kasi CTouMOCTb.

VPN Ha 06ase MapwpyTM3aTtopoB MNPUMEHSeTCS Ans  CO34aHus  3alUMLLEHHbIX KaHanos
MapLIpyTU3aTopoB. Tak Kak BCSA MHQoOpMauus, ucxodswias M3 FoKanbHOW CeTu, NPOXOAWT 4epes
MapLipyTusatop, TO Ha MapLlpyTM3aTop MOXHO BO3MNOXWUTb M 3adayun wudpoBaHus. [pumepom
obopynoBaHust ana noctpoennss VPN Ha mapuwpyTtusaTopax sBnseTtca obopydoBaHuMe KOMMaHuu
«Cisco». HaumHas c Bepcum nporpammHoro obecnedernunss 10S 11.3, mapuwpytusatopbl Cisco
nogaepxueatoT npotokonbl L2TP n IPSec. lNMomnmo npocTtoro wndpoBaHns npoxoasiien nidopmaumm
Cisco nopgepxuBaet u gpyrme dyHkummn VPN, Takume kak wugeHTudmkauus npu  ycTaHOBfIEHUMU
TYHHENBHOTO COeANHEHMS N OOMEH Krtoyamu.

VPN Ha Ga3e OpaHamayspoB. BpaHamayspbl GonblUMHCTBA MpOM3BOAUTENEN MNOOAEPXKMBAIOT
TYHHenupoBaHue un wudpoBaHne aaHHbix. K nporpammHomy obecneyeHunio bpaHamayapa gobasnsercs
MOAYNb WKNgpoBaHud. HegoctaTtkom 3TOro MeToga MOXHO Ha3BaTb 3aBUCUMOCTb MPOM3BOOUTENBHOCTU
OT annapartHoro obecneyeHuns, Ha KOTopoMm paboTtaet 6paHamayap. Mpu ncnonb3oBaHUM GpaHaMayapoB
Ha 6ase K Hago NOMHWTL, YTO NOAOOHOE peLLeHNe MOXHO MPUMEHATb TOMLKO ANs HeBonNbLWNX CeTen ¢
HebonblwnM 06beMoM NepegaBaeMon nHopmaumm.

BapuaHT noctpoeHus VPN Ha cneumanbHbIX YCTPOWCTBax MOXeT ObiTb MCMOMb30BaH B CETSX,
TpebytoLLmMX BbICOKOW MPOM3BOAUTENBHOCTU. BbigeneHHble annapaTHble W3bl peanusoBaHbl B BUAe
OTOENBbHOMO annmapaTtHOro YCTPOWCTBA, OCHOBHAsA OYHKUMA KOTOPOro — BbICOKONPOM3BOAUTENBHOE
wndgposBaHme Tpaddpuka. VPN-ycTpoincTBa aBnatoTca hakTMyeckumm nugepamu npakTuyeckn no Bcem
nokasartensm, KpoMe OOHOr0 — CTOMMOCTW. AnnapaTHble L3kl BbICLUEro krnacca o06s3aTenbHO
noggepxusatoT IPsec, npuM4eM CO MHOTMMW pPaclMpPEeHWsiMM B BMOE HOBbIX W  MOLHbIX B
KpunTorpacmyeckom oOTHoweHun anroputmoB. O6nagaloT BbICOKOW MPOM3BOAUTENBHOCTLIO 3a CYeT
annapaTHOM NoaaepXXku onepauun wndposaHus. o yoobCcTBy M MPOCTOTE UHCTANMALMK, annapaTHble
LWNto3bl 06bIYHO HAMHOTO NMPEBOCXOAAT NPOrpaMMHbIE LLUMO3bl U TakMe KOMOMHMPOBAHHbIE PELLIEHMs], Kak
LNto3bl Ha OCHOBe OpaHAMayapOB M MapLUpyTM3aTOpoB. AnnapaTHOE YCTPOMCTBO YXe MpY BKITHYEHUU
rotToBo paboTtaTtb, eMy He HaO NPOXOAUTb FPOMO3AKMIA NPOLLECC MHCTannsaumMm B cpege kakon-nmoo OC,
Kak 3T0 TpebyeTcs Anga 60MNbLUMHCTBA NPOrPamMMHbIX UM KOMOUHUPOBAHHbBIX NMPOAYKTOB, a Ans paboTbl
HeoOXOAMMO TONbKO 3aaTb 3HAYEHUS KOHKPETHBIX apecoB U, MOXET ObITb, KMoYel Ans ycTaHOBNEHWS
TOHHenen.

OnucaHHas Bblle Knaccudumkauma no3sBonseT peanu3osbiBaTb VPN  ceTv  pasnuMyHbiMu
crnocobamn, Kaxabli M3 KOTOpPbIX WUMEET CBOM MNpeMMyLlecTBa W HeAoCTaTku B 3aBUCMMOCTM OT
TpeboBaHui Kk cetu. MNpu BbIbOpe pelieHuss TpebyeTcs y4uuTbiBaTb (DaAKTOPbl NMPOM3BOAMTENBHOCTU
cpenctB noctpoeHus VPN. Ona noctpoeHns VPN nydwe Bcero uUcnonb3oBaTb creunanvsaMpoBaHHoOe
obopydoBaHne, OOHAKO eCnn MMeEeTCs OrpaHMyeHue B CpeacTBax, TO MOXHO 00paTuTb BHMMaHue Ha
YMCTO NporpaMmHoe peLueHue [5].

Takum 06pa3omM, OCHOBHbIMM AOCTOMHCTBAMM ucnosfb3oBaHuMs VPN-TexHonormi ansa sawurbl
WHpopMaLmn B pacnpenerieHHbIX KOPnopaTUBHbIX CETAX SABMSAOTCS:

1 BO3MOXHOCTb 3aLuThl BCEN KOPNOpaTUBHOW CETU.

2 MacwtabumpyemocTb CUCTEMBI 3aLLMUTHI.

3 Vicnonb3oBaHne pecypCcoB OTKPLITbIX CETEN B KAYECTBE OTAENbHbIX KOMMYHMKALMOHHBLIX 3BEHLEB
KOpPNopaTUBHOW CETW; BCE Yrpo3bl, BO3HMKAKOLLME MPU WUCMONb30BaHMM ceTel OOLLero nonb3oBaHus,
OyayT KOMNeHcMpoBaTbCA cpeacTBaMM 3awuTbl MHGOPMaLUK.

4 ObecneyeHne MOOKOHTPONbLHOCTM paboTbl CeTM WM [JOCTOBEpHas waeHTUdmKaums Bcex
WCTOYHMKOB MHpopMaLun.
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5 CermeHTaums MHPOPMAaLMOHHBIX CUCTEM U OpraHm3auusa Ges3onacHow aKchniyaTtauum CUCTEMBI,
obpabaTbiBaowen MHPOPMALMIO Ppas3fIMYHbIX YPOBHEN KOHMPUOEHUMANBHOCTW, MNPOrpPaMMHbIMU U
nporpamMmHo-annapaTHbIMM CpeacTBamMu 3alLmTbl MHpopmauun.
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YOOCTOBEPAIOLWUA LEHTP CUCTEMbI 3ALLUTDI
MHO®OPMALUN B PACIMNPEOENNIEHHOWU CETU NPEAONPUATUA

Jloduc A.B., mazucmpaHm ep. 067041

Bernopycckuli 2ocydapcmeeHHbIl yHUsepcumem UHgopmamuku U paduod/1eKmpOoHUKU
2. MuHck, Pecniybniuka benapycb

CanomamuH C.b. — kaHOuOam mexHU4YecKuUx HayK, OoueHm

PacnpocTpaHeHve u BHeapeHVWe WHMOPMALMOHHBIX TEXHONMOMMA MPUBENO K TOMY, YTO MPUMEHEHWE 3SMEKTPOHHbIX
[OKYMEHTOB BMECTO MevaTHbIX SBRsieTcs Hambonee yaoGHLIM CNocob6oM [0KYMeHToo60opoTa, No3TOMy AN opraHu3aumn ero Ha
npeanpusiTUM HEOBXOAMMO CO3[aHNe 3aLLMLLEHHON CeTH Nepeaaym AaHHbIX, a TakkKe PerucTpauoHHOro LeHTpa npeanpuatus ans
CO3AaHVs 1 BblAayy 351eKTPOHHOW LMDPOBOI NOAMNMCH COTPYAHUKAM.

Llenbto pabotbl dBnsieTcs cosgaHne obnuka 3alMWEeHHOM CeTu nepefadv  OaHHbIX U
perucTpaumMoHHOro LeHTpa NpeanpusaTus, MOBbIEHME 3aluTbl CeTM Nepefayn AaHHbIX, TeM CambiM
obecneyeHne unHMOPMaLMOHHON 6e3onacHOCTM NpUM  W34aHWKM, PAacNpPOCTPaAHEHUM W XpPaHeHUM
CepTMdMKaTOB OTKPbITbIX KOYeW MPOBEPKM 3MEKTPOHHON LMcpoBOM MOAMMCKH, MPUCOEAMHEHUE K
nonuTuKe NpumeHeHus cepTudmkaTtoB PecnybnukaHckoro yooctoBepsiowero LeHTpa focyaapcTBeHHOWM
CUCTEMbI YMpaBrieHNsa OTKPbITbIMW KMO4YamMu NPOBEPKW 3MEKTPOHHOW LudpoBon nognucu Pecnybnunkm
benapycs.

lMpn BHeOpeHWM CUCTEM SMEKTPOHHOro AOKymMeHToobopoTa Ha npeanpuatunm HeobxoaMmo
opraHu3doBaTb W YeTKO OTNagntb (QYHKUMOHMPOBaHWE CeTu nepefadym AaHHblX C obsasaTenbHbIM
NPMMEHEHNEeM OCHOBHbIX TpeboBaHMi MO WHEOPMALMOHHOW 6Ge3onacHoCTW, a MMEHHO obecneynTb
KOHMAEHUNANbHOCTb, LENOCTHOCTb M OOCTYMHOCTL MHA OpMaLuun.

Kak npaBuno y camoro npeanpuatvs HeT COBCTBEHHbIX PECypCOB CeTW CBA3W U Heobxoanmble
KaHanbHble pecypcbl apeHOylTCsa W3 CeTu CBA3M obero mnonb30BaHUA Yy peroHanbHbIX U
HauMoHanbHbIX ONepaTopoB CBA3W.

Mcnonb3yemble CTPYKTYPHO-TEXHOMOMMYECKME PELLUEHNS MO COMPSPKEHUIO TPAHCMOPTHBIX ceTen n3
cocTaBa COOCTBEHHbIX CeTel CBA3M C CETAMU B COCTaBe ceTel CBA3N obLiero nonb3oBaHns onepaTopos
cBA3n obecneunBaloT CBA3HOCTb Ha CETEBOM YPOBHE, 3@ CYET WMCMOMb30BaHUSA €AMHbIX MPOTOKOMbHbIX
pellueHun Ha ocHoBe npoTokonoB IPv4 n IPv6. B uensx obecnedeHnsi 6e3onacHOCTM Npu CONpshKeHUn
CODCTBEHHbIX CETEW CBA3M C CETAMU CBA3M OOLWero nonb30BaHWUsS AOMKHbl ObiTb MCMNOMNb30BaHbI
pelweHns, obecneymBarolme Wu3OMNALMI0O adpecHbIX MNPOCTPaAHCTB OTAerbHbIX CeTen B CocTase
COBCTBEHHbIX CeTeln CBA3WM U nepefaBaeMblX NMOTOKOB Tpaduka OT TeX CEerMEeHTOB U NOTOKOB, KOTOPbIE
06CnNyXMBaOTCA B CETAX CBSA3U 0OLLEero nonb30BaHns onepaTtopomM CBSA3M.

C yyeTom pasBuTus yrpo3 6e3onacHOCTM MHGOPMaLMK, a Takke CnocoboB peanusaumm AaHHbIX
yrpo3 3a nocrnegHee BpeMs 6asoBble MPUHLMMNBI NOCTPOEHUS WMHGOPMALMOHHON CceTu npeTepnenu
CyllecTBeHHble n3MeHeHus. Ha pucyHke 1 npegcrtaBneHa cxema B3aMMOOENCTBUSA B BEAOMCTBEHHOM
WHOPMAUMOHHON CeTW yaarneHHbIX MOCTOB perucTpauuM B perMoHasnbHblX NoapasfgeneHusax
perucTpaumoHHbIM LEHTPOM B LIEHTParnbHOM y3re npeanpuatvsa n PecnybnvMkaHcKM yooCTOBEPSIOLLMM
ueHTpoMm [OcyQapCTBEHHOM CUCTEMbl YMpaBSieHWs OTKPbITbIMU  KMOYaMW  MPOBEPKU  3NEKTPOHHON
undposon nognucu Pecnybnukn benapycb B HauvMoHanbHOM LEHTpEe SMeKTPOHHbIX YCAyr ¢
NPUMEHEHVEeM CpeACTB MEXCETEeBOro 3KpaHMPOBAHUS W MNpOrpaMMHO-annapaTHbIX  KOMMIEKCOB
wndbpoBaHusa nepegasaemoro Tpadumka (MHdopmaumu).
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Pl/lcyHOK 1. Cxema cetn nepeaavn AaHHbIX perncTpaunoHHOro ueHTpa npeanpuatua

Onsi 06beanHEeHNa NoKanbHbIX CETEN yOaneHHbIX Y3r0B MPUMEHSIOT TEXHOJOTNI BUPTYarbHbIX
yacTtHbix ceter — VPN (Virtual Private Network). [JaHHasa TexHomorms npegHasHadeHa ans
Kpuntorpadunyeckon 3awmTbl AaHHbIX, NepegaBaemMblX N0 KOMMbIOTEPHbLIM CeTAM. BupTyanbHasa vyactHas
ceTb nNpeacTaBnseT cobOM COBOKYNMHOCTb CETEBbLIX COEAMHEHUN MeXay Heckonbknmu VPN-wno3amu, Ha
KOTOPbIX NPOM3BOANTCS LLUMPOBAHNE CETEBOIrO Tpaduka.

B cuctemy uHdoOpMauUMOHHON ceTn NpeanpusiTus BXOAAT MNPOrpamMMHble, TEXHUYECKNe W
nporpaMmmHoO-TEXHUYECKMe cpefcTBa, obecnedvvBarolime B3anMOAENCTBME PErmcTpaLMoOHHbIX LEHTPOB
KaK BHYTPW NpeanpusiTus, Tak U MeXBeJoMCTBEHHOro obmeHa nHdopmaumen.

JocTonHCcTBa MCMNOMb30BaHUA TEXHOMOrMWA BUPTyarnbHbIX YacTHbIX CceTel Ana  3awuThbl
WHopmaLmn B pacnpeneneHHbiX MHHPOPMaLMOHHbIX CETAX NPeanpusaTUi:

1. CermeHTaums MHOPMaLMOHHOW CeTM U opraHu3auums 6esonacHor aKkcniyaTaumm CUCTEMB,
obpabaTbiBalolien MHOPMaLUNI0 Pas3fNYHbIX YPOBHEN KOHMMOEHUMANbHOCTM, MPOrpaMMHbIMU 1
nporpaMMHo-annapaTHbIMU cpeacTBaMu 3aLUmTbl MHOPMaLUN.

2. Ncnonb3oBaHne pecypcoB OTKPbITbIX CeTel B KayecTBe OTAENbHbIX KOMMYHUKALMOHHbIX
3BEHbEB CeTW.

3. ObecneyeHne MOOKOHTPOMbHOCTM paboTbl  MH(OPMAUMOHHOW CeTM U [OCTOBepHas
naeHTudurKkauns BCEX WUCTOYHMKOB WHdopMauuun. [pu Heobxoammoctn moxeT ObiTb obecneveHa
ayTeHTUduKaLma Tpadurka Ha ypoBHe OTAerbHbBIX Nonb3oBaTeneu.

4. BO3MOXHOCTb 3allUuTbl BCeW MHAPOPMALNOHHOW CETU OT KPYMHbIX NOKarnbHbIX ceTeil 0huUcoB A0
OTAENbHbIX pabo4mx MecT.

5. MacwtabmpyemMocTb CUCTEMBI 3aLLNTbI.

OcHoBHOe npefHas3Ha4YeHne perncTpaumoHHOro LieHTpa NpeanpusaTua — 9To pelleHve 3agad no
obecrneyeHnio OOMKHOCTHbIX UL, COTPYOHWKOB NPEeAnpuATUMS CPEeACTBaMM 3MEKTPOHHOW LMdPOBOK
noanucu PecnybnnkaHCcKoro yqoCcToBepsIOLLEro LeHTpa HauuoHarnnbHOro LeHTpa 3NEKTPOHHbIX YCITyr.

PerncrpaunoHHbIn LeHTp npeanpuaTma AaBngeTcs 3NeMEHTOM PecnybnukaHckoro
yaocToBepsowero ueHtpa [ocyfapCTBEHHOW CUCTEeMbl YnpaBreHUs OTKPbITbIMU KIoYamu npoBepKu
3NeKTpoHHOW undposon nognucu Pecnybnvkn Benapycb HaunoHansHOro LeHTpa 3neKTPOHHbIX YCIyT 1
ocywiecTenser B3aumogenctsme Mexagy PecnybnvkaHCkum  yaoCTOBEpSOWMM  LEHTPOM U1
notpebutenammu (COTpygHUKaMuM npeanpusaTvs, SBMASIOWMMUCA BnagenbUamy  JIMYHbIX  KMOYen,
NCMONb3YIOLWNXCA NpK BbipaboTke 3NEKTPOHHOW LMpoBOV NOANUCK U NOMYYMBLUUMW MOMHOMOYMS ee
NPUMEHSITD).

OCHOBHbIMW OYHKLMAMU PErMCTPALMOHHOrO LeHTpa npeanpuaTns ABnsioTCs:

npoBepka MOMHOTbI W JOCTOBEPHOCTU MHMOpMauun, nNpeacTaBnseMon 3asBUTENSAMU B
PecnybnukaHCKMn yooCTOBEPSAOLNIA LIEHTP;

perncTpauns notpebutenen;

W3roTOBIIEHUE KIoYen 3NeKTPOHHOW LndpoBOM NOANUCH;

3anncb Ha HOCUTENM KNIYEBON MHPOPMaLIN NNYHBIX KIoYen;
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dopmmupoBaHMe 3anpocoB B PecnybrvkaHCKnin yooCTOBEPSIOLMIA LLEHTP Ha BbIMYyCK CEPTUGUNKATOB
OTKPbITOrO KMoua;

N3roTOBIEHNE KapTOYEK OTKPbITBIX KITHOYEN;

N3roTOBIEHUE YYETHBIX KapTOYek;

dopmMmupoBaHue 3anpocoB B PecnybnukaHCKWiA YOOCTOBEPSAOWUA LIEHTP Ha MpeKpalleHune
OencTBuA (OT3bIB), NPUOCTAHOBIEHNE OENCTBUS CEPTUGUKATOB OTKPBLITOrO Kroya;

dopmupoBaHMe 3anpocoB B PecnybnukaHCKMM yOOCTOBEPSAOLWMIA LEHTP Ha BO30OHOBNEHME
OENCTBUSA CEPTUPDUKATOB OTKPLITOrO KNio4a;

W3roTOBIEHUE, YYeT, HaKoMMeHne U XpaHeHne NepBoro aK3emnnapa KapTovek OTKPbITbIX Kryen,
OZIHOrO 9K3eMnnsipa y4eTHbIX KAapTOYeEK,;

NPOTOKONMPOBaHNE paboTbl PErMCTPALMOHHOIO LieHTpa NpeanpuaTs;

KOHCynbTaums notpebutener no BONpocam MPUMEHEHUS CPEACTB 3NEKTPOHHON LMdpPOBOMA
noanucu n ap.

Takum obpa3om ¢ y4yeToM (PYHKUWUIA, BbIMOMHAEMbIX PErMCTPaALUOHHBIM LIEHTPOM MNpPeanpusatus
BblABUraemble TpeboBaHua No obecneuyeHne Tpebyemolr BbICOKOW CTEMeHM 3aluTbl CEeTU nepefayu
AaHHbIX NPeAnpusiTUS M UCMNOMb30BaHMS 00OPYOOBaHUS MEXCETEBOro 3KpaHMpOBaHWSA, LINGpoBaHUs
nepegaBaemMoro Tpacduka, TEXHOMOIMW BUPTYamnbHbIX YacTHbIX CeTen SABNAKTCA ODOOCHOBaHHbIMU U
HeobxooMMbIM ycrnioBueM Ansd npumeHeHusi. [danbHenwasi pabota no nMccrnefoBaHW0 OAaHHOW TeMbl
OygeT HanpaBneHa Ha nouck ysizaBumocten VPN ceTelr nepegayn AaHHbIX U MporpaMmMHO-annapaTHbIX
CPEeACTB  3aluuTbl CeTW, MNOBbIWEHUS 3alMTbl  (PYHKUNOHUPOBAHUA PErucTPauuoHHOro LeHTpa
npeanpuaTusa.

Crnucok ucnosib308aHHbIX UCMOYHUKOS:

1. 3akoH Pecnybnuku Benapycb «O6 arnekmpoHHOM OOKyMeHme U 371eKmpoHHOU yughposol rnodnucuy om 28.12.2009 e.
Ne 113-3.

2. MakapeHko C. U. OnucamenbHasi MoOernb cemu €8s13U crieyuarnibHo20 HasHaqyeHusi // Cucmembl yrpasneHusi, cessu u
6esonacHocmu. 2017. Ne 2. C. 113-164. URL: http://sccs.intelgr.com/archive/2017-02/05-Makarenko.pdf;

3. Jokymenmauusi o npoespammHom kKomrnekce «Llimo3 6e3onacHocmu esupmyarnsHbill Bel VPN Gate» [OnekmpoHHbI
pecypc]. — Pexxum docmyna: http:/s-terra.by/products/bel-vpn-gate-v.19.

66



57-51 HayyHasi KOHgbepeHyus acnupaHmos, MazucmpaHmos u cmydeHmos BbI'YUP, 2021 a.

ABTOMATU3ALINA PASBEPTbIBAHUA CEPBUCOB
NMPOrPAMMHOI'O OBECINEYEHUA C UCMNOJIb3OBAHUEM
OPKECTPATOPA NOMAD

Mamnaw T.C., cmydeHmka epynrnbl 763102

Benopycckuti 2ocydapcmeeHHbIl yHUsepcumem uHhopmMamuku U paduoanekmpoHUKU
2. MuHck, Pecnybnuka benapycb

CanomamuH C. 6.— K. m. H., doueHm

B coBpeMeHHbIX npakTukax pas3paboTkM nporpaMMHOro obecreyeHusi UCMOSb3yeTcs  MHOXECTBO
WHCTPYMEHTOB ANS KOMMUIIMPOBaHWS, TECTUPOBAHNA U pe3BepTbiBaHNA koda [2]. MNMpexae Yem npoaykT nonagaeT K
KOHEYHOMY NOMb30BaTEN, OH AOMMKEH NPOATU MHOXECTBO NPOBEPOK Ha AedekTbl B pasnunyHbiX cpeax. AToT dakT
NMPUBOAMT K CHOXHOW KOHMUrypaumm cuctem, B KOTOPbIX MPOM3BOAMTCA TECTUPOBaHWE NPOAYKTa, YBENUYEHWUHO
BPpeMEHHbIX N AEHEeXHbIX 3aTpaT Ha UX NoAdepXKy, a TakKkKe MOryt BO3HUKaTb owmnbkn n KOHCbJ'II/IKTbI n3-3a
pas3nnyHbIX HaACTpPOEeK Ccuctem TON WNXU WHON cpenpbl. ﬂﬂﬂ aBToMatTmsaumm 39TUX npoLeccoB UCNONb3YHTCA
opkecTpaTopbl. OpkecTpaTop No3BOMsieT aBTOMaTU3MPOBaTh CO34aHNe, MOHUTOPUHI U pa3BepTbiBaHWe PecypcoB B
cpene pa3paboTku.

PaHee noBceMeCTHO [Ans pasBepTbiBaHUS WCMONb30OBaNIMCb BUPTyarbHble MalUWHbI.
TexHnyeckn BbiNo OpraHM30BaHO Tak, YTO BECb KOA MPUMOXEHUn cobupanca 3a cHeT cpencTs
aBToMartmyeckon cbopkm [2]. MNpu NOMOLKN KOHPUIypaunoHHOro MeHemxepa KO4 M3 CUCTEMbI
KOHTPOMsi BEPCUIN AOCTaBNANCA Ha BUPTYyanbHble cepBepa. Ho B aTom cnocobe ecTb HECKOMbKO
HeAOoCTaTKOB:

- AN KaXOoro cepsBuca HeobxoouMo nogaepXmBaTb akTyanbHYy ANA Hero Bepcuto
BMPTyanbHOM MaLlMHbl (OBHOBNEHNEe BMBNMOTEK U 3aBUCMMOCTEN);

- ANS KaXgoro HOBOro cepsuca HeOBXoAMMO co3faBaTb OTAENbHYI0 HOBYIO BUPTYasibHYHO
MaLLMHY, KOTOPYHO TaKkKe HYy>KHO OBCMnyXuBaTb.

Nomad - 3TO MpPOCTOM B WUCNONb30BaHWU, TMOKMN N NPOU3BOAMTENbHLIN OpKECTPATop,
KOTOpbIA MNO3BONSAET YNpaBnsaATb KOHTEMHEpaMu, B KOTOPbIX Haxoadtrca cepsucbl. Nomad
nossonset paspaboTynkaMm MCNONb30BaTb AeKrapaTMBHYKD WHMPACTPYKTypy Kak Ko Ans
pa3BepTbiBaHUS cepBMCOB. [na pasBepTbiBaHMS cepBuca Heobxoaum KOHGUrypaumoHHbIN
¢dann. B kayectBe cpopmaTta KoHdurypaumoHHoro cpamna ucnonbsyetca a3blk HCL, 4yT0
pacwudposbiBaeTcs kak HashiCorp Configuration Language (cm. pucyHok 1).

job "service-job" {
region = "global"
type = "service"
group "service-group” {
task "service-task" {
driver = "docker"

config {
image = "myimage:1.2.3"

}

service {
name = "my-service"
tags =["1.2.3"]

}

PucyHok 1 — NMpumep koHdUrypaumoHHoro canna

Bce KoHUrypaunoHHble dainnbl XpaHATCA B OOHOM peno3uTopuu. Takum obpasom,
KOH(Urypaumm ctaHoBATCSH obo3peBaeMbl: UX JNerko nogaepxvBaTtb U MOXHO yBUAOETb, Kakue
CEpBUCbI €CTb B AaHHbIN MOMEHT. B crnyyae Heo6xoauMOoCT HECNIOXXHO OBHOBUTL UM MOMEHSTb
KOH(purypaumm cepsuca. [Ona pobaBneHna HOBOW cCUCTEMbl  HeOOGXOAMMO  co3daThb
KOH(UrypaLmMoHHbIN hain BHYTPY HOBOW OUPEKTOPUM (CM. PUCYHOK 2).
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0 git@gitserver.dev/repository/deploy

other_service
service_name
B service.hcl .j2
B env.j2

B deploy.sh

PucyHok 2 — CTpykTypa penosmtopusi KOHOUrypaumoHHbIX dhansos

Nomad npepocTtaBnsieT ygoOGHbI rpadmyecknn mHTepdgenc. Ha pucyHke 3 MOXHO
yBUAETb CMNWCOK pasBepHYTbIX CEPBUCOB, a TawKKe WX COCTOAHME, 4YTO pellaeT 3agady
MOHWUTOPWHIra CEepBUNCOB.

Documentation ACL Tokens

a * Type Status Datacenter Prefix m

Jobs

Name
Storage 97

escc-account RUNNING service 50 2 ————(—
Clients

esce-dormin L RUNNING ] servioe 50 4 ————
Servers

escc-event I service 50 1 —

escc-config batch 50 1

esce-processing CRuninG J service 50 4

esce-transfer-source CRUNNING ] service 50 1

escc-gateway [ running J service 50 9

PucyHok 3 — Npacbmyeckun nHtepderc opkectpatopa Nomad

MpumeHeHne opkecTpatopa Nomad no3BonsieT pewuTb 3agadvy KOH(UIypupoBaHUs W
NnoaAepXaHUs CUCTEM AN pa3BepTbiBaHUS CEPBUCOB. Takke ero UCrosb3oBaHMe 3HaYUTeNbHO
yckopsieT pa3paboTky MporpaMMHOro OGecrneyeHnst 3a CYET MCMOoNb30BaHUS AeKnapaTUBHOM

NHpPaCTPYKTYpPbI.

CnMUcoK NCnonb3oBaHHbIX UCTOYHUKOB:

1. HenpepbiBHas UHTErpauus nporpaMmMHoro oGecneveHnst [SnekTpoHHbIN pecypc]. -
https://ru.wikipedia.org/wiki/%D0%9D%D0%B5%D0%BF%D1%80%D0%B5%D1%80%D1%8B%D0%B2%D0%BD%D0%B0%D1%8F
_%D0%B8%D0%BD%D1%82%D0%B5%D0%B3%D1%80%D0%B0%D1%86%D0%B8%D1%8F

2. [ennow npunoxeHuin [OnNekTpoHHbIN pecypc]. — Pesxum pgoctyna: https://habr.com/ru/company/lamoda/blog/451644/
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MOLOENUPOBAHUE 3ALLMLLEHHOU MAPLUPYTU3ALUU MEXOY
VLAN

Muxnrok [.I"., KoesmuHneuy W.T1., maecucmpa+Hmsi 2p.967041
Mamydy Cucce, mazucmpaHm ep.067001

Benopycckuint rocyaapCTBEHHbIN YHUBEPCUTET UHPOPMATUKM U paguoanekTpoHunkn, Pecnybnuka
Eenapycek

Acmpoeckul .U. - kaHd. mexH. Hayk, doueHm

AHHOTauus. B aToll cTaTbe NpuBedeHo pelueHne Ans obyyeHus nepcoHana U CTydeHToB B cdepe
MH(POKOMMYHMKaLMOHHbIX TexHonorvit. MNpegnaraeTca mofens maplipyTusaumm mexay VLAN c
KOMMYTaTOPOM YPOBHS 3, KOTOpasi MOXeT GblTb UCMOMb30BaHa Npu npoekTnpoBaHum cetn VLAN.

KntoueBble croBa: NPOEKTMpOBaHWe Mogenu, maplpytusauus mexay VLAN, oGyyeHue.

BBegeHune

KomnbloTepHas ceTb - 3TO cuctema, Kotopas aenaeT MHdopmauuio JOCTYNHOW ANA MHOMMX niogen
W MeXdy HeCcKONbKMMM MalinMHamn. Takmm o6pas3oM, ceTb MOXeT COoeauHATb C  MOMOLLbH
COOTBETCTBYIOLLETO KOMMYHMKALMOHHOIO 00OpyAOBaHWS KOMMbIOTEPbI, TEPMUHANbl W pPasfnuyHble
nepudepuiiHbie YCTPONCTBA, Takme Kak NpuHTEpbI 1 hainnosble cepeepsbl.

CoeguHeHve Mexgy 9TUMWM  Pas3NUYHBIMKW - 3NIEMEHTaMM  MOXEeT ObiTb  BbIMNOMHEHO C
MCMNOMb30BaHNEM MOCTOSHHBbIX COEOMHEHWA, TakMx Kak kKabenu, a Takke C WCMNOoNb30BaHWEM
00LWenoCTYNMHbIX TENEKOMMYHMKALMOHHBLIX CETEeN, TakMX Kak TernedoHHasi ceTb. DakTU4ecku, pasmepsbl
3TMX KOMMbIOTEPHbBIX CETEN OYEHb Pa3HOOBPa3Hbl, CaMble pacnpocTpaHeHHble ceTu: rmobanbHblie (WAN),
ropoackue (MAN), nokanbHble (LAN) n nepcoHanbHble (PAN) cetn. Ho ocobyto ponb B 3TOM urpatoT
VLAN.

VLAN (BupTyanbHas nokanbHasi CeTb) - 3TO NokanbHas ceTb, 06beauHsAowas Habop MaluvH
fiorn4yeckum, a He pmanyecknm odpasom.

VLAN rornyeckM CermMeHTUpylT KOMMYTUPYEMbIE CETUM Ha OCHOBe Ou3Hec-YyHKUMIA, KOMaHA,
NPOEKTOB WIM MPUMOXEHUN, HE3aBUCUMO OT WX (PU3MYECKOr0 MECTOMONOXEHUA WUIMU  CeTeBbIX
noakrnoveHun. Bce paboune ctaHumm n cepeepsbl, MCNofib3yemble paboyven rpynnon, NCMoNb3YT OOHY U
Ty e VLAN, He3aBUCMMO OT MeCTOMOMOXeHUS Unu onandeckoro coeamHeHus. Beaknin pas, korga ysnam
B ogHon VLAN Heobxogumo B3aummogencTBoBaTb C y3anammu B Apyrod VLAN, Tpadwuk [OOmKeH
MapLUPYTU3MPOBaTbCA Mexdy HUMKU. OTO HasbiBaeTcs «mapupytudaumen mexagy VLAN». Ona csAsu
mMexgy pasnuuHbiMn  VLAN TpebyeTca MapLupytus3atop Wnu kakon-nmbo Bug MapLlipyTu3auuu.
MapLpyTusauunsa mexay BUpTyanbHbIMU FIOKANbHBIMU CETSAMU MOXET BbINOMHATLCA C UCMOSNb30BaHUEM
KOMMyTaTopa ypoBHst 3 unu 6onee pacnpocTpaHeHHOW (POpMbl MapLLPYTU3aLMM MexXay BUPTyarnbHbIMU
NOKarnbHbIMU CETMW.

M3y4deHne, BHeapeHNe ceTeBbIX TEXHOMOMMM U Hactporka ceten VLAN ¢ MCNONb30BaHUEM TOSBKO
pearnbHbIX YCTPOWCTB OKa3blBAOTCA HEBO3MOXHbLIMU M3-32 BbICOKOW cTommocTu. Cisco paspabotana u
nogaepxusaet Cisco Packet Tracer, CNoXHbIA CUMYNATOP, NO3BOMAIOLWNA MOAENUPOBAaTbL N OLeHUBaTb
KOMMbIOTEPHYIO CeTb, WCNoNb3ys moaenu yctponuctB Cisco B KayeCcTBe KOMMYHWKaLUMOHHOMO
obopynoBaHus, Hanpumep GNS3, VIRL ...

Llenb pabombi: nokazamb mModesib Mapuwipymusauyuu mexdy Vlan ¢ KoMmMymamopom ypoeHsi 3,
Komopasi Moxem b6bimb Ucronb3o8aHa 051 pa3pabomku rpozpamMm obydeHus nepcoHana u cmydeHmos
8 obnacmu UHGOKOMMYHUKaUUOHHbLIX mexHonoaud,.

PeweHusi 0Ons obyyeHus nepcoHana U cmydeHmos 8 obracmu UHGHOKOMMYHUKaUUOHHbIX
mexHosoauli ¢ nomouwlbto Cisco.

MHoroneTHuM nugepom B obnactu ceTeBbiX TexHonoruh sasnsietcs Cisco Systems, ogHa u3
KPYMHENLINX MUPOBLIX KOMMaHUNW, CcrheumManumsvpylowascsa Ha paspaboTke M Mpofaxe CeTeBoro
obopynoBaHusi. VIMEHHO €e nNpOAYKTbl aKTUBHO WCMOSb3YIOTCA MpPU  MOCTPOEHUM JOKaNbHbIX U
rnobanbHbIX KOMMNbIOTEPHbLIX CETEN, NO3TOMY OyAYLLIMM CETEBbLIM MHXEHEPAM CTOUT Ha4yMHaTbL 00yyYeHne
pabote c obopynoBaHnem Cisco. Bonblion npobnemon B JaHHOM crnyvae SIBNSAETCS HEBO3MOXHOCTb
N3yYeHUsi CETEBLIX TEXHOITOMMI Ha NMpUMeEpEe pearibHbIX YCTPOWCTB U3-3a UX 4OPOroBU3HbI. YToObI pelmnTs
aTy npobnemy, Cisco paspabotana u noppepxvBaet Cisco Packet Tracer, CrnoXHbli CUMYNSTOP,
KOTOpPbIN NO3BONseT MOAENMPOBaTh U OLEHMBATb KOMMNbIOTEPHYO CeTb, UCNONb3ysa ycTponctBa Cisco B
KayecTBe KOMMYHUKALMOHHOIo 060pyaoBaHus.

Cisco (unu Cisco Systems) - amepukaHckad ¢upma, U3Ha4yanbHO CheLManuM3vpyrowascs Ha
ceteBoM obopydoBaHuMKW, a B MnocrnegHee BpeMsi MO3ULMOHMPYIOLLAsiCAa Ha CTOpoHe cepsepoB. Ero
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NPOAYKTbl OXBaTbIBAIOT MHOXECTBO TEXHOMOIMMIN: MapLUpyTU3aTop, KOMMyTaTop, BUAEOKOH(EpPEHLCBA3b,
OecnpoBoaHyto Nnepegavy, nepegady ronoca no IP.

CeteBas akagemusi CiSCO MeHsieT XM3Hb CTYAEHTOB, MpenogaBaTterniel u LenbiXx coobLecTB ¢
MOMOLLBIO TEXHOMOrMIN, 0Opa3oBaHNsi U BO3MOXHOCTEN KapbepHOro pocta. [ocTynHo ansi Bcex, rae Obl
Bbl HW HAXOAMITUCh.

1. Packet Tracer - ato nporpammHoe obecnederHne ot CISCO, nossonsiuiee cos3faBatb
BUPTYanbHyl0 U3MYECKYI0 CeTb U MOAenupoBaTb MOBEAEHWE CETEBbIX MPOTOKONOB B 3TOW CeTW.
MMonb3oBaTenb CTPOUT CBOK CETb, MCNONb3ys Takoe oOOpyAoBaHMe, Kak MapLipyTu3aTopbl,
KOMMYTaTopbl WNU KOMMblOTepbl. 3aTem 3T0 obopyaoBaHMe [AOMKHO ObiTb MNOAKMIOYEHO 4epes
coefuHeHuns (pasnuyHble kabenu, onToBOMOKHO). [locne nogknoyeHns BCcex YCTPOWCTB AN Kaxaoro us
HMX MOXHO HacTpouTb IP-agpeca, AoCTynHbIe CnyX0bl 1 T. 4.

2. GNS3 - OTNU4YHbLIA OOMOMHUTENbHBIA WHCTPYMEHT pAnis  peanbHol nabopartopuu,
npegHasHadYeHHoW Ans obyyeHus ceTeBbiX NPOdECCMOHANoB, agMUHUCTPATOPOB U CTyaeHToB. Ero
Takke MOXHO WCcrnonb3oBaTb AN M3yveHusi doyHkumnoHanbHoctu Cisco 10S, Juniper JUNOS wn gns
MOOENUpPoBaHusa  KOHUIypauuin, KOTOpble [OOSKHbl OblTb  pa3BepHyTbl MO3KE Ha peasnbHbIX
MapLupyTusartopax.

3. Cisco Virtual Internet Routing Lab (VIRL) - 3TO nporpammHbin  UHCTPYMEHT,
paspaboTtaHHbin CisCo Ans co3gaHus 1 3anycka ceTeBbiX CuMynsaumn 6e3 ncnonb3oBaHnsa U3NYecKoro
obopyaosanus. log abbpesuatypon VIRL - noHumatroT nnatgopmy Ha ocHoBe OpenStack, kotopas
3anyckaeT obpasbl nporpammHoro obecnedeHms I0OSv, IOSvL2, I0S XRv, NX-OSv, CSR1000v n ASAv
Ha WHTerpmpoBaHHOM runepsusope. VIRL obecneuvBaetr macwtabupyemyo M paclwimpsiemyo cpegy
NPOEKTMPOBaHNS N MOOENNPOBAHNSA CETU C UCMomnb3oBaHneM nHtepderica VM Maestro.

Mogenb mapuwpyTtusauum mexay VLAN ¢ KOMMYTaTopoM YpPOBHS 3.

® Cisco Packet Tracer - a ES
Fia EMt Optons View Teals Eensons Halp

EER20rh @EF1 AQ0E BSFE ?
Ho@h fomed B

[ Logical (N

wans VAN 1D vian® vLanto

Pende Mo Ed Deleie

Ncnonb3ys 3Ty Moaenb, MOXHO YCTAaHOBUTL CBA3b MEXAY BMPTYyarbHbIMU NOKabHbIMU CETAMMU C
NMOMOLLbIO MepeknoyaTens ypoBHs 3 M paspabaTtbiBaTb crneumanbHble obyvakolme u TecTupylolime
nporpammsi.

3akno4veHune

lMoka3zaHa mopernb, KoTopas MOXET OblTb B3ATa 3a OCHOBY Npu pa3paboTke nporpamm obydeHus
nepcoHana v Hactponku ceten VLAN. OTa Mogenb MOXET UCMONb30BaTbCA ANA MapLUpyTU3auum mexay
VLAN c o6opynoBaHuem Cisco B 06r1acT MH(OKOMMYHUKALMIA.
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BECIMPOBO/OHbLIE CETU ZIGBEE

Msnuk A. U., cmydeHnmka epyninbi 763101

Bernopycckuli eocydapcmeeHHbIl yHU8epcumem UHhopMamuKku U paduoarieKmpoHUKU
2. MuHck, Pecnybnuka benapycb

[aebiOosa H. C. — K.m.H., doueHm

BecnpoBogHble ceTU ABNSATCA 3NeMeHTaMM MHPOPMAaLMOHHBLIX TEXHOIOMMIA, KOTOpble NpefaHa3HaveHbl Ans
nepefadn gaHHbIX MeXay NPUEeMHUMKOM U oTrnpaBuTenem Ha Gonbluve unv Manble paccTosiHuSA 6e3 MCnonb3oBaHWA
npoBofoB. becnpoBoaHble ceTn obecnevmBaroT MOBUITBHOCTb MOPTATUBHBIX U PYYHBIX KOMMBIOTEPHBIX YCTPOUCTB. B
HacTosillee Bpems 6ecnpoBOAHblE TEXHOMOrMM cTanu Oonee HafgeXHbIMA U B HEKOTOPbIX CUTyauusix WX
pasBepTbiBaHWe 0OxoauTCcA OelleBne, Yem co3gaHve kabenbHbix ceTen. Mpumepamu 6ecnpoBOAHbIX TEXHOMOMMMN
asnstoTca: Wi-Fi, Bluetooth, Thread, ZigBee.

ZigBee — 9TO OTKpbITHIN CTaHO4ApT GecnpoBOAHOM CBSA3W AN CUCTeM cbopa AaHHbIX M ynpaBneHus.
TexHonorusa ZigBee nossonsieT co3gaBaTb CaMOOPraHuM3ylLIMEecs U caMOBOCCTaHaBnuBatoLimecs 6ecnpoBoHble
CeTu C aBTOMaTUYECKON peTpaHcnsaumen coobLleHnii, ¢ noaaepXkon 6atapenHbiX 1 MOOUIBbHBIX Y3rOB.

TexHonorust ZigBee npopsuraetcs opraHusauuvern ZigBee Alliance, cTtaBswen cBoen uenbio obecneveHve
BEPXHMX CITOEB CEMUYPOBHEBOW MOAENM CTEKOM MPOTOKOSIOB (OT CETEBOIO YPOBHS 4O YPOBHS NMPUINOXEHWI), BKIOYas
npounu  NPUMOXEHNA U WUHXEHEPHYH peanu3auuio  KOMMOHEHTOB AaHHoW TexHonormn. K paspabotke
COOTBETCTBYIOLLEro CTaHAapTa HW3KOCKOPOCTHOW nepefayv AaHHblx nogkmouuncs komutet IEEE 802.15.4 [1]. Ha
pucyHkax 1 n 2 nsobpaxeHo pacnpeneneHne «30H OTBETCTBEHHOCTU» pas3paboTyunkoB 1 notpebutenen TexHonornum, a
TaKke NO3MLMOHMPOBaHME B pagy 6ecnpoBoHOM Nnepefayv OaHHbIX:

d Application Layer (APL) A\ q
ZigBee Device Object (SDO) ew
Application | | Application | | Application . o T T
Object Object Object Jighee A" Gsm/coma = cersisc = wmps _RWAN
x 2 1
P v b 1
[ Application Support (APS) Sublayer ] g : LAN
\ / 2 |
= 1
[ Network Layer (NWK) ] & H
= igBee i
Sam— e |
l Medium Access Control (MAC) layer l = !
IEEE 802.15.4 ! PAN
I Physical (PHY) layer l Huskas Buicoros
CKQPOCI’I: nepena4yy AAHHLIX
Puc. 1 — ZigBee protocol stack Puc. 2 — NosnuuoHupoBaHue B psgy 6ecnpoBogHon nepegaym

NaHHbIX

Cneundmkauma ZigBee pernameHTMpyeT CTEK NPOTOKOMOB B3aMMOLEWCTBUSA Y3MOB CETM, B KOTOPOM
NPOTOKOJbI BEPXHUX YPOBHEN UCMONb3YIOT CEPBUCHI, NPeaoCTaBsAeMble MPOTOKONAMU HIDKENEXALLNX YPOBHEN.

B kayecTBe ABYX HWXHMX ypoBHen (cpuamueckoro n ypoBHs gocTtyna k cpege MAC) ncnonb3yetca ctaHapT
IEEE 802.15.4. MAC-ypoBeHb B ceTun ZigBee peanuadyeT mexaHnam CSMA/CA (npocnywmnBaHusi Hecyllewn u
yCcTpaHeHusi konnuaui), ceteBon yposeHb NWK oTBevaeT 3a MapLupyTu3aumio COOBLLEHWA, a YypOBEeHb MOAAEPKKMN
npunoxeHun APS obecneunBaeT nHTepdenc ¢ ypoBHEM NPUINOXKEHNS.

Cextop ZDO (ZigBee Device Object), cBs3bIBalOWLMA TP BEPXHNX YPOBHHA, OTBEYAET 3a onpeaeneHue ponmu
ycTpovicTea B ceTh (byaeT OHO ABMATLCS KOOPAMHATOPOM MMM KOHEYHBbIM YCTPOWCTBOM), MHULMANM3aLmio 1 peakumio
Ha 3anpocbl COEAUHEHWS W OOHapyXeHusi, 3a YCTaHOBMEHWE HafeXHoro u 6e30nmacHoro CoeavHeHus Mexay
ycTponcTeamu cetu [3].

CraHgapT ZigBee opueHTUpoBaH, rnaBHbIM 06pa3om, Ha UCMoNb30BaHNe B kayecTBe CpeAcTBa CBA3WN MexXay
aBTOHOMHbIMW NprMBopamun 1 060pyaoBaHNEM YNPaBEHUS.

MpeobsiBnsiemble Kk TexHonorun ZigBee TpeboBaHusl, koTopble ObinuM peanu3oBaHbl ZigBee Alliance:
NoAAEepXKKa CeTel C HECKONMbKMMMW COTHAMU (PYHKLMOHMPYHOLWMX YCTPOWCTB (40 255 MOAKMHYEHHbIX YCTPOWCTB);
obecneyeHne B peanbHbIX AOMALLHMX YCIOBUSAX CpedHero paauyca aencTeust ceten nopsgka 30 meTpoB; npocToTa
WHCTaNnNAauumM n npuMeHeHus [2].

B ocHoBe cetn ZigBee moryT nexatb TOMOMOMMW KnacTepHOe [epeBo, TOoMornorns 3sesfa U fdvenctas
Tononorusa (pucyHok 3). Camon acbhekTUBHOM SABnsIeTCs sidemcTas Tononorus (mesh-tononorus). B Takon cetw,
Kaxxgoe YCTPOMCTBO MOXET CBA3bIBATLCS C N0ObIM APYrMM YCTPOMCTBOM Kak HanpsiMyto, Tak U Yepes3 NpoMeXyTOYHbIe
y3nbl ceTn. fAdvencTas Tomonorus npegnaraeT anbTepHaTMBHble BapuaHTbl Bblbopa MaplupyTta Mexay y3namw.
Coo0LUeHnst NocTynarT OT y3na K y3ny, noka He AOCTUrHYT KOHeYHOro nonyyatensi. Bo3aMoxHbl pa3nuuHbie nyTv
NPOXOXAeHUs1 COOBLLEHNI, YTO NOBbILIAET AOCTYNHOCTb CETU B CIyyae BbIXOAa U3 CTPOSi TOTO MW MHOTO 3BEHa.
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Star Network ‘

Mesh Network

ZigBee Coordinator
ZigBee Router
ZigBee Device

Puc. 3 — Buabl Tononoruin

Cluster Tree Network

B cootBeTcTBUM C TexHonornen Zigbee cetn 6ecnpoBogHON nepefayn BKMOYAOT B CBOW COCTaB YCTPOWCTBA
OBYX KraccoB — nonHodyHkumMoHanbHele (Full function device — FFD) u ycTpoiictBa € OrpaHuW4eHHOW
dyHkumoHanbHocTbio (Reduced function device — RFD). YcTpoiictBa neporo Tvna obecneyvBalT pacluupeHHble
BO3MOXXHOCTU MO MOCTPOEHWUIO TOMOMIOMMM CETWU, MOTYT BbIMOMHATL POnb kKoopauHatopa paboTbl ceTu (rmaBHON
CTaHuuM paguoceTy) n mMoryT obmeHmuBaTbcs coobLleHusiMu ¢ nobor Apyron cTaHuuen ceTu. YCTpOMCTBa BTOPOro
TMna MoryT paboTaTb TONbKO B CeTU 3Be34006pasHon (PopMbl, HE MOTYT BbINONHATE DYHKUMM KoopauHaumm paboTsbl
ceTn obMeHa AaHHBIMU Y UMEIOT YNPOLLEHHYH KOHCTPYKLUIO.

Kpome penexuns yctponcts Ha RFD u FFD, anbaHcom ZigBee onpegeneHbl Tpyu Tvna fnorM4eckMx yCTPOUCTB:
ZigBee-koopanHaTtop (cornacyiwoulee ycTponcTteo), ZigBee-maplpytmsatop M OKOHeYHoe YcTponcTBo ZigBee.
KoopauHatop oOCylLlecTBRSET WHMUManu3auumio CeTu, yMpaBlieHUe y3namu, a Takke XpaHuT WHdopmaumio o
HacTpoMKax KaXdoro yana, NoAcoeduHEHHOro kK ceTu. ZigBee-maplipyTmsaTtop OTBEYaeT 3a MapLupyTu3auumio
coobLieHni, nepefaBaeMblx Mo CeTU OT OAHOro yana K Apyromy. of OKOHeYHbIM YCTPOMCTBOM MOHMMAIOT nioboe
OKOHEeYHoe YCTPOWCTBO, nogcoednHeHHoe K ceTu. YctponctBa RFD m FFD Tak e ABNAIOTCA OKOHEYHbIMU
ycTponcTBamu.

OpHa 13 OCHOBHbIX Maen paspaboTku ctaHgapTa ZigBee coctosna B TOM, 4ToObl o6ecneynTb BO3MOXHOCTb
COBMeCTHOWM paboTbl B ogHOW 6ecnpoBOOHON CeTW YCTPOWCTB pas3nuyHbix npoussogutenen. O4eBMAHO, 4TO ANS
obecneyeHnss COBMECTMMOCTM Ha YpOBHE MPUMOXeHus ycTponcteam ZigBee TpebyeTcs Hekuid cTaHOapTHbIA A3bIK
obweHuna. Ona peanusaumn 3Ton 3agaym Obina paspabotaHa Gubnuoteka ZigBee-knactepo ZCL (ZigBee Cluster
Library) [3]. KnacTtep noxox Ha knacc B 0OBbEKTHO-OPUEHTUPOBAHHOM NPOrpaMMUPOBaHUKN U NpeacTaBnseT coboi
CNyayHoLLYy0 COBOKYMHOCTb: ONUCaHWe cTaHgapTHOro yctpouncTtea ZigBee (Hanpumep, ocBEeTUTENbHOE YCTPOWCTBO,
OVMMEp, BbIKIOYaTENb, CHETUMK); ONMCaHWe CTaHOAPTHLIX aTpMbyTOB ANst 3TOr0 YCTPOWCTBA (Hanpumep, BKM./BbIKI.,
SIPKOCTb, MOKa3aHUsi CYeTYMKa); OnMcaHwe CTaHOapTHbIX KOMaHA AN 3TOro YCTpoWCTBa (Hanpumep, YCTaHOBUTb
YPOBEHb SAPKOCTU, CYMTaTb MOKa3aHWs, BKMOYMTL/BBIKMIOYMTE). [pyM 3TOM, KnacTepbl MMEKT KIMEHT-CEPBEPHYIO
npupogy, T.e. ZigBee-cepBep - 370 yCTPONCTBO, KOTOPOE XPaHWUT 3HayeHne atpmubyTa, B TO BpeMms, kak ZigBee-knueHT
AVCTaHLUMOHHO CYUTBIBAET UMK 3anvcbiBaeT 3Ha4YeHne aToro atpmbyTa.

Takum o6pasom, TexHonorus ZigBee paspabaTtbiBanacbk ANnA CO34aHUSA HaOEXHbIX CeTel AaTyMKOB U
yNpaBnsoLWmMX YCTPONCTB C HEBLICOKMMM CKOPOCTAMW Mepefadu AaHHbiX. B AaHHOM TexHomornv peanunsoBaHa
nogaepXka CnswmMx M MoOMMbHbIX Y3MOB, a Takke Yy3noB, KoTopble obecneumBaloT paboTy anroputMoB
peTpaHcnAuMM W camMOBOCCTaHOBIeHusi. TexHonorusi ZigBee nogonaét ans noctpoeHuss GecnpoBoaHow
ManonoTpebnsioLLen cMcTemsl, koTopas OyaeT oxBaTbiBaTb HECKOMNBbKO KOMHAT UMW Aaxe 30aHWN, Tak Kak JaHHasi
TEXHONOMsI MOAAEPKUBAET AYENCTYIO TOMOSOMMI0, KOTOPOM CBOMCTBEHHA N30ObLITOYHOCTL CBA3EN MEXAY COCeqHUMMU
y3namu, 4To AAéT MPevMMYyLLeCcTBO B Crlyyae BO3HUKHOBEHMS MOMEexMW, Tak kak OyaeT HavWgeH anbTepHaTUBHbLIN
mapuwpyT. [aHHas ocobeHHOCTb AenaeT ceTb HagéxHee. CeTeBOW CTEK MPOTOKOMNOB MO3BOMSET YCTPOMCTBaM
paboTatb B O4HOW ceTu M OBMeHMBaTbCs Mexay cobon coobueHuamu, a cTaHAapTHble NPodunM MO3BONSHOT
6ecnpoBoAHbIM y3raM pasHbixX NPOM3BOAUTENEN NOHUMATL APYr ApYra Ha NPUKNagHOM YPOBHE.
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MoayJb BEREHUA OTHETHOCTU 3A OBPABOTAHHBLIMU
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AHHoTaumsa. PaboTta npeactaensieT coboin onncaHue pa3paboTku OAHOro M3 Modynewn pacrnpefeneHHoW CUCTEMbl, OnucaHue u
obocHoBaHWe BbIGPaHHbIX MHCTPYMEHTOB Ansi pa3paboTku, onucaHwe camol pacrnpefeneHHoW CUCTEMbl B LIefIoM W onvcaHue
HenocpeAcTBEHHO pa3paboTaHHoro Ans Hee moaynsl. [NpeactaBneHbl BHELWHUIA BUA pa3paboTok, a Takke onncaHue pellaemMbix ero
3a4ay 1 OyHKLUIA.

KnioueBble crnoBa. PacnpegeneHHast cuctema, Mogyslb, KIIMEHT, cepBep, 6a3a AaHHbIX, apXUTEKTYpa «KIIMEHT-CepBep», NpaBoBble
aKTbl, laHHble, POPMMPOBaHKE OTYETa, 3anpoc, OTBET.

B HacTosiwee BpemMsi Habniogaetcd  akTMBHOe  pasBUMTME  MHAOYCTPUM  COBPEMEHHbIX
MHOPMALMOHHBIX TEXHOMNOMMN. Ha pblHKe MH(OPMALMOHHBLIX TEXHOMOIMMI C KaXablM OHEM NOSABMsSETCA
BCé Oonblue HOBbIX BOCTpebOOBaHHLIX pa3paboTok. [OCTMKEHUS COBPEMEHHBLIX TEXHOMOMUA aKTUBHO
BHEApPSIOTCA B MOBCEAHEBHYK XM3Hb NHOOOro YerioBeka M MPUMEHSIIOTCS OHM B PasfNYHbIX cdepax u
obnacTtax oOLLEeCTBEHHOM XKN3HW.

MHOopMaUUOHHBIE TEXHOMOMMM TakKe HallfM LUMPOKOE WCMONb30BaHWE B HOPUONYECKON U
npaBoBOM [fedATenbHOCTU. B gaHHbIX cdepax OHM MNO3BOMAKT pellaTb OMpederieHHble 3adaudu,
BO3HMKAOLLME MNP MCMOMHEHUN NpPodecCuoHanbHbiX OOs3aHHOCTEM M BO BpeMSA OOLLECTBEHHbIX
OTHOLLUEHUN.

PacnpepeneHHas cuctema (MpunoXxeHne) — 3TO nNporpaMma, COCTOAWAs W3  HECKOSbKMX
B3aMMOAENCTBYIOLLUMX 4YacTel, Kagasi W3 KOTOPbIX, Kak npaBuiio, BbIMOMHAETCS Ha OTAESNIbHOM
KOMMbIOTEPE (MNU APYroM YCTPOWCTBE) CETW; MPUIOXKeHUe pas3paboTaHHOE MO apXUTEKTYpEe «KIMEHT-
cepBep», MCronb3ylllee B KavyecTBe KnveHTa Beb-Opaysep M B3aMMoOeWCTBYET C CEPBEPOM MO
CpPeACTBOM 3aMnpocoB, a cepBep OTBEYAET Ha MOChLINTaeMble KITMEHTOM 3arnpochl.

Jlorvka pacnpefgeneHHon cucTeMbl pacnpegeneHa Mexay CepBepoM M KITMEHTOM, XpaHeHue
OaHHbIX OCYLLECTBIAETCH, NMPEUMYLLECTBEHHO, HA cepBepe, OOMeH MHGOPMALMEN NMPOMCXOAUT MO CETW.
MpenMmMyLLecTBO Takoro noaxoda 3akmyaeTcd B TOM, UYTO KIMEHTbl He 3aBUCAT OT OnepawyOoHHOM
CUCTEMBI, NO3TOMY pacnpeieneHHble CUCTEMbI SABMSKOTCSA KPOCCMaTOpPMEHHbIMMN.

B ocHoBe paboTbl pacnpenenéHHon CUCTEMbI NEXUT MOoLEeNb B3aMMOAEWCTBUS KITMEHT-CepBep,
KOTOpas Mo3BoONsSeT pas3genatb QYHKUMOHAN W BbIMMCIUTENbHYIO Harpysky Mexay KIMeHTCKMMU
NPUMOXEHUAMM (3aKasumkamy yCryr) 1 cepBepHbIMU MPUNOXEHUaMU (nocTasLumkamn yenyr) [1].

Cuctema meHempxkMeHTa npaBoBbix aktoB (CMIIA) npepctaBnser cobol MHOromMoayrbHYH
pacnpegeneHHyo cuctemy, oblias cxema KOTOpPOW NpedcTaBrneHa Ha pucyHKke 1, KoTopas nossonser
pelwaTb pasnuyHble 3afayvn, CBs3aHHble C perncrpauver, BedeHMEM MpPaBOBbLIX akTOB, BeAEHUEM
CNpaBOYHUKOB, KraccndumkaTopoB GaHKOB AaHHbLIX U BeOEeHWEM CTaTUCTMKM 0OpaboTaHHbIX MpaBOBbIX
aKkToB. BHelHUI B1A pasgena BeaeHust 6aHKoB AaHHbIX flokanbHbIX NpaBoBbix aktoB CMI1A npeactasneH
Ha pUCYHKe 2.

CucreMa
«CMITA»

& T T— 1 T 1
Pazgen Pazzen Pazzmen «I(’I?;Eiix Paznen ” Az[}:/amgixe{‘;pn
«JIIA» || «3tamon» || «TBI» v - «CnoBapu» 3

JIOKyMEHTOBY POBaHHE»

Monyne «HoBast KapTa JOKYMEHTa»

Moxyab «JJOKyMeHTHI Ha KOHTPOIe»

Monyne «PacnpezeneHHble JOKYMEH T

Monyne «OTUeTBI»

Monyns «IToxmucu»

Monyne «HcTopHs 06pabOTKI»

Monyne «I11ab10HBI»

$b bl L]

PMCYHOK 1 —O6Lasn cxema cUCTEMbl MEHEIKMEHTa npaBoOBbIX aKTOB
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CpenctBo BefdeHuss ©aHKOB [aHHbIX fOKanbHbIX MNPaBoBbiXx akToB «CucTtemMa MeHegXMmeHTa
NpaBOBbIX aKTOB» MO3BOJISET:

— obecneuntb BegeHne HauuoHanbHbIM LEHTPOM NpaBoBov nHdopmauun Pecnybnvkn benapych
0aHKOB [OaHHbIX JIOKaNbHbIX MPaABOBbIX AKTOB AN FOCYAapCTBEHHbIX OPraHOB W MHbIX OpraHv3auun,
cogepxXawux MpUHMMaeMble TFOCY4ApPCTBEHHbLIMU OpraHamu, WHbIMW  OpraHu3auusMn  foKanbHble
npaBoBble aKkTbl W [OOKYMEHTbl, CBSI3@aHHble C MWCMOMb30BaHWEM W MNPUMEHEHMEM Ha MpaKTuKe
NPUHUMaeMbIX UMY NPAaBOBbIX aKTOB, B COCTaBe UH(opMaLMOHHO-NonckoBon cnuctemol «OTAJTOHy;

— OCyLecTBNATb HeobxoaumMoe OpraHM3aLUnoOHHO-TEXHUYECKOE B3anMOOENCTBME MEXAY LEeHTPOM
N ero pynuanamym — permoHanbHbIMU LIeHTpamMu nNpaBoBon MHdopmMaLm npy hoOpMUPOBaHUM U BEOEHUN
OaHHbIX pecypcoB C nocregylolmum passBvTMeM B HanpaeneHunm (opMUMpoOBaHMS  €OMHOro
WMHGOPMaLIMOHHO-NPAaBOBOro NpocTpaHcTBa Pecnybnukn benapyce.

=

Pacnpeacaenmie
Aoxywenms

Mcropmn o8pasoran

Budpan. moays.

) Hunu

PucyHok 2 — BHeluHnin BuA pasfena BefeHns 6aHKOB AaHHbIX NTOKanbHbIX NpaBoBbix akToB CMIMA

PaspabatbiBaembil  MOgyNnb  BedeHUMS  OTYETHOCTM 3a 0bBpaboTaHHbIMM  JOKYMEHTamu,
NPeAcCTaBneHHbI Ha pUCYHKe 3, NOo3BONSeT MNoMb30BaTensM BECTU CTaTUCTUKY no obpaboTaHHbIM
OOKYMEeHTaM MO KaOoMy JlokanbHOMY OaHKy [aHHbIX NpPaBOBbIX aKTOB W KaXkAoMy OTAENbHOMY
nonb3oBaTento C MNPUMEHEHVWEM oOmnpedeneHHblX (UIbTPOB, TakMx Kak: nepuog Bblbopkw, copmat
AOKyMeHTa, FOTOBHOCTb NOKanbHOr0 MPaBOBOro akTta, 6aHK OaHHbIX, COTPYAHWK, MONS ANSA BbIFPY3kU B
oT4yeT. B gaHHOM Moayne Takke npegycMoTpeHa dyHKUUS BbIrpysku chopMmMpOBaHHOIo oTyeTa B oopMaTt
nokymeHTta doc npunoxexus «MS Word».

®dopMupoBaHUE OTUETOB

e

Kputepum noucka

FotosHocTb /IMNA: Dopmar TeKcra: CoTpyaHuK: Mepuoa: Mons anA BbITPY3KK B OTYET:
e [[J He yuutsieats aaty Howmep peructpaumy e HUMA
YepHak 0. A, SF.P, ®v.0., ®m. O, To. [ KowkperHan aara Hazsakue INA

Bua akta

P Bbi6op BA: 31.03.2021 [} DopMaT AOKyMEHTa
") He o6pabotanHsie O Gymara (rth et Konuuecrso crpanuy

® sce ® sce

(O saperucrpuposareie

(O obpaboraHHsie
(O obpaborannsie & KC Basa AakHbIX - Wcnonumtens

Opras npusTa
Apyroe: 31.03.2021 E

A 7 P——
[] ®opmupyemsie B, Homep npunsatis

CBOAHbIV OTUET

[ Monyunts ceoarsii otuer

Mepuoa:

PucyHok 3 — BHeluHuiA Bua moayns BegeHunst otyetHoctn CMIMNA

[aHHbIN MOayYNb BKOYaET cnegyowme BO3MOXHOCTH:

— MOCTpOeHMe OTvyeTa Mo OTAeNbHbIM KpuTepusim noucka (rotoBHocTb JIMA, cdopmaTt TekcTa,
COTpyaHuK, Bbioop B, neprog v nonst 4ns BbIrpy3ku B OTHET);

— MOCTPOEHNE CBOAHOIO OT4YeTa MO KOHKpeTHOMY nepuoay (rotoBHocTthb JIMA, BeiGop B n BbiGOp
nepuoaos).

[Ons HanuMcaHWs KIWMEHTCKOW CTOPOHbI MOMb30BaTeNbCKOro MHTepdenca gaHHOro moaynsa oObina
ucnonb3oBaHa nnatgopma Angular, koTopasa npeacrtaBnsieT U3 cebs cdpenmsopk oT komnaHum Google
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ANsi Co30aHNs KMMEHTCKUX NpunoxeHun. [JaHHas nnatdopma npegoctaBmia BO3MOXHOCTb UCMONb30BaTb
Takylo PyHKUMIO, KaK OBYCTOPOHHEE CBA3bIBaHME, KOTOpasi MO3BONSET ONHAMUYECKA U3MEHATb AaHHbIE B
OOHOM MecTe wuHTepdenca npu M3MEHEHWW [aHHbIX modenu B apyrom. OOHOM U3 KIOYEBbIX
ocobeHHocTel Angular sBRseTcs TO, YTO OH MCMOMb3yeT B KayecTBe f43blka MpPOrpaMMMpOBaHMs
TypeScript [2].

KnueHTtckas yactb peanusyeT Monb30BaTeNbCKUA UHTEpdenc, dopmMupyeT 3anpockl K cepsepy U
obpabaTtbiBaeT OTBETHI OT HErO.

Ona paspaboTku nporpammHo-annapaTtHon (cepBepHoOn) 4acTu Moaynst Obin  MCMNOMb30BaH
00BbEKTHO-OpUEHTUPOBaHHLIN s3blk C Sharp, KoTopbIn MMeeT pag NPeMMyLLEecTB, UCMOMNb30BaHHbIX Mpu
paspaboTke: MMeeT CTaTUYecKylo TUNu3aumio, nogaepXueaeT nonumopdunam, neperpysky onepartopos (B
TOM 4KCne onepaTopoB SIBHOTO M HEABHOIO NPMBEAEHNS TUMA), Aeneratbl, aTpubyThbl, COOLITUSA, CBONCTBA,
0006LWEHHbIE TUMBI U METOAbl, UTepaTopbl, aHOHUMHbIE (OYHKLUMW C NogaepXkon 3ambikaHui, LINQ,
WCKIIOYEeHUs1, koMMeHTapun B popmate XML [3].

PaspaboTaHHbI MOAYnb (DYHKLMOHANbHO BbINOMHAET criegylowme 3agaqn:

— BBOA KpUTEPMEB COCTABMEHNS OTHYETOB;

— BbIBO4 MHGOPMaLUN B COOTBETCTBUMN C KPUTEPUAMUY;
hopmaTnpoBaHmne npeacTaBneHHon nHopmMaLmu;

— BbIBOA NpeacTasrieHHon nHpopmaumm B hopmate gokymeHTta doc.

Meperiga B MoOynb BeAeHWs OTYETHOCTM, KoTopbii B CMIIA umeHyetca kak «OT4yeTbI»,
nonb3oBaTenb WMHULMUPYET CneayloLlmi npouecc — npouecc nonyvyeHns copMUMPOBaHHOIO OT4YeTa,
KOTOPbIN COCTOUT U3 CriedyoLwmnx 3Tanos (CM. PUCYHOK 4):

Knnent Cepgep Basa 1anHBIX
l_ 3anpoc GOpPME! V1A COCTABTEH NS r;pmcpucn%l
| dopMupoBania oruera 1
| I
I<— Omnpaeka GopMer
| I
|

T
I

1

1

1

1

1

1 |

F—  Ommpasxa pOpMEI ¢ BBICHHBIMH :(:mm.r\m%l !
I I

[ B-.uu,x;uumj |

I I

enuemlux JIAHHBIX !

I I

| OTnpaska 3anpoca ¢ BuLAeICHHBIMHU |

;I

: napaMerpaMu 13 Gpopmst

{ TTonyyeHne MACCHBA TOKYMEHTOB COIIACHO
.é TOYHEHHOMY 3AIpocy

1
1
—

H JOKYMEHTe, MOTyUeHHOMY 13 3anpoca
1
J Jlononarenne MACCHBA JOKYMEHTOB

iHOpManHedt N0 KKAOMY I3 HIX

|
I
I
|
|
|
|
|
|
|
| |
| | |
| | ]4’1”])0&' HA MOayIeHHe Hllq’(‘p.\lﬂllllll 0 KaAIOM\!
| X
| |
| I
| 1
I

|

1

5 TMepenaua nudopsaiin, npumeunedi Ha
| cepsep

1

F———— QopMupoBaHIe OTHeT :~——|
|

K—m MOTYYEHHOr 0 MACCHBA JAHHBIX

Pl/lcyHOK 4 — [Inarpamma nocregoBaTefbHOCTU nony4vyeHuna cchopmMmnpoBaHHOro oT4eTa

1 TMonb3oBaTenb, nepenas B mogynb «OT4veTbl», 3anpawwmBaeTr y cepsBepa ¢opMmy ANng
3anoriHeHWs KpUTEPUEB, NO KOTOPbIM ByAeT (hopMNPOBATLCS OTYET.

2 CepBep, nonyyns 3anpoc OT MoOMb3oBaTensd, oOTnpaBnaeT cTpaHuly Cc dopMon Ansg
dopMUPOBaHUA KpUTEPUEB ANSA NOCTPOEHNS OTHETA CO BCEMU BIIOXKEHHBIMU B HEE 3HAYEHUAMM.

3 KnueHT 3anonHseT nonyyeHHylo € cepBepa OpMYy ornpeferieHHbIMU AaHHbIMWU, KOTOopble
HeoOXoouMbl AN MOCTPOEHUS OT4YeTa cornacHo ero 3anpocam. [locne 3anonHeHunst  copmbl
nonb3oBaTenb onpaBnsaeT eé Ha cepsep.

4 CepBep, nony4ms opMy C BBeAEHHbIMW NONb30BaTENEM AaHHbIMW, MPOU3BOAMT BanuaaLuio
AaHHbIX BBEOEHHbIX B AaHHYI0 (hOpMY.

5 Ecnu Banupauusa gaHHbix hopmbl Obina npounsBegeHa ycnewHo, To cepsep hopmMupyeT 3anpoc
k 6a3e gaHHbIX C BblAeNEeHHbIMM U3 AaHHON hopMbl NapaMeTpamMm u oTnpasnseT ero 6ase AaHHbIX.

6 bBbasa gaHHbIX, MOMy4YMB 3anpoc OT cepBepa, HadvMHaeT OpPMMPOBaTb MACCUB AJOKYMEHTOB U3
obwero maccuBa, XxpaHsiwerocs B 0ase AaHHbIX, KOTOpble COOTBETCTBYIOT MOSy4YEHHbIM B 3anpoce
napametpam. locne gopmMupoBaHMs JaAHHOMO MaccuBa AOKYMEHTOB 6asa AaHHbIX OTnpaBnsieT ero B
OTBET Ha 3anpoc Ha3af Ha cepBep.

7 CepBep, NoOny4YMB MaccuMB AOKYMEHTOB OT 06asbl [aHHbIX, HauMHAeT (POPMUPOBAHME HOBbLIX
3anpocoB Mo KaxaoMmy JOKYMEHTY Ars 3anofHeHUs BCEX MNofen, 3anpoLleHHbIX nonb3oBatenem B gopme,
Bcen Heobxogommon wuHdopmaumen. lNocne dopmmupoBaHMst 3anpoca cepBep oTnpaenseT ero 6ase
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AaHHbIX M MOBTOPSET AAHHYIO MpoLeaypy AN KaK4oro JOKYMeHTa M3 NOoy4eHHOro Maccuea.

8 basa pfaHHbIX, MOMy4MB 3anpoc Ha npefocTaBrneHne AOMOMHUTENbHOM MHGOopMauun mno
Ka)KOOMY [OKYMEHTY, HadmHaeT cbop COOTBETCTBYWLIEW MHOPMaUMM AN KaXOoro u3 AOKYMEHTOB.
lMocne dopMMpoBaHMs MaccmBa OaHHbIX AN JOKyMeHTa 6as3a AaHHbIX OTnpaBnseT 3TOT MaccuB B OTBET
Ha 3anpoc Mo onpedeneHHOMYy OOKYMEHTY Ha3aj Ha cepBep M MOBTOpSEeT AdaHHyl npoueaypy Ans
KaXkgoro nony4YeHHoro 3anpoca no AoKyMeHTaMm.

9 CepgBep, nonyunB OT 6asbl AaHHbLIX OOMNOMHUTENBHYI WHGOPMAaUMIO ANA onpeaeneHHoro
OOKYMEHTa, [OMOMHAET paHee MOoSlydeHHbI MacCyMB [OKYMEHTOB AOMOSNHUTENbHOW MHGOpMauuen no
Kaxkgomy u3 Hux. Nocne dopmMupoBaHUSA MNOMHOMO MaccuMBa AaHHbIX MO KAXAOMY U3 LOKYMEHTOB cepBep
OTnpasnseT BCO MHAOPMALIMIO NONb30BaTENHo.

10 Ha cTopoHe nonb3oBaTenst npoucxoauT rpaduydeckoe hopMupoBaHme 13 Noy4eHHOro Maccmea
AaHHbIX OTYeTa, KOTOpbIN OyAeT NOHATEH NONb30BaTenNko.

Ha pucyHke 5 npegctasneH BHELWHWA BUA CHOPMUPOBAHHOMO oTyeTa:

BB [10CTPOEHHbI OTYeT
OT4YeT No 3aperucCTPUPOBaHHbIM LOKYMeHTaM Bcex hopmatos 3a nepuoa ¢ 01.02.2021 no 31.03.2021

o prrT

Copruposxa

JloKymenTOB B oTueTe - 3 Oruet 3a nepuoa: 01.02.2021 - 31.03.2021

CTpaHuu AoKyMeHTOS - 133 B MocTpanmumoe oTobpaxenye AOKyMEHTOB

~ BenunsectBank Kon-80 soxymentos: 3 Kon-so crpanuas 133

1

Ha3sanwe A

PucyHok 5 — BHelwHWIA BUA chopMMpOBaHHOIO oTyeTa

Takvum obpasom, Obin pa3paboTaH MoAynb pacrnpenerieHHOW CUCTEMbl MEHEeKMEHTa MpPaBOBbIX
aKTOB COOTBETCTBYIOLUMIA BCEM MOCTABIEHHbIM Nepes HUM (hyHKUMOHaNbHbIM TpeboBaHWAM U HOopMam,
ObinM NpoaHanu3npoBaHbl W BbiOpaHbl OCHOBHbIE TEXHOMOMMM W CcpeacTBa Ans paspaboTku ero
KIMMEHTCKOW N CepBEpPHON YacTen.

Cnucok ucnosib308aHHbIX UCIMOYHUKOS8:

3. Onuwyk, A. B. Paspabomka Web-npunoxeHuti Ha PHPS. [IpogheccuoHanbHas paboma / A. B. Onuwyk,
A. H. YannbleuH. — Mockea, 2006. — 352 c.

4. The architecture of open source applications [3rekmporHbiti pecypc). — Pexxum docmyna: http://www.aosabook.org/.

5. Ckum, [IxoH. C# 0Ons npogbeccuoHarnos: moHKocmu rpoepammuposaHusi, 3-e u3d. / [IxoH, Ckum. — Mocksa,
2014. - 608 c.
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3ALLUTA CETEBOI'O YPOBHA NPU NOMOLLUU NMPOTOKOJIOB GRE
OVER IPSEC

Cakosuy [1.A.

Bernopycckuli 2ocydapcmeeHHbili yHusepcumem uUHhopMamuku U paduo3ieKmpoHUKU
2. MuHck, Pecnybnuka benapych

Llesuyk O. . — k. m. H., QoueHm

B HblHewWwHee BpemMs MHOrMe KOMMaHUW CTOMKHYNMCb C Npobnemon opraHu3aumy yaanéHHoro goctyna
mMexay punuanamu. [Ans 3Toro MHorme M3 HuX npuberarT K UCMONb30BaHUI0 MHAPACTPYKTypbl NpoBaviaepa Ans
coeaunHeHusa. OgHako gaHHas ceTb HebesdonacHa Anst UCMOMNb30BaHMSA B KOMMepPYecKMX Lensax. [nsa nosbileHns
3aLlMTbl UCMONb3YETCA TEXHOMOMUS TYHHENMPOBaHKSA Npu nomoLm npotokonos GRE u IPSec.

Mcnonb3oBaHne TyHHenen GRE BmecTe ¢ IPSec gaet Heckonbko nNpenmyLLecTs, Npexae BCero notomy,
yto IPSec He nopgaepxuBaeT TpaduK, OTMIMYHBIA OT OAHOALAPECHON. OTO MOXET NPMBECTU K Npobrnemam, ecnu
nnaHMpyeTcs WUCMomnb3oBaTbCs CNyxObl, Tpebywwue Takoro Tuna Tpadmka, Hanpumep, MPOTOKOSbI
AVHaMmnyeckon mapLupyTm3aumn, Takme kak OSPF nnu EIGRP, 4To MOXHO yBMAETb Ha pUCYHKe 1.

Bnarogapa npoueccy wuwHkancynauum GRE  wwumpokoBewlatenbHbll U MHOroagpecHbii  Tpaduk
WHKancynuMpyeTcs B OAHOAApPeCHbIV MakeT, KOTOpbIN MoxeT obpabatbiBatbes IPSec, 4to genaeT BO3MOXHOM
OVHAMWYECKYHD MapLUpyTU3aLuio MeXay OLHOPaHroBbIMW y3namu, pasgeneHHbiMu Hebe3onacHon ceTeBon
obnactbto.

Kpowme Toro, TyHHenn GRE obecneurBatoT 60nee BbICOKUIA YPOBEHb OTKA30YCTOMYMBOCTU, YEM Ha CaMOM
aene nakeTtbl nogaepxkn aktnsHoctn IKE.

#

IPSec |

PucyHok 1 — CTpykTypa GRE over IPSec TyHHens

[nsa pa3BepTbiBaHMS Ha CeTsX Obin BoipaboTaH anropuTM, No KOTOpoMy OyaeT OpraHM30BbLIBaTLCS 3alUmTa
CEeTEeBOro ypOBHS. [1aHHbIN anropuTM MOXHO YBUAETb Ha PUCYHKE 2.

PucyHok 2 — Anroputm yctaHoBneHus 3awutbl npu nomown GRE over IPSec

1
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Mo kaxgomy Lary MOXHO MOHSTb Kakue MeToabl Oblv  MCMOMb30BaHbI
TYHHENUPOBaHMSI.

ONs  MHUUManuM3aumm
OaHHbIi anropnTt™ 6bIn UICNONB30BaH U NPOTECTUPOBAH CMOAENMPOBAHHOW CETU NpY NOMOLLM nepexsaTta
nakeToB Ans oueHKkn ero. [ina mogenvposaHusa cetu Gbin ncnonb3oBaH nporpamma ans amynaumm Cisco Packet
Tracer. Pe3ynbTat nepexsaTta 04HOro M3 NakeToB NPeACTaBrieH Ha PUCYHKe 3.

|EJE|||4|||8|||||||1Ei|||2|.'.'l| 1 24 1 i Bits
VER:4 IHL:5 DSCP:0x00 TL:20
ID:0x0047 FLAGS:0x0 FRAG OFFSET:0x000
TTL:255 PRO:0x32 CHKSUM
SRC IP:10.10.10.6
DST IP:10.10.10.1
DATA (VARIABLE LENGTH)
ESP Header

L T T O O O e I e | Lo o 160 a0

ESP SPI:513508867

11 11 | Bits

ESP SEQUENCE:N

ESP DATA ENCRYPTED WITH:4

ESP DATA AUTHENTICATED WITH:2

EMCRYPTED DATA (VARIABLE LENGTH)

PucyHok 3 - MNMepexsayeHHbIi MHKanCynMpoBaHHbIN NakeT

Mpu nepexeaTte naketa Obin NONy4YeH pe3ynbTaT, YTO AaHHbIE HAXOAATCA B 3aLUMEPOBAHHOM U
WHKancynmMpoBaHHOM COCTOSIHME.

Takum 06pasoM, OaHHbIA MeTo[ 3alnThl HEe JAéT BO3MOXHOCTb 3TOYMbILUNEHHUKY Y3HaTb JaHHble
nepenasaemble Mo CETEBOMY YPOBHIO IP.

Cnncok MCronb30BaHHbIX MCTOYHUKOB!
1.

RFC 4301 Security Architecture for the Internet Protocol / S. Kent, K. Seo, december 2005.
2.

RFC 1701 — Generic Routing Encapsulation (GRE) / Stan Hanks, october 1994
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OLEHKA NPOU3BOOUTENBbHOCTU BITIOKYEWH CETEN

Skoeduk H.B., cmydeHm ep.967041 mazucmpaHm

Benopycckuli 2ocydapcmeeHHbil yHUgepcumem UHGopMamuku U paduoa3/1eKmpoHUKU
2. Munck, Pecriybrniuka benapyce

Gopuckesuy U.A. — K.m.H., doueHm

AHHoTaums. B gaHHoi paboTe paccMaTtpuBaroTcsi pakTopbl, OKa3blBalOLLME BIUSIHAE HA NMPOM3BOAUTENBHOCTL BroKYelH ceTu, B
YacTHOCTW Ha BenuunHy Transactions Per Second (TPS).

KnioyeBble cnoBa. 6rokyenH, NPON3BOAUTENBHOCTb, tpS.

Mpun noacyete TPS Bpems obpaboTkM TpaH3akuuin cobupaetcs C y3noB cetu [1], 4To He
COBCEM KOPPEKTHO, TaK KakK Ha NpakTUKe KIWEHTCKOEe MPUNOXEHNEe HEe MOXET MONy4uTb yKasaHHbIn
pesynbTat. bonee HarnsgHbIM ABMSeTCH NOACYET BPEMEHW C MOMEHTa Hayana dopMuMpoBaHWUs
TpaH3akuMm 4O MOMEHTa MOosyYeHMs 4OCTOBEPHOM MHAOPMALIMN O BKIIOYEHUW AAHHOW TpaH3aKumun B
6nokyenH. Ho npu pgaHHOM MOAXOA4E Ha pasHblX KIMEHTCKMX MPUNOXEHMAX pesynbTar MOoXeT
OTNMYaTbCA B HECKONbKO pas, Aaxke npu OTnpaBke WAEHTUYHOW TpaH3akuuun. [anee 6yayt
paccMOTpeHbl aTanbl 06paboTkn TpaH3akuwui, KOTOpble MOryT MOBMUSATbL Ha NPOM3BOAMTENBHOCTb
BCeEW ceTu.

B 6rokyenH ceTsx TpaH3akums opMupyeTcs U MOANUCHIBAETCA KITMEHTCKUM MPUIIOXKEHMEM.
Hanpumep, 6nokyeriH, ncnonb3yoLwmii 4oKa3aTenbCTBO NPUHAAMNEXHOCTM K CNNCKY Ha ocHoBe merkle-
tree, He TpebyeT MHOro pecypcoB ANns Bepudukaumm B LEMNOYKE, HO pecypco3aTpaTteH npu
MOAroTOBKe TPaH3akumm [2]. OTo 03HayaeT, YTO NPON3BOAUTENBHOCTL KIMEHTCKOro YCTPONCTBA NPSiMO
BMMSIET Ha CKOPOCTb 06paboTkMN TpaH3aKUMNA.

Mpexae yem NPUCTYNUTL K OTMPaBKe TPaH3aKUUW, KITMEHTCKOE MPUNOXeHne JOIMKHO 3anpocuTb
coctosiHue 6nokderiHa. Korga cetb MMeeT mMano y3noB, 3TO He OKa3blBaeT CyLIECTBEHHOIO BRMSHUS,
HO Korga ceTb paspacTaeTcsi, Takmx 3anpocoB CTAHOBUTCSH AOBOMbHO MHOMO M OHW MOTYT MOBUSATL Ha
3arpy>keHHOCTb ceTu. MN3-3a yero Takue 3anpockl 6yayT obpabartbiBaTbCs MeaneHHee.

Ha cnegyowem ware KNMEHTCKOE MPUOXeHue OOSMKHO OTNPaBUTb TPaH3aKUMIO B OAWH U3
y3roB 6rokyenHa. TOT y3en HauyMHaeT pacnpocTpaHATb MHpopMauuio O TpaH3akumm vyepes peer-to-
peer (p2p) ceTb 4O Tex Nop, Noka TpaH3aKUuo He YBUAMT y3en, (hopMupytoLwmin 6r1okn, u He go6asuTt
ee B OOMH M3 OnokoB. TaK Kak KIMEHTCKOe MpUMoXeHWe 3HaeT Xell TPpaH3aKuMm — eMy HYXHO
A0XOATbCS M3MEHEHUS COCTOSHUS BrioKYenHa M NPOBEPUTb, €CTb MM HYXXHBIN Xell B HOBbIX Griokax
LiernoYKm.

B GonblUMHCTBE COBPEMEHHbIX P2p CeTen UCMOoNb3YTCA pasHble MoauduKauum npoTokona
Kademila [3]. B uenom, aTOoT BMA ceTel CMNOXeH W MeHee npeackasyem, Yem npuBbIYHbIE CETU
LEeHTpanu3oBaHHbIX CepBUCOB. AHanu3 3aTpygHseTcd BO3OeNCTBMEM Takmx (PakTopoB, Kak
KONMMYECTBO aKTUBHbIX HOL, PaCMoNIOXeHbIX PSAOM, pa3mep GrIOKOB 1 TpaH3aKUMK.

[obaBneHne TpaH3akuun B OMNOKM W BKMKYEHWE KX B ONOKYENMH [OIDKHO MNPOUCXOLUTb
MaKCMMarnbHO BbICTPO, HO MOryT BO3HMKATb Cry4Yau, Korga ABe ANMHHbIE KOHKYPUPYHOLLME LIEMOYKMY,
nepeknoyascb Mexay co60n, NPOM3BOAAT U3MEHEHMS MeTadaHHbIX ThiICAY TpaH3akuui [4]. [naBHbIM
(hakTOpOM BO3AENCTBMS Ha JAHHOM 3Tane sBMAseTcs BblOpaHHbIN anroputM KoHceHcyca. K Tomy xe,
CMapT-KOHPaKTbl SBMASIOTCA MporpaMmMamMu, KoTopble TpebyloT onpedeneHHblX pecypcoB Ans
ucrnonHeHnss [5]. A ecnu CMapT-KOHTPaKT reHepupyeT OOMbLIOW MacCMB AaHHbIX — KIAMEHTY
notpebyeTtcs 6onbLUe BpeMeHW Ha Nnpyvem nHdopmaummn npy MeaneHHOM MHTEPHET-CoeAVHEHUM.

B wTore, MOXHO BblIOENUTbL Credylolime KaTeropyMu onepauui, Npou3BOAUMBIX B GrOKYENH
CeTAX N BUSAIOLWNX Ha NPOU3BOAUTENBHOCTD!

1. kpunTorpadmyeckme npeobpasoBaHuUs;

2. nepepava faHHbIX B p2p ceTu;

3. BbIMOMTHEHNE CMapT-KOHTPAaKTOB;

4. oukcauus NsSMeHeHun B GNOKYEnHe;

5. nonyyeHne KNMMEHTOM OBHOBMNEHNS COCTOSHUS.

Cnuncok ncnonb3oBaHHbIX UCTOYHUKOB:

1. Australasian Telecommunication Networks and Applications Conference., Melbourne, 22-24 Nov. 2017 / Rendezvous
Hotel ; ed.: A.E. Krzesinski [et al.]. — IEEE Explore, Melbourne 2017. — 96p.

2. Hackernoon [Electronic resource] : Evolution of Airdrop: from Common Spam to the Merkle Tree. — Mode of access:
https://hackernoon.com/evolution-of-airdrop-from-common-spam-to-the-merkle-tree-30caa2344170. — Date of access:
15.03.2021.
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Annotation. The design of 10T network structure on Google Cloud IoT platform are given. GPRS-A LTE as controller is discussed.

Key words. 10T design, Google Cloud IoT platform, GPRS-A LTE module.

Solutions for the Internet of Things (IoT) network - this is a set of resources and components
divided by loT devices, 0T platform and IOT applications. Events, analytical information and actions
are data streams and processing conveyors that are performed in these structural parts.

Consider the process of building the Internet of Things (loT) network to control the temperature
and energy in the building, including the device (sensors), a microcontroller, a network gateway, the
Google Cloud IoT cloud platform (CP), a mobile device. The controller, depending on its configuration,
performs the functions of collecting information from the accounting device, its accumulation and
subsequent transfer to the server, from where it becomes available to the end user.

The gateway is required to convert and transmit data to a cloud platform (OP). In the cloud
environment, the server is involved. OP server contains measurement databases, site.

Cloud Internet of Things platform - placed in the cloud managed service, which acts as a
message center for bilateral relations between the Internet application of things and devices that it
controls. The functionality of the platform allows to create scalable, full-featured internet solutions, for
example, to monitor the use of an office building. The platform provides sensors a secure
communication channel to send data. Authentication for a separate sensor allows to safely connect to
the platform and safely control each device. A wide range of device features supports multiple
authentication types. SAS token-based authentication allows to quickly start working with the Internet
solving things. Separate authentication based on X.509 certificate is used for secure authentication
based on standards.

In the database, the received data from the device (serial number of the instrument, the network
address of the device, the energy measurement unit, the measured heat value, the pressure
indication, the type of inputs G3/G4, the type of temperature sensors, etc.) is stored.

The site serves as a means of displaying captured and obtained results. On each of the mobile
devices, it can install an application that allows to display the information you are interested in the
cloud database through the site. To ensure remote removal, the instruments can be equipped with an
LTE interface.

The Google Cloud IoT platform includes a number of services with which you can create an IoT
network. Cloud IoT Core is a fully managed service for easy and secure connection, as well as
management and reception data from various devices. Cloud Pub/Sub is a service that processes
information about events and provides real-time thread analytics. Cloud Machine Learning Engine,
which allows to create learning models and use data obtained from loT devices [1].

As a microcontroller and gateway, we will apply a GPRS-A LTE - a universal monitoring module
that can work automatically or within the system of alarm system, as well as building automation
systems [2]. The device is equipped with a module that supports data transmission in LTE technology.

Using a cellular network (TCP), the module can exchange data with devices in 10T). This allows
you to integrate the module with automation and data collection systems. The module can send to the
devices to loT information about the status of inputs and outputs, as well as values from analog inputs
and from the 1-Wire bus. In response, the module can finalize requests for blocking / canceling inputs
and on / off the outputs of the module.

List of literature sources:

1. Google Cloud loT solutions [Electronic resource]. — Access code :  https://cloud.google.com/solutions/iot. —Data of access :
29.03.2021.

2. GPRS-A LTE [Electronic resource]. — Access code:  https://www.satel.pl/ru/produktid/1200. —Data of access:
29.03.2021.
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The Internet of things belongs conceptually to the next generation of networks, so its structure is
similar to the well-known four layer of NGN architecture, which includes smart sensors, transport
environment, services and applications [1].

The lowest level of the 10T structure consists of smart objects integrated with sensors. Sensors
connect the physical and virtual (digital) worlds, providing real-time data collection and processing.
Miniaturization, which reduced the physical size of hardware sensors, made it possible to integrate
them directly into objects in the physical world. There are different types of sensors for the relevant
purposes, for example, for measuring temperature, pressure, speed, location, etc Most sensors
require a connection to a sensor aggregator (gateway), which can be implemented using a local area
network (LAN) such as Ethernet and Wi-Fi, or a personal network (PAN) such as ZigBee, Bluetooth,
and ultra-wide-band wireless communication over short distances (UWB - Ultra-Wide Band). For
sensors that do not require connection to the aggregator, their connection to servers/applications can
be provided using global wireless WAN networks such as GSM, GPRS, and LTE.

The large amount of data generated at the first level of 10T by miniature sensors requires a
reliable and high-performance wired or wireless network infrastructure as a transport environment
(network level). To implement a wide range of services and applications in loT, it is necessary to
ensure that multiple networks of different technologies and access protocols work together in a
heterogeneous configuration. These networks must provide the required values for the quality of
information transmission, especially for latency, bandwidth, and security. This layer consists of a
converged network infrastructure that is created by integrating heterogeneous networks into a single
network platform.

There are four levels of management in the 1oT network: the application level; the support level
for applications and services; the network level; and the device level (sensor + handler) [1].

The application and service support layer includes capabilities for various 0T objectsThe
service level contains a set of information services designed to automate technological and business
operations in the |oT: support for operational and business activities (OSS/BSS — Operation Support
System/Business Support System), various analytical information processing (statistical, data and text
mining, predictive analytics, etc.), data storage, information security, Business Rule Management
(BRM), BPM — Business Process Management, etc.

At the fourth level of the 10T architecture, there are different types of applications for the relevant
industrial sectors and fields of activity (energy, transport, trade, medicine, education, etc.).

The network layer includes network capabilities (access and transport network resource
management, mobility management, authorization, authentication, and billing functions, AAA) and
transport capabilities (providing network connectivity for transmitting IoT application information and
services). The device layer includes the device's capabilities for retrieving information, preprocessing
it, and gateway capabilities.

The capabilities of the device include direct exchange with the communication network,
exchange through the gateway, exchange through the wireless dynamic ad-hoc network, as well as
temporary stop and resume operation of the device for energy saving. The gateway features support
multiple interfaces for devices (CAN bus, ZigBee, Bluetooth, Wi-Fi, etc.) and for access/transport
networks (3G, LTE, DSL, etc.). Another feature of the gateway is support for protocol conversion, if the
protocols of the device and network interfaces differ from each other [1].

There are also two vertical levels, the management level and the security level, covering all four
horizontal levels. Vertical operational management capabilities include managing the consequences of
failures, network capabilities, configuration, security, and billing data.
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CEKLUMSA «CUCTEM TEJIEKOMMYHUKALINA»

YAK 621.391

OLIEHKA CJTOXXHOCTU AIITOPUTMA OBYYEHUA C OLLUBKAMMU
AINTEBPANYECKUX PELWLUETYATbLIX KOOOB

AnuceeHko M.A.%, acniupaHm

Benopycckull eocydapcmeeHHbIl yHUsepcumem UuHgopMamuku U paduo3r1eKmpoHUKUt
e. Munck, Pecriybrniuka benapyce

CanomamuH C.b. — kaHO. mex. Hayk, doueHm

AHHOTaums. MokazaHa BPeMeHHas CMOXHOCTb BblumcrieHus anroputma LWE, peannsoBaHHOTO Ha A3blke MporpaMMupoBaHus
Python, Ans pasnuyHbIX 47IMH OTKPLITOTO COOBLLEHUS 1 HANMYMS OLUNGBOK.

KntoyeBbie cnosa. Anroputm obyyeHuns ¢ owmnbkamu, LWE, anrebpanyeckue peluetku.

OpHon u3 3agay pas3paboTkM anropuTMOB 3aluUThbl [aHHbIX SIBMSIETCA WX MOTeHuuanbHas
CNOCOBHOCTb MPOTUBOCTOSATL PA3fIMYHOrO BMAa atakaMm, B TOM YMCMe Ha OCHOBE MOCT-KBAHTOBbLIX U
napannenbHblX BbluMCeHW. [MpyMeHeHne anropuTMOB TEOpMM MHOTFOMEPHbIX anrebpanyeckux
peLueTok npegocTaBnaloT BO3MOXHOCTb dopmmpoBaHus NPOCTPAHCTBEHHO-BPEMEHHOIO
MHOroo6pasus KogoBbIX Kpuntorpadmyeckmux cTpyktyp [1-4].

Anroputm anroputma oby4deHus ¢ owmbkamu LWE [5] peannsoBaH Ha Python 3.8.7 ¢
ucnonb3oBaHveM mogyns numpy. CpegHee Bpems BblMMCIEHUM paccuynTaHo u3 20
N3MEepEeHNn Ha Kaxayro ANUHY OTKPbITOrO TeKCTa C UCMONb30BaHUMEM BCTPOEHHOro mMoayns
time. lNMpu BblMUCNEHMAX MUCMOMB30OBaNUChL cnegywuime napameTpbl: N=3, m=3, t=10, r=9,
=23, pnuHa cooluweHna |, cocTodwero w3 crnydanHbix uensix 4yucen ot 0 go r,
BapbupoBanack ot 2! go 229,

PesynbTatbl BblYMCNIEHUI NpeAcTaBrneHbl B Tabnuue m Ha pucyHke 1 (rpadumk NOCTpoeH
ucnonb3oBaHuem moaynsa matplotlib). CnoXHOCTb BbIYMCIIEHUI pacTeT 3KCMOHEHLMANbHO.

7
KonnuecTBo OMHG0K:
—e— 0

61 1

¥ 4= w
| | |

Bpems BEMMHCIEHHI, ©

(=]
L

3 8 13 18
JnuHa oTEpEITOro Tekera 27, ruen ot 1 1o 20
PI/IcyHOK 1- Fpadwn( 3aBMCUMOCTU CpeJHero BpemMeHun BbIYUCNEHUN B CeKyHaax OoT KoJim4yecTBa CMMBOJIOB
OTKPbITOro TeKCTa N Hann4na oLmn6ok

B HacTosiLee Bpems BaXHOCTb 3agayvm pas3paboTku anropMTMOB 3alUuThl JaHHbIX onpeaereHa

MX MNOTeHUManbHOW CMOCOBHOCTLIO MNPOTUBOCTOSIHUA K pas3HOro poda aTakam, TakuMm  Kak
NMOCTKBaHTOBbIE U NapannenbHble BblYNCeHns. AKTyanbHOW NpobneMon CTaHOBMTCS NMOUCK BbICTPbIX
anropuTMoB LUIN(PPOBaAHNSA C MUHUMArbHOW BbIYUCIUTENBLHOW CIOXHOCTBIO AN CUCTEM CBS3U B
CEHCOpPHbLIX ceTsiX. BpemeHHas cnoxHocTb anroputma obyyeHusi ¢ owmnbkamm LWE anrebpaunyveckmx
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pelueTyaTblX KOOOB pacTeT 3KCMOHEHUManbHO MO Mepe YBenuyeHusl AMvHblI OTKPbLITOrO TeKCTa, YTo
Heo6xo04MMO yuMTbIBaTb B annapaTtHoM obecrneyeHnm YCTPOUCTB MHTEPHETAa BeLLEN.

Cnncok Ncnonb3oBaHHbIX UCTOYHUKOB:
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C.b. CanomatuH // TenekoMMyHuKauuW: ceTM W TexHonoruu, anrebpavyveckoe KoaupoBaHMe M 6e30nacHOCTb AaHHbIX:
maTepuanbl MexayHap. Hayy.-TexH. cemuHapa (Pecnybnuka Benapyck, MuHck, HOsi6pb — aekabpb 2020 r.). MuHck @ BI'YWUP,
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CUCTEMA ABTOMATU3UPOBAHHOIO TECTUPOBAHUA
YCTPOUCTB MHTETPUPOBAHHOIO A1IOCTYMNA

Nnamosuy A.A., mazucmpaHm 2p.067041

Bernopycckuti eocydapcmeeHHbil yHU8epcumem UHopMamuKu U paduoseKmpoHUKU
e. Munck, Pecriybrniuka benapyce

[aebioosa H.C.— k. m. H., OoueHm

B poknage paccMoTpeHa paspaboTaHHas cucTema aBToMaTU3MPOBaHHOIO TECTUPOBAHNS YCTPOWCTB UHTErPUPOBaHHOTO
goctyna, pabotarowmx no TexHororm ADSL. lNpuBeneHbl MeToabl aBTOMaTuU3aLMy MPOLIECCOB AMArHOCTUKM U ONUTENbHOro
TECTUPOBaHUsI YCTPOMCTB NPU PEMOHTE B NPOM3BOACTBEHHLIX NabopaTtopusix. OnucaHa annapaTHasi YacTb CUCTEMbI, CTPYKTYpHas
cxema, a Takke anroputm paboTbl IPOrpaMmMHOro oGecneyeHus.

YctponctBo  uHTerpumpoBaHHoro pgoctyna (IAD - «Integrated Access Device) —
TenekoMMyHMKaLMOHHOe obopynoBaHue, pacnornoXeHHOe B NOMeELLEHNM aboHEHTa (KNMMeHTa), MoXeT
npyvHagnexartb KMMeHTy nnu ObiTb B3ATO B apeHay wunu B Haem. O6GopyaoBaHve ucnonb3yetcs Ans
coeguHeHus aboHeHTa € ceTblo onepartopa (nposangepa) ansa npegocraenenus ycnyr VolP, IPTV,
gocTtyna B ceTb VIHTepHeT n ap. Cpean NpemMyLLecTB YCTPOWCTB MHTErpUPOBAHHOIO 4OCTYNa MOXHO
OTMETUTb BO3MOXHOCTb [00aBNATb HOBbIE YCNYrn, HE yXyAlwlas yXe npegocTaBfsieMble, a Takke
BO3MOXHOCTb MCMOMb30BaHUSA YCTPONCTB AN PYHKUUA MOHUTOPUHIa NoKanbHbIX CeTeN, BbIABMNEHUS
HapyLleHWI 3KcnnyaTaummn n ynpasneHus 4ocTynom B ceTb. [1].

OcCHOBHble  (PYHKLMOHAmNbHbIE  BO3MOXHOCTM  YCTPOWCTB  WMHTErpupoBaHHOrO  [OCTyna,
paboTatoLmx no TexHonorum ADSL:

- BbICOKOCKOPOCTHOW JOCTYN K ceTn HTepHerT,

- NpeaocTaBneHne yenyr UHTEPaKTUBHOIO LMAPOBOro TenesmaeHus no texHonorum IPTV,

- NpegocTasneHune ycnyr TenegoHHon ceasu no IP (VolP),

- Touka goctyna Wi-Fi.

Mpouecc peMoHTa abOHEHTCKUX YCTPOMCTB MHTErPMPOBAHHOIO 4OCTYNa B MPOU3BOACTBEHHbIX
nabopartopusix BKMo4aeT B cebsi cnegytolime atanbl: AUarHoCTMKa, YCTPaHEHUSI HEUCMPABHOCTEN U
TEeCTUpOBaHWe, NMPU KOTOPOM MPOU3BOAUTCS MpoBepka paboToCNoCOOHOCTU BCEX Y3NOB U KOHTPOSb
OCHOBHbIX napameTpoB. C TeyeHMEM BpPEMEHW pacTeT KaK KOMMYECTBO BbIXOAALMX M3 CTPOH
YCTPOWCTB, Tak MW pasHoobpasve BO3HMKAKLWIMX HeuUcrnpaBHOCTEN. HekoTopble U3 Takux
HeMcnpaBHOCTEN MPOSBASAIOTCA MNULb NPU ANUTENbHOW JKCnnyaTtaumm abOHEHTCKMX YCTPOMCTB, YTO
3HAYUTENbHO YCIMOXHSAET NPOLIECCHI ANArHOCTUKN U TECTUPOBAHUA Ha paboyem MecTe no pemoHTy. B
CBA3N C 3TUM BO3HMKIIA HEOOXOOUMOCTb B YCOBEPLUEHCTBOBAHWM M aBTOMaTM3auMu MpOLIEeCCOB
ONarHOCTUKN U TECTUPOBAHUSA PEMOHTUPYEMBIX YCTPONCTB UHTErPUPOBAHHOIO JOCTYNa.

OcHoBHble 3afaun, pelaemMble Npu pa3paboTke U BHEOPEHUM aBTOMATU3NPOBAHHOW CUCTEMbI
TECTUPOBaHWUS:

1. MNoBblWEHNE KayecTBa pPeMOHTa abOHEHTCKUX YCTPOWCTB MHTErpUpOBaHHOrO goctyna. 310
pocturaeTtcst nytem 6onee AnMTENbHOrO TECTUPOBAHMS YCTPOWCTB, NMO3BOMAIOLLENO BbIABUTL HESABHbIE
HENCNPaBHOCTU, KOTOPbIE HE MPOSABMAOTCS NPU KPAaTKOBPEMEHHOW NpoBepke paboTocnocobHoCTU.

2. CHwkeHune TpygosaTpaT Ha onepaumio  AnUTENbHOro  TeCcTMPOBaHUS  YCTPOWCTB
WHTErpMpoBaHHOro AocTyna. JTO OOCTUraeTcsl MakCuMaribHOW CTENeHbld aBTOMaTu3aLuu CUCTEMBI.
Bce aTanbl TeCcTupoBaHus NpoxoasT 6e3 yyactus onepaTtopa: koHdurypaumst SIP-akkayHTa, 3agaHue
nokaneHoro IP-agpeca, MOHWUTOPUWHr napameTpoB ADSL coefuHeHusl, KOHTPOSb KayecTBa kaHana
TOHAmNbHOW 4acTOoThl, uKcnpoBaHne paspbiBoB Ethernet n ADSL coeguHeHun, cOpoc Ha 3aBopackme
HaCTPOWKM YCTPOWCTBA.

Cuctema Takke obnagaeT cnefyroLwuMm XxapakTepucTUKamm:

1. YHuBepcanbHocTb. Cuctema noggepxumBaeT Bce MOAEenuM abOHEHTCKUX YCTPOWCTB
WHTErPUPOBAHHOIO [JOCTYMa, 3KCMNyaTUpyeMbiX Ha npegnpuatui u paboTarlmx MO TEXHOMOormm
ADSL. Yctponctea pasHbiXx npousBoauTene U MOAENEen WMEKT pasHbil  UHTepdenc
B3aVMOOENCTBUS.

2. MacwrtabmpyeMocTb — BO3MOXHOCTb [0OaBneHns HOBbIX MOAenen YCTPOWCTB, KOrda OHu
OyayT BBEAEHbI B 3KCMNyaTauuio.

Ha pucyHke 1 npuBegeHa CTpykTypHas cxeMa pa3paboTaHHON aBTOMaTU3NPOBAHHOW CUCTEMBI
TeCTUPOBaHUS YCTPOWCTB WHTErpMpoBaHHOro [JocTyna, coepxalias crnegylowme anemMeHTbl
annapaTtHOM YacTu:
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- MynbTUCEPBUCHLIV Moaynb goctyna Huawei SmartAX MA5600 ¢ nnatamu ycnyr ADEE, ADBF
ONSA NOAKMIYEHNs1 YCTPOUCTB MHTErpmpoBaHHoro goctyna no ADSL [2],

- ceTeBou kommyTtaTtop Cisco Catalyst 3560 ¢ 24 nHtepdgencamm Ethernet,

- cepBep |IP-TenedoHmm Ha ocHoBe CBOOOAHOIO NporpaMmHoro obecneyerust Asterisk,

- M3BM onepartopa,

- Dial-Up mogem Zyxel Omni 2 B kayecTBe TenedoOHHOro annapaTta BbIMOSHAET (YyHKUUM
aBTOMaTU4YecKoro TernedgoHHOro COeAVHEHUs!, OonpedenuTenss HoMepa, KOHTPOMs KavyecTBa KaHana
TOHanbHOW YacTOoThl,

- KOMMYyTaTop TenedOHHbIX KaHanoB — crneuvanbHO pa3paboTaHHOe YCTPOWCTBO AnA
MYNbTUNNEKCUPOBaHUSA TenedOHHbIX KaHanoB BCEX TECTUPYEMbIX YCTPOWCTB Ha CTeHOe C OOHUM
TenedoHHbIM annapaTomMm,

- UICTOYHMK BTOPUYHOIO NUTaHWS ANs1 YCTPOUCTB MHTErPUPOBAHHOIO A0CTYyNa.

MA5600
IAD1 DSL 1.. DSL 23 (Annex A)
. o VLAN ycnyr VolP Cepsep LAN 2.1
[a) IP-TenechoHumn
1AD3 TADA < % Asterisk
IADS DSL 1.. DSL 23 (Annex B) ?
w LAN 22
IAD7 || IAD8 : a
<
IAD9 | | IAD10
IAD11 | | IAD12
LAN11. LAN123 )
IAD13| | IAD14 - Cisco LAN 1.24
: Catalyst KomnbioTep
IAD15| | IAD16 s3560
IAD17|| IAD18
IAD19| | IAD20
Phone 1 .. Phone 23 Line Dial-Up RS-232
N KommyTtatop Moaem
[AD21] | IAD22 z TenetoHHbIX USB
IAD23 KaHasnos

PucyHok 1 — CTpykTypHasi cxema aBTOMaTU3NpOBaHHON CUCTEMbI TECTUPOBAHUS YCTPONCTB
WHTErpupoBaHHOro AocTtyna, paboTatowmx no TexHonorun ADSL

B neBom 4acTM pucyHKka CxeMaTW4HO MOKasaH CTeHA C YCTaHOBMEHHbIMM Ha Hem 23
aboHEHTCKMMM TepMUHaNamu, 4YTO COOTBETCTBYET MakCUMarbHOW Harpyske cuctembl. [opt 24
CeTeBOro komMmytatopa BblaeneH Ans nogknodeHna MNMIBM. K kaxgomy mecTy TecTMpoBaHusS Ha
cteHge nogeseneHo 2 ADSL nuHum (Annex A, Annex B) ot nnat ADEE, ADBF, kabenb Ethernet
nokaneHom ceTn oT kommyTtaTtopa Cisco, kabenb TenedoHHOro MHTepdgerca OT KoMmyTaTopa
TenegOoHHbIX NMMHUIA aboHeHTCKUX ycTponcTB. MNMnata ynpaenenns SCUB MA5600 nveet gga Ethernet
NoaKIYeHns: nepsoe — ¢ cepBepom IP-tenedoHumn, BTopoe — ¢ NOBM cuctembl TeCTMpoBaHus U
TexHonormyeckonm cetblo nabopatopuun. [3BM wumeer pgBa ceteBbix wHTepdenca. OpauH
ucnonb3yeTcs AN AOCTyna B TEXHOMNOMMYECKYH fokanbHy ceTb, mogynio MA5600 u cepsepy IP-
TenedgoHun, BTOpON — ANS NOAKMIOYEHMS K TECTUPYEMbIM abOHEHTCKNM YCTPOMCTBaM Yepes3 CeTEBON
kommyTtatop. Dial-Up mogem nogkntoyeH k NM3BM no nHtepdericy RS-232. KommytaTop TenedoHHbIX
KaHanoB aboOHEHTCKMX yCTPOMCTB nogkntodeH k NOBM no nHtepdericy USB 2.0.

ANroputM TECTMPOBaHWS OQHOTO YCTPOWCTBA WHTErPMPOBAHHOIO AOCTyna oOnucbiBaeTcH
cnefyloLwuMm atanamu:

1. OXngaHne cuctemMon NoAKMNYeHNa TECTUPYEMOro YCTPONCTBA C 3aBOACKMMU HacTpOMKamu.

2. OnpepgeneHne mogenu ycTpoWCTBa U ero koHdurypauusa: Hactponka VolP, nokansHoro IP
agpeca.

3. OrtobpaxeHne uWHpoOpMauum Mo YCTPOMUCTBY B Tabnuue cucTeMbl UM Havano
aBTOMaTU3NPOBAHHOIO TECTUPOBAHUS.

4. MNMepuoanyeckmin koHTporb ADSL napaMeTpoB NMHMKU, MOHUTOPUWHI cTaTyca permctpaumm Ha
cepsepe IP TenedoHnn, coBepLleHne aBToMaTN4eCKnX BbI3OBOB C NPOBEPKON onpeaenutens Homepa
M KayecTBa KaHana ToOHanbHOM YacTOThl, KOHTPOSb COeAUHEHUS NO NpoTokony IP.

5. 3aBeplueHne TeCcTMpOBaHUS MO KOMaHAe ornepatopa M cOpoOC Ha 3aBOACKME HaCTPOWKMU,
nonyyeHve otTyeTa O TECTMPOBAHUM.

Ons peanudaumm paboTbl CUCTEMBbI MO OMNWCAHHOMY anroputMmy Obino  paspaboTaHo
nporpaMmmHoe obecnevyeHne Ha A3blke nporpammupoBaHus Python ¢ ucnonb3oBaHWeM Takux
WHCTPYMEHTOB, kak Selenium, PyQTS5, PjSIP n ap.
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Takum obpasom, paspaboTaHHas cucTemMa MNO3BOMSET 3HAYUTENbHO MOBbLICUTL KayecTBO
pemMoHTa abOHEHTCKUX YCTPOWCTB WHTErPUPOBAHHOrO [OCTyNa 3a CYeT  MaKCMMarnbHOW
aBTOMaTM3aUMM NpoLecca TecTMpoBaHust U 6onee rnybokon ouarHOCTUKA HEMCNPaBHOCTEN.

CnMcokK Ncnonb3oBaHHbIX UCTOYHUKOB:
1. N6e O. KomnbtoTepHble ceTu 1 cnyxbbl yaaneHHoro goctyna: nep ¢ avrn. - M.: AIMK Mpecc. - 336¢.
2. MynbTucepBuCHbIN Moaynb goctyna SmartAX MA5600. TexHnyeckoe onucaHue. - Huawei, 85 c.
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Y[IK 378.4(476)

OCOBEHHOCTMU NOBbIWEHUA KBAITUGUKALIUUN U
TECTUPOBAHUA CMELUUANINCTOB B OBJIACTU
MHOOKOMMYHUKALMOHHBIX TEXHOJTOI'H

Muxnrok [.T"., Koesmuney N.I1., mazucmparmei 2p.967041
Mamoudou Cisse, masucmpaHm 2p.067001

Benopycckuli 2ocydapcmeeHHbil yHU8epcumem UHopMamuku U paduoaneKmpOoHUKU
2. MuHck, Pecniybrniuka benapych

Acmpoeckuli N.U. — kaHO. mexH. Hayk, doueHm

AHHoTauus. [lMpeanoxeHbl pelleHust Ons MoBbILWEHUs KBanudukaumm M TecTupoBaHus cneuuanuctoB. lNpueeneH 063op
KOMMaHWi, Bedylwmx NOArOTOBKY CreuuanucToB B 0bnacT WMHOKOMMYHMKAUMOHHBIX TexHororui. [lokasaHa meToauka
TEeCTMPOBaHWs 0byyatoLmnxcs.

KnioueBble cnoBa. [oBbilLeHNe kBanudpuKaLmm, TECTUPOBaHME CreLmManmcToB.
BBegeHue

WHTepHeT ¢ kaxablM AHeM urpaeT Bce 60nbLuyo pornb B noBceaHEeBHOM xun3HW. OH ecTb Be3ae,
Ha4YMHas C KPynHbIX rOPoAOB U 3aKaH4MBas AepeBHAMM.

MNMepepava wnHdoOpmMaumMm He morna Obl OCYLLECTBMAATLCH, eCcnuM Obl KOMMbOTEPblI He Oblnu
obbeanHeHbl B ceTb. Hanbonee pacnpocTpaHeHbl Takue ceTu kak rnobanbHele (WAN), ropoackue
(MAN), nokanbHble (LAN) n nepcoHanbHblie (PAN). Ho ocobyto pornb 13 BhiLLIENEPEYNCIIEHHbIX UrpaloT
nokanbHble ceTu. JlokanbHble CeTU WCMoNb3ylT CroXHoe obopyaoBaHue, KoTopoe Tpebyet
obcnyxrBaHUS BbICOKOKBaNM@UUUpoOBaHHbIMK cneumanuctamu. CrneumanuctoB obyvaloT B By3ax,
cneumanu3npoBaHHbIX Komnegxax, Kypcax Mo MOAroTOBKE CeTeBbIX creumanuctoB. [Npexae yvem
AonyctuTb oby4varolerocs 0o peanbHOro obopyaoBaHus, OH NPOXoAWUT oBydeHne Ha TpeHaxepax.
lMockonbKy NPOMCXOAMT MOCTOsSIHHAs MoAdepHusaums obopydoBaHus M BbinyckatoTcs 6onee HoBble
BEpcMM nporpammHoro obecneyeHus, TpebyeTca perynsipHoe COBepLUeHCTBOBaHWe oby4varoLero
mMaTepuana.

3agadyamuy CMCTEMHOro agMuHUCTpaTopa ABMSTCS:

- NpoBepka paboTocnocobHOCTM 6a3 JaHHbIX;

KOHTpoIb Hag 6ecnepeboliHol paboTow NokanbHbIX CeTEN;

3awmTa gaHHblX 1 obecnedeHne ux LenocTHOCTH;

3awmTa ceTn OT He3aKOHHOTo AOCTYNa;

perynupoBka npas AOCTYyNa rnonb3oBaTernen nokanbHOW ceTn K pecypcam CeTw;

- pesepBHOEe KoNMpoBaHWe nHdopmaumy;

- NCMONb30BaHMe  ONTMMarbHbIX  METOAOB  MPOrPaMMMPOBAHMSA  C  LEnbil  MOJHOro
NCNOMb30BaHNs OOCTYMHbIX CPEACTB U PECYPCOB CETH;

- BeJeHve cneumanbHbIX XXypHanoB no paboTe ceTu;

- ocyliecTBneHme obyyeHns nonb3oBaTenen NokanbHON ceTu;

KOHTPOMb Haf MCNoNb3yeMbIM MporpaMMHbIM obecrneveHnem;

KOHTPOMb Ha[ COBEPLUEHCTBOBAHMEM FTOKanbHOW KOMMbIOTEPHON CeTH;

pa3paboTka npaBa JOCTyna K ceTu;

NMPUOCTaHOBIEHNE HE3aKOHHOW MoandUKaLm NporpammHoro obecneyeHns ans ceTu.

Llenb paboTbl: 0630p cyLwecTBylOWUX Nnporpamm Ans obyvyeHus cneumanvictoB v pa3paboTtka
METOAMKN 1 NPOrpamMmbl TECTUPOBAHUST 3HAHWIA.

PeweHusa onsa noBblWwWeHUA KBa.ﬂMCbMKaLIMM U TeCTupoBaHuda cneunanmcToB B obnactu
VIHCbOKOMMyHMKaLIMOHHbIX TeXHONnornm

Ha cerogHsiwHWiA OeHb cywecTByeT GOMbLIOE KOMWYECTBO pPeELUeHW [Afs  MOBbIWEHUS
KBanudvkauum 1 TeCTUPOBaHWS CMeLuanucTtoB B 061acT MHPOKOMMYHUKALMOHHBIX TEXHOMOIMIA.
OCHOBHBIMW U3 KOTOPbIX ABMSAOTCA:

1. CISCO SYSTEMS
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Komnanms  Cisco, sBnsawwasca BeaywyMm  nNpPoOM3BOAMTENEM  akKTMBHOIO  CeTEBOro
obopynoBaHusA, TONbKO 3a NOcneaHWn roa yaBouna cBoW 0060pOT. OTO ckasanocb Ha uHTepece
KnneHToB K oOyyeHutio no npogyktam Cisco. [MpUTOM MHTEpec HacTONbKO BEMMWK, YTO Moau
BbIHY>KOEHbI 3aMUCbIBAaTbCA Ha KypPCbl 32 HECKOJTbKO MeCsILIEB BNepes.

Cisco paspabotana cneumanbHyto nporpammy Cisco Career Certifications gnss noarotoBku
KBanuuumpoBaHHbIX CleuMannucTtoB no cBoum npogyktam. CornacHo nporpaMme CyLecTByoT
HECKOJTbKO 3BaHWI crneumnanvcToB. OTO Tak Ha3biBaeMble KapbepHble Tpeku (Career Track). B obnactu
obcnyxuBaHust cetenr (Network Support) Cisco pasnunyaet ceteBoro cneumanucta (Cisco Certified
Network Associate, CCNA), cetesoro npocgeccuoHana (Cisco Certified Network Professional, CCNP),
akcnepta no cetam (Cisco Certified Internetwork Expert, CCIE); B obnactn npoektupoBaHusi ceTemn
(Network Design) — cneumanucta no npoektuposaHuio (Cisco Certified Design Associate, CCDA) n
npodeccuoHana no npoektuposaHuto (Cisco Certified Design Professional, CCDP).

C kaxgbplM rogoM MOTOK Xenawwmx obyduntbca HenpepbiBHO Bo3pactaeT. Ouepenb Ha Kypchbl
cocTaBnseT okono AByx mecsueB. MHCTpykTopbl ISL He TonbKko cepTMdUUMPOBaHbI HA NPaBo YTEHUS
KypcoB, HO u saBndawTca CCIE. B ueHtpax Cisco oOyyeHne nNpOBOAWUTCA Ha PYCCKOM £3blke
POCCUICKMMM cneunanmcTamu.

2. KomnaHus 3COM

B obwemnpoBom macwtabe 3Com npegnaraeT CTaHZapTHYH [OBYXYPOBHEBYH) CXEMy
NOAroTOBKM CMEeLManncToB: cHavana obyyeHne B aBTOPU30BaHHbIX LEHTpax (Mo XenaHui), a 3atem
cepTudukaums B LieHTpax TecTupoBaHusa Sylvan Prometric. OgHako B Poccumn Jo HeaBHEro BpeMeHM
cneumanucTbl MOMKU MWb NPOWTUM aBTOpu3oBaHHoe 0by4yeHue. Tem He meHee cenyac B Poccum
cTano AOCTYMHO 1 TECTUpPOBaHMe (cepTudukanmsa) — ansa 3Toro yke He HaJo exaTtb 3a rpaHuly.

Mo OkOH4YaHMKM KakOoro Kypca crniywaTtensam Bblgaetca cepTtudumkat 3Com mexgyHapoaHoro
obpasua o npoxoxgeHun kypca. OcobeHHO BGonbLIOK MHTEpPEC cnylaTenu NposiBASAT K Kypcam no
KoMMyTaTopam/koHueHTpaTtopam u mapwpytusatopy NETBuilder. "MwukpounHdopm" opraHusyet
pacnvcaHue KypcoB Tak, YToObl 3a OAMH UMK 0by4yeHus cnywaTens MOr MPONTU HECKOMbKO KYpPCOB,
ABUrasicb OT NMPOCTOrO K CITOXHOMY.

3. BAY NETWORKS

O6opynoBanne Bay Networks B Poccun goctatouyHo nonynspHo. OcobeHHO 6onbLuoi BCnieck
WUHTepeca Habnwopgarncs, koraa Bay Networks BbinycTMna gelleBble M B TO XK€ BPEMsi MOLUHbIE
kommyTatopbl ana Fast Ethernet. Komnanmss Bay Networks HepaBHOo ob6beguHunacb c
TeneKkoOMMYyHUKaUNOHHbIM ruraHTom Nortel, HO byHKUMOHMPYET B pamkax 06beAMHEHHON KOMMaHUu B
AOCTaTOYHOWN CTeNneHn aBTOHOMHO.

Bay Networks npepgnaraet cTtaHgapTHyH ABYXYPOBHEBYH CXEMY MOATOTOBKU CMELMarMCTOB:
obyyeHne Mno >XEenaHu B aBTOPM3OBAHHLIX LIEHTpPax M cepTudmkauunio (TECTUpOBaHUE) B LIEHTpaX
Sylvan Prometric (¢ HekoTopbiMu ocobeHHoCTAMNM). Y Bay nmetotcs aAse kBanudukauum: cneyuanucta
(Specialist) n akcnepta (Expert). Ina nonydeHus 3BaHust cneumanucTa kaHgmaaTty Heobxoaumo caatb
KOMMbIOTEPHBLIN TecT B Sylvan Prometric. B To e Bpemsi, 4TOObl cTaTb 3KCMEPTOM, KaHOuAAT OOMKEH
cHa4varna nony4uTb 3BaHWe creunanucta, ganee nponTu elle O4MH KOMMbIOTEPHBIN TECT (3KkcnepTa) B
Sylvan Prometric n 3aTem coaTb NpakTUYeCcKMn 3K3aMeH B OOHOM U3 CreunanmnampoBaHHbIX LIEHTPOB
Bay Networks (3a rpaHuuen).

Haunbonee BocTpeboBaHHbLIM M JOCTYMHbLIM U3 NPEACTABMEHHbIX PELLEHUI ABMNSETCA KOMMNaHUS
CISCO SYSTEMS, T1ak Kak gaHHas KOMMaHuWs SBNSETCS BeAYLUMM MNPOM3BOAUTENEM aKTUBHOIMO
ceteBoro obopynoBaHus, paspaboTtana cneumanbHyl0 NporpaMmy No noaroToBKE CneuvarnimcToB C
Hynd, pa3paboTana MHCTPYMEHT Anst MOAENMPOBaHWS CETEN.

MeToauka Tectm poBaHusA 06yqa|ou.mxc;|

Ha ocHoBe BO3MOXHOCTEN, npegocTaBneHHbix komnaHuen CISCO SYSTEMS peanusoBaH
nabopaTopHbIN CTEHA N300PaXKEHHbIN Ha PUCYHKE 1 U MeToauKa A5is TECTUPOBaHMSA 0by4datoLmMxcs.
[aHHaa meToauka No3BONSAET NOCTaBMTb NEPe ydaluMMnUcs Lenbiin pag 3agad, KoTopble MoryT
ObITb MOOUMULMPOBaAHBI B 3aBUCMMOCTM OT paccMaTpuBaemMon Tembl. PelleHune 3agay n oTBeThl Ha
NnocTaBrieHHbIE BOMPOCHI OCYLLECTBIIAKTCS MO Crneaywen MeToguke.
MeToamka TecTMpoBaHus oby4varowmnxcss Ha pa3paboTaHHOM peLUeHUN COCTOUT (peanu3oBaHa)
13 CriefyoLLmMX LLaroB:
BKIIOYMTb NUTaHMe. YCTPOUCTBO BbinonHseT Power-On-Self-Test (POST);
y6eanTbCs B TOM, YTO KOMMYTaToOp AEMNCTBUTENBHO COPOLLEH K 3aBOACKMM HACTPOMKaM;
3apaTb UMHA YCTPONCTBY;
3apaTb Naponb Ha npusunernpoBaHHbii EXEC pexum;
3anpeTuTb HexenaTtenbHbln nonck B DNS;

agrwONE
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6. 3apgatb GaHHepHoe coobuweHne MOTD, koTopoe OyaeT BbIBOAMTBCA Nepen BXOOAOM B
cucTemy;

7. obecrneunTtb BO3MOXHOCTb YAaneHHOro yrnpaBfieHUsi KOMMYTaTOpOM, MyTem HacTpowvku IP-
agpeca Ha Switch Virtual Interface (SVI);
8. orpaHu4MTb OOCTYN K KOHCOMbHOMY MOPTY;

9. HacTpouTb nuHum Virtual Teletype (VTY) ona kommyTtaTtopa, 4Tobbl paspelumTb yaaneHHbINn
goctyn no npotokony Telnet;

10.coxpaHuTb HacTPOMKM KOMMYTaTopa.

* Cisco Packet Tracer

Fle E&t Opbons View Tools Extensions Heb

A=t Ll ms a0 0 e M

Logical [Roct] New Cluster Move Object Set Tiled Background Viewport

—— x
PC-PT

2621XM D 192.165.4.1

Routers gateway 192.168.4.7 EJ/

2960-24TT

Switch3
PC?
¢
Time: 00:58:51.3¢ | swer Cycle Devic Back | Auto Capture / P Capture / Forware  EventUst  Simulation
3 Fire Last Status Source Destinal ™|
g - Scenano 0 v
sud F - |}
] %] m - < / / 2 . / ) @ Successil  PC1 PC7
| Connections | [_new ][ oeclete ] @ Successfl FC7 PC3 ‘
= S s = < 2. [ Toogte POU List Window | @ _in Proaress pco  pc7 |
|  Copper Straight-Through | < >

PucyHok 1 — JTabopaTopHbI CTeHA

Mcnonb3ys gaHHyt0 MeToaMKy MOXHO MpOTecTUpoBaTb 3HaHWS oByyaloLlerocs v BbISIBUTb Y
oby4yatoLlerocs crnabble MecTa npu HaCTPOMKE KOMMYTaTOPOB.

BbiBOoAbI
MpeanoxeHbl pelleHns ansg noaroToBKM U TECTUPOBAHMS CMELManucToB, OOCIYXMBaOLLMX
ceTn TenekoMMyHukaumin. PaspabotaHa nporpamma, No3BonstoLast OCYLLECTBNATbL NPOBEPKY 3HAHWN

crneunanuctoe B 06nacTM MHGOKOMMYHMKauuii. PaspaboTaHHass nporpaMma MOXeT OblTb
MOAMMDULMPOBaHA B 3aBUCUMOCTM OT Lienei oGy4eHus.
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Y[OK 621.391.83:681.5

MOOENMMPOBAHUE COCTABHbIX UH®OKOMMYHUKALMNOHHbIX
CUIHAJTIOB HA KOMIMJIEKCHOM NITOCKOCTU 1 BO BPEMEHHOM
OBJIACTU

Moticuesuy FO.C.%, acnupaHm

Benopycckull 2ocydapcmeeHHbIl yHUsepcumem UHgopMamuKku U paduo3r1eKmpoHUKUt
e. Munck, Pecriybrniuka benapyce

UnbuHko8 B.A. — KaHO.meXx. HayK

AHHoTauwms. MNpeanoxeHbl yoobHble AN MOAENMPOBAHUST CNOCOOLI 3a4aHUsi COCTaBHbIX MHEOKOMMYHUKALMOHHBIX CUTHArNoB BO
BpemeHHou obnactu. MocTpoeHa matemaTnyeckasi MoAeNnb COCTaBHbIX CUMrHAnoB Ha KOMMSIEKCHOW MITOCKOCTM, OCHOBaHHas Ha
KYCOYHO-INIMHENHOW anmnpoKCUMaLmn.

KnioueBblie cnoBa. CurHan, 3agaHue, Mogenb, BpeMeHHadA obnacTb, KOMMeKCcHas NMockocTb, MaTeMaTU4eckoe moaennposaHue

YuntbiBadg CTpeMUTENbHOE pasBUTUE COBPEMEHHBIX CUCTEM  MH(OKOMMYHMKAUUA 1
pagnoanekTpoHukn (CUP), maTtemaTtuyeckoe MOAENVpPOBaHWE SBMSETCA OCHOBHbIM METOAOM MX
NPOEKTMPOBaHNst U pa3paboTkn. B cBA3n ¢ aTum Bce Gonee akTyanbHOW SIBNSETCA 3ajaya aHanusa
NPOXOXAEHWUST Pas3fU4YHbIX MO CBOWCTBAM CWUrHamnoB 4epe3 peanbHble kaHanbl (yHKUMOHAamNbHbIE
3BeHbs) CUP.

OdpekTnBHAA cuctemMa MOAeNUpoBaHUSA JormkHa 6asvpoBaTbCsl Ha yAoOHbIX  Mogensax
OnNMcaHns NPOCTbIX U COCTaBHbIX CUrHANoOB, (PyHKUMOHANbHLIX 3BEHbEB, 0bnagaTb MaTemaTMyeckumMm
MoOEeNnsMn W anroputMaMmy pacdeta BPEMEHHbIX, YaCTOTHbIX W SHEpPreTUYecKUX XapakTepucTUK
curHanos 1 peakuui [1, 2]. YNnomsaHyTbIM Bbilwe TpeboBaHMAM MOMHOCTLIO OTBEYaeT ModenMpoBaHue
CUrHanoB N 3BEHbEB Ha KOMMMEKCHOW MMOCKOCTM C nomoupto npeobpasoBaHusa Jlannaca, koTopoe
nepeHocuT onncaHve U pacyeT CUrHanoB M3 obracTn YHKUMA AEeNCTBUTENbHOro NepemMeHHOoro t B
obnactb komnnekcHoro nepemeHHoro p [3]. [llpeobpasoBaHne Jlannaca ygooBGHO kak Aansd
TEopeTMYECKUX METOAOB MUCCNEAOBaHMSA, Tak U ANS peanu3auun MateMaTU4eckoro MOAenMpoBaHus
Ha MN3BM [3].

OcHoBHOM 3agaven nobow cMcTeMbl MOLENUPOBAHMS ABMSETCA HaxXOXAEHWE peakuun 3BeHa
(kaHana) Ha BXxogHoe  Bo3geunctene  @(t). B cnyvae nepuognyeckoro  curHana
Pt) =@t +T),t € (—o0,+0) [No3TOMYy OO0 Hayana MOAEenUpPoBaHUs HeobXxoaMMO 3agaTb OTCYETHbIE

3HayeHus ¢, = e(nAt), (N =0,N-1L N =T /At).

AHanns pasHOBMAHOCTEN pellaeMblX 3afad, TEXHONOorMM W NpPakTUKM MaTeMaTUyecKoro
MOAENMPOBaHNSA MokasbiBaeT, YTo 3EeKTMBHAA cUCTEMa MOAENUPOBaHUSA OOImkHa obecneuvmBaTb
cnegyrowme cnocobbl 3agaHnss BXOAHOTO BO3AENCTBMSI BO BPEMEHHOW obnactu: 1) TabnuuHbin; 2)
Gannosbii; 3) aHaNUTUYECKNIA.

B nepBom cnocobe 3agaeTcsi KONMMYECTBO OTCYETHbIX 3Ha4veHWn N n dopmupyetca Tabnvua
(maccuB) 3HadeHul curHana (BO3OEWCTBUS) @n B TOYKax N, MOMYyYEeHHbIX 3KCMEepUMEHTarnbHbIM Unn
pacyeTHbIM MyTEM.

Bo BTOpOoM crnocobe ncnonb3yeTcst HAbOp roTOBbIX OTCYETHBLIX 3HAYEHUN CUTHANOB, 3a4aHHbIX B
BME MaccuBa OTCYETHbIX 3HAYeHUN D, = @y, ¢p,..., P, Ppp,ys--- Py, - B OBLLEM CIyYae 3TO BCTPOEHHas B

NPOrpaMmMHbIA KOMMIIEKC OUBMoTeEKa CUrHaroB.
AHanuTnyecknn cnocob npepnaraeT paclMpPeEHHble BO3MOXHOCTM MOAENMPOBaHMS. B aTom
cnyyae npegycmartpuBaeTcs BO3MOXHOCTb 3agaHus COCTaBHOrO curHana

M
go(t):Z(pm(t)z(pl(t)+ 0,(t) + o,(t) B BMOE NMHENHOW cynepnosvuMn M CcurHanos, OMUCbIBaeMbIX

m=1

CIOXHbIMU (byHKLI,MHMM. B pesynbTarte BO34eNCTBME 3aaeTcs B Buae

o(t) = icp'n'! (@ (@) + Oz (9 (1) + Olg (@ (1)), @
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rae o)l — dyHKUMM TpeTbero (BbICLLEro) nopsaka; o ,o',,eL, — MYHKUMM BTOPOro MNOPSAKA;

QL@ 0L, — PYHKUMM NepBoOro (HusLero) nopsgka.

HOCHe,ElyIOU.J,VIVI aHanmi3 nokKasbiBaeT, 4TO AJid ONMCaHuA MpakKTU4ecKu noboro cocTtaBHOro
CuUrHarna goCctaTto4yHO pacnonaratb crneayrowmm HaGOPOM TaK Ha3blBaeMbIx 6a30BbIX (*)yHKLWIVIZ

f(t)=at® +at? +at+d+a,\t +a 3, f,(t) =at*+d, f,(t) =ae* +d, f,(t) =a* +d,
fy(t) =aln(bt +c)+d, f,(t) =alg(bt +c)+d,
f,(t) =asin(bt + c)+d, f,(t) = acos(bt +c) +d, f,(t) =atg(bt +c)+d, f,(t) =actg(bt +c)+d, @
f,,(t) = aarcsin(bt) +c, f,,(t) = aarccos(bt) +c, f,(t) = aarctg(bt) +c, f,,(t) = aarcctg(bt) +c,

fo(t) = aj.f(t)dt = aff(kAt)At, f.(t)=0,f,(t)=2,

roe ai, az, as, a4, as, a, b, ¢, d — nocToaHHble KO3 PULUNEHTHI; f17(t) — NycToe MHOXECTBO, PYHKUUSA,
KoTopasi ucronb3yeTcst B kavecTBe oyHKUuM |l unu 11l ypoBHS 1 BO3BpaLLaeT 3Ha4YeHNe BHYTPEHHEN
hYHKLMM HU3LLETO Nopsiaka.

Hanpumep, HeobxoamMmo paccuuMTaTb peakuuto kaHamna Ha paguocurHan ¢ Nepuoamyecknm
M3MEHEHMEM 4acTOTbl MO 3aKOHY JIMHEMHOM YacTOTHOW MOAynsiLuMKW, KOTOpbIA OnMCbIBaeTCS
BblpaXkeHnem

t t
o(t)=U, cos[anct +2n [ Af,(t)dt + 2n [ Af, (t)dt + D, J 3)
0 0

roe fo — ucxogHas vactorta curHana; Af(t) — npupalleHne YacTtoTbl Nog AEUCTBUE MOLYNUPYIOLLENO
curHana.
Torga, 4tobbl NpnBe3TH yHKUMIO @(t) kK BMAY (1) JOCTaTOMHO NPUHATL (Npy M = 1):

(Plll(t) =1, (t) = 2nft, (Pgl(t) =f,t)=9, (Pllz (t)=fst)= ZTCj.Afl(t)dt,

) =1y () = 2, 9la(0) = (0) = 20 A, (O, G0 =1, =2, “)
s (t) =Ty () = cOS( 1, (0hy) + @, (¢h,) + @ls () + D, ).

Takass chopma npefcTaBfieHNs COCTABHOIO CWUrHamna [oCTaToYHO npocTa Ans NMOHWMaHUA |
yoobHa B nporpammuposaHun. Mpu HeobxoammocTn Gubnmoteka 6asoBbIX CUrHanoB (2) MoxeT
pacLWMpATLCSA U JOMOMHATLCS.

B pesynbtate 3agaHua BXOOHOrO BO3deNCTBMS  nonydyeHbl N OTYETHbIX  3HAYEHUN
D, =00, Ppree s P Ppgseo s P, (N=0O,N =L N =T /At). C NOMOLLUbIO 3TUX OTYETHbLIX 3HAYEHWUA MOXHO
BbINOSTHUTL ANMPOKCUMALIMI0 UCXOAHOIO BO3AENCTBUSI.

CyuwectByeT pasnuyHble cnocobbl annpokcumaumn. MNpuMeHuTenbHO K AaHHOW 3ajadve npu
OJHOBPEMEHHOM Y4eTe CMOXHOCTU M TOYHOCTWU MpefcTaBfeHus npeanoyTuTenbHa annpokcumaums
no cnocoby Tpaneuun, nNpu KOTOPOW BO3AEWCTBME MPEACTaBMsSeTCAa CYMMOWM TpaneuenganbHbiX
3MeMeHTOB, KaK MokasaHo Ha pucyHke 1.

o(t)

0 nAt (n+1)At T t

PucyHok 1 — Annpokcrmaums BXOAHOMo BO34EeNCTBUSA METOAOM TpaneLuun
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B pe3ynbTarte ncxogHoe BO3ENCTBUE Ha nHTEepBane [O, T) onucbliBaeTCcd B Buae
N-1 T
o) =D A (t), (5)
[0T) n=0

roe Al (t) — n-blii TpaneueuanbHbIA 3NEMEHT, COOTBETCTBYIOLLMIA OTCHETHBIM 3HAYEHUSIM Pn, Pn+1.
YTto6bl NoNy4unTb NpeacTaBneHne NCXOAHOro Bo3aencTans (5) Ha KOMMNMAEKCHON NITOCKOCTU, ANs
Havyana HeobxoaMMO paccMoTpeTb NPOCTbIE CUrHArbI U UX NanacoBCKMe N3obpaxeHus.
B 3apavax wmopenuvpoBaHus CUWK ynobOHO npumeHsTb crnefylolimMe MpocTble  curHanbl
(Henepuoguyeckme UHUTHbIE (PUCYHOK 2, a), nepuogmndeckne (pUcyHok 2, 6), Henepuoguveckme
OeCckOHeYHO npoTshKeHHble ((pucyHok 2, B)) [4]. Matematmyeckoe onucaHue 3TUX CUrHanoB BO

BPEMEHHOM obnactn npu
0 <t1<t2<T nmeet BUA;

o(t),[0,1,) (1), [0, 1;)

%(t)z{o, (~0,0) U, oo)'(p”(t)z{o, (=, 0) VIt;, )
fog®, [OT) fox®, [0T) [0 ®, T t)
0= {wl(t +T), (com ) 07 {cpz(t #T) (o) Y {%(t ). (7200 )

(o), Ity =) ~[o(t), It, ) ~ [o(t), [0, )
al(t)—{o, oty az(t)—{o, oty ao(t)—{o, o0y

_ o(t), [t,, t,)
 Por ()= {0, (—o0,ty) U[t,, )’

(6)

rae @1r(t), @21(t), Qor(t) — NpocTble Henepuogmnyeckne PUHUTHbIE curHansl; @i(t), @2(t), @o(t) — npocTbie
nepunoanyeckue curHansl, ai(t), az(t), ao(t) — NpocTble 6ECKOHEYHO MPOTSKEHHbIE curHanbl; @(t) —
obpasyoLwas aHanuTu4yeckas PyHKUMS.

o(1)

0 tt b t
PucyHok 2 — Pa3HOBWOHOCTM NPOCTbLIX CUrHanoB

Ansi curHanos. (6) nannacoBckue n3obpaxeHusa npeacTaensaTcs B Buae [5]:
07 (1) > 0 (P) = S,(P)e ™ —S,(P),

@21 (1) > 0,7 (P) =S,(P)e ™ ~Sy(P),
Por (t) = Qor (t) — O (t) <> Qgr (p) = Sz(p)e_m2 - Sl(p)e_ptl.

— o (p)
00 o= 5 B -
0,(t) <> 9,(p) =%
9o(t) <> 0o(P) =%
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0ty (0) = fim 0y (1) = lim 07 (1) = lim 0,1 (1) > 014 (P) = —S¢(P) = —liM S,(p) = = im S, (P),

t, >0

Ay (1) = 0 (1) = @yr (1) > a3(P) = 0 (P) — @y (P) = ~S,(P) — (Sy(P)e ™ —S,(p)) = —S,(P)e ™,
0L, (1) = 014 (1) = @ (1) <> 0, (P) = 0 (P) — 0y (P) = —Sp(P) — (S, (Pe ™ Sy (p)) = -S,(P)e ™,

roe (p_lT(p), q)_ZT(p), (p_OT(p) — N300pakeHNss NPOCTbIX HENEPUOANYECKNX PUHUTHBIX CUrHamnoB @ir(t),
@27(t), @or(t); (Fl(p), (p_z(p), (pTo(p) — n3obpaxeHns nNpocTbiX nepuoguydecknx curHanos @a(t), @z(t),

@o(t); oc_l(p) , oTz(p) , a_o(p) — n306paxeHnst NPOCTbiX GECKOHEYHO NPOTSKEHHbLIX curHanos ai(t), az(t),
ao(t);

Takum 06pa3om, cornacHo BbipaxeHusM (7), nsobpaxeHue anemeHTa Al (t) npeacTaBnseTcs B
BMAae

(n+1)At

AMoAP= | AMerd=S,(pe™-S,(pe™, ®)

nAt

roe t2 = (n + 1)At; t1 = nAt.
BbinonHaa HeobxoguMmble npeobpasoBaHUS MOXHO MOMyYMTb Criedylollee BblipaKeHue
'D'nﬂ Snz(p) ? Snl(p) " Sno(p) .

(p+a,,) (P+ay) (P+a,)
S =T~ 2 Sn =< 2 Sn =T 5
)= 222 5 0= (%) 5 = (05 ©
roe
Pni1 —Pn. Pris —Pn . Prya = Pn . 1 . 1 . 1
a,, = A = 8 = Crg ==——iCpy = =—iCpp = -———————.
2 At(Pnﬂ ' At(Pn ° At((Pn - n((pn+1 — Py )) ? Oni1 ' ®n ° ¢, — n((Pn+1 - (pn)

3Has nsobpaxeHne Al (p) ogmHouHoro anemenTa Al (t), cornacHo (7) HaxoAMM NannacoBcKoe

nsobpaxeHue A, (p) nepuoauyeckon nocrneposaTensHoOCTU A (t) 3TUX ANIEMEHTOB:

A (p) = 2 (P) (10)

1-e™’

Torga M306pa>|<eHMe BCEro nepmoan4eckoro BXoOHOro BO34ENCTBUS (p(p) onpegenaeTca
BblpaXXeHnem:

3 (Sn(p)e ™ —S,(p)e ™)

o(p) = 12 ()

l-e™

3Has n300pakeHne WCXOOHOro BO3OEWCTBUSI, MOXHO HaWTU peakuuio JIMHEWHOro 3BeHa
(kaHarna), onucbiBaeMOro onepaTopHon nepegaTodyHon dyHkumen K (p) [4], Ha gaHHOEe BO3OENCTBME:

w(p) = o(p)K, (P). (12)

Takum obpasom, € nomouwpo npeobpasoBaHusa Jlannaca nonyvyeHa MoOAeNb ONUCaHUs
COCTaBHbIX CWUrHamoB Ha KOMMMEKCHOW nfnockocTu. Hawbonee BaXHbIM  MPEUMYLLECTBOM
ucnonb3oBaHns  npeobpasoBaHuy  Jlannmaca  sBnsieTcA  TO, 4TO  ClOXHble  onepauuu
anddepeHLnpoBaHUS U MHTENPUPOBAHUSA CUrHaIoOB BO BPEMEHHOM 0bnacTu aAns ux n3obpakeHun Ha
KOMIMITEKCHOM TMJIOCKOCTM 3aMEHSIOTCA MpOCTbIMK anrebpavyeckumm OencTBUAMU (YMHOXEHUEM WU
AENEeHneM), 4TO CYLLECTBEHHO YNpoLlaeT MOAENMPOBaHNE U C NETKOCTbIO peanuayeTcsa Ha NMOBM.

95



57-9 HayyHas KOHbepeHUus acrnupaHmos, MagucmpaHmos u cmydeHmos BI'YUP, 2021 e.

Cnucok Ncnonb3oBaHHbIX UCTOYHUKOB:

1. TpyxuH, M. . OcHOBbI KOMMbIOTEPHOTO MPOEKTUPOBAHMSI U MOAENUPOBAHUS PaAMO3NIEKTPOHHBLIX CPeacTB : yyeb.
nocobuve ans Bysos / M. . TpyxuH. — M.: lNopsyas nuHusa-Tenekom, 2015. — 440 c.

2. backakos, C. WN. PagunoTtexHuyeckme uenu u curHansl : y4eb. ans Bysos/ C. U. backakoB. — 4-e u3g., ucnp. v gon. —
M.: leHaHg, 2016. — 528 c.

3. laBpeHTbeB M.A., LLlabaTt 6.B. MeToapl Teopun yHKLUIA KOMMIEKCHOTO nepemMeHHoro: y4eb. ans Bysos. M3a. 6-e,
ctepeotun. Cl6.: laHb, 2002. 688 c.

4. beneHkeBnd, H. N. CoBmecTHoe MaTemMaTuyeckoe OnMcaHue CUrHamnoB, NMHEMHbIX 3BEHbEB W peakuuii CUCTEM
TenekoMmyHuKaumin n paguoanektponuku / H. W. Benexkesuy, B. A. nbuHkos // Bec. Hau. akag. HaByk benapycu. Cep. du3.-
TAXH. HaByK. — 2017. — Ne 4. — C. 93-104.

5. UnbnHkoB, B. A. MeTog pacyeTa peakuum NMHENHON CUCTEMbI Ha NepUoanYecKkoe 1 Henepuoamyeckoe Bo3gencTaune
/ B. A. UnbuHkos, H. V. VinbuHkoBa // BecTHuk BI'Y. Cep. 1: ®uanka, maTtemaTtuka, nicgpopmatmka. — 1999. — Ne 3. — C. 33-38.

96



57-9 HayyHas KOHbepeHyuUs acrnupaHmos, MagucmpaHmos u cmydeHmos BI'YUP, 2021 e.

UDC 621.391.83:681.5

SIMULATION OF COMPOSITE INFOCOMMUNICATION SIGNALS ON
THE COMPLEX PLANE AND IN THE TIME DOMAIN

Maisiyevich Y.S.*
Belarusian State University of Informatics and Radioelectronics?, Minsk, Republic of Belarus

Ilyinkov V.A. — PhD in Technology

Annotation. Convenient for modeling methods of specifying composite infocommunication signals in the time domain are
proposed. A mathematical model of composite signals on a complex plane based on piecewise-linear approximation is built.

Keywords. Signal, assignment, model, time domain, complex plane, mathematical modeling.
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YK 004.934.1

CTtaTuctuyeckum aHanus B 3aga4vyax pacrnosHaBaHus pe4un

Hosuukas K.A., cmydeHm ep. 920605, Hexneboesa O.10., macucmpaHm ep. 017141

Benopycckuli 2ocydapcmeeHHbill yHugepcumem uHgopmMamuku U paduosiekmpoHUKU®
2. MuHck, Pecniybrniuka benapych

lMeyeHb T. M. — cmapuwut npenodasamerns kagh. KT

AHHOoTauus. B pabote obobLiaeTcs onblT TEOpPeTUYECKMX M MpUKNadHbIX MCCnefoBaHWi, NpoBoAMMBIX Ha kadeape UTCuT
MHCTUTYTa NHXEHEPHbIX TEXHOMOINA N €CTECTBEHHbIX HayK.

Kntoyesble cnosa. EBKNnAoBo paccTosiHue, paccTosiHne MaxanaHobuca, KoppendaunoHHas beHKLI,VIﬂ, peyeBon curHan.

B HacTosee Bpemsa cuctema pacrnos3HaBaHWS peyeBbIX CUrHamoB Mpu OBLEHUN YenoBeka C
KOMMbLIOTEPOM pas3BMBaETCs OrPOMHbLIMU Temnamu. PacTeT BaXXHOCTb MAaCCOBOro BHEAPEHWUS] HOBbIX
WHTEpPENCoB AN Takoro poga B3aMMOAEWCTBUS, MOCKONbKY TPaAMLUMOHHbIE UHTEPdENChbl YXe B
CKOpPOM BPeMeHW MOryT AOCTUrHYTb Npeaerna B CBOEM pa3BuTMK. Takke 3TO CBA3aHO C TeM, YTO OKOMO
85% [aHHbIX Mbl MONyyaeM Yepes opraHbl 3pUTENbHOrO BOCMPUATUA. TakuM o6pasom AaHHbIA KaHarn
cenyac cTaHOBMTCH Bce Oornee neperpyxeHHbiM. [lepBoovepefHoON anbTepHaTUBON SABMSETCH
MCMonNb3oBaHMe aKkyCTUYECKOro kaHana. Takum obpas3om 3Ta TEeXHOSOrMsl CTaHOBWUTCS akTyanbHa He
TONbKO AN MOAeN C OrpaHUYeHHbIMUM BO3MOXHOCTAMW, HO W AnA BCeX Iioden, akTUBHO
NOMb3YLLNXCH TEXHUKOW.

Mporpammbl 06paboTkM B 4acTOTHO-BpeMEHHoOW obnactu npeacTaBnsaloT cobon MeTofbl,
cogepxalime BCe MpeumyllecTBa BPEMEHHOro0 M YaCcTOTHOrO aHanusoB C  MUHUMAanbHbIMU
NposiBNEHNSMN UX HegocTaTkoB. B 3aBucmumocTu OT BbibpaHHOro metoga obpaboTkvM nporpammebl
MO>XHO pa3fenuTb Ha HeCKonbko BUAOB. B gaHHon paboTe Gbinyn npoaHanvManpoBaHbl BUAbl aHanusa:
C WCNOfMb30BaHNEM fMHENHbIX NPeobpa3oBaHMi; C MCMONb30BaHWEM KOPPENSLUMOHHON (QyHKUMKN U
€BKNMAOBbIX MPeobpasoBaHunin.

MNpumeHeHne meTonoB EBKNMAoBa paccTosHUs.

EBknmuooBa meTpuka — Haubornee ectecTBeHHas YHKUMA PacCTOAHUS, oOTpaxarolias
WHTYUTMBHbIE CBOWNCTBA PACcCTOAHUS MexXay To4YkaMu. Yem MeHblLue 3Ha4YeHne eBKNNOoBa PacCToOAHUSA
MeXay peyeBbiMW CuUrHanamu, KOTopble Bbl4MCIAOTCA No Teopeme [udaropa, TeM OHM MOXOXee.
EBKNnOoOBO paccTosiHMe Mexay TOYKaMy peyveBblX CUTHAMOB BblMUCIIAETCS Mo crneayowen dopmyne
(cHocka):

-1

dlx,y) = |Z{xi —x)? )
| i=D

roe N — KONMYecTBO TOYEK BXOAHbIX PEYEBLIX CUrHANOB; i — MHAEKChI OTCYETOB PEYEBbLIX CUrHaroB; X
W'y — BXOAHbIE PEYEBbIX CUrHarbI.

EBKkNMaoBbl MeTOAbl pacyeTa LMPOKO UCMONb3YIOTCA B aHanu3e AaHHbIX B KayecTBe KpuTepus
Ans oGbeavHeHWs HabnoaeHU B Knaccbl W KnacTepbl, OLEHKU OLIMGOK B NpeackasaTerbHOM
aHanuTuKe, a Takke B UHCTPYMEHTaxX BU3yanusaumm.

PacctosaHne MaxanaHobOuca.

PaccTtosiHne MaxanaHobuca siBnsieTcsi MepoW pacCTOosiHMS MeXOy BeKTopamu ChnydvaiHbiX
curHanoe, obobuwatowas noHATMe EBknupgoBa pacctosiHus. OHO oTnuuvaeTcs oT EBknupgoea
pPacCTOSHUSI TEeM, YTO OHO YYWUTbIBAeT KOppensdumm mMexgy CurHanamv m MHBapuaHTHO K maclutaby.
OpHako JaHHasi Mepa paccTosiHUS MNoX0o paboTaeT B cChyyasix, Korga KoBapuauMoHHasi maTtpuua
paccumblsaemﬂ ncxoga w3 BCero MHOXecCcTBa BXOOHbIX OaHHbIX. B 10 Xe BpeMFl, 6yﬂy'~l|/l
COCpPefoTOMEHHON Ha onpeaeneHHon rpynne [AaHHbIX, AaHHas MeTpuKa MNoKasbiBaeT XopoLuune
pe3ynbTaThbl:

dix,y) = M) — MiHT - (ﬁ- cov(x) + ﬁ ccov(y)) "t (MG — M) (@)
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roe nx — AnvHa pevyeBoro curHama x; Ny — ArnvMHa PeyYeBoro curHana y; cov — KoBapuauusi pe4eBoro
curHana; M — MmaTeMaTUyeckoe oXxnaaHvue pevyeBoro CMrHana; X 1y — BXogHble peyeBble CUrHarbl.
KoBapwuauus n koppensauus.
KoBapuaumsi oLeHMBaeT CUry FIMHEWHON 3aBUCMMOCTU MeXAy ABYMSI CUrHamamu, HO B TO Xe
BpeMsi He NO3BOJISIET ONpeaennThL ee:

covix, y) = M[(% — M) - (3, — MG))] 3

roe M - maTtemaTudeckoe OXuaaHue PedYeBOro CUrHana; X My — BXOAHble peyYeBble curHanbl; i —
WHAOEKCbl OTCYETOB pPeYeBOro curHana.

Ons nonyyeHuss ©Gomee TOYHOTO 3HAYeHUs CUMbl  3aBMCMMOCTU HYXXHO paccyuTaTb
KoathdmumeHT koppensauuun. KoppensaumoHHas yHKUMA SBASETCA JIMHEMHOMW, Kak U KoBapuauus, u
nmeeT BbIOOPKY 3HaveHun oT -1 go +1. JIMHEMHOCTb KOppensuun o3Ha4vaeT, YTo Bce TOYKM OyayT
nexaTb Ha O4HON NPSMOWN.

Takum obpa3om koBapuaumsi - 3TO HU YTO MHOE, KaK Mepa KOppensumun:

TR (5 - M&)) - (v - M) covixy)
VER (MG ) - N 0y — MG)) oy

Kix,y) = (%)

rae M (x) - cpegHee 3HadeHne peyeBOro curHana (Matematunyeckoe oxugadve); N — kon-Bo oTCYETOB
peyeBoro curHana; i — MHAEKCbl OTCHETOB PEYEBOr0 CUrHamna; X U y — BXOOHbIE peYeBble CUrHasbI;
COV — KOBapualusi Mexay peyeBbIMU CUrHanamu; @ - cpegHekBaapaTUYeckoe OTKNOHEHME PeyeBoro
curHana.

Koppensiuma oTHocutca K maclwtabupoBaHHOW hopMe KoBapuauun. 3HadeHue Koppensumm
umeet mMecto mexagy -1 u +1. A 3HayeHue koBapuauum NEXUT Mexay - N + «. Ha koBapuauuto
BNMseT M3MeHeHue MacwTaba, T.e. ecnu BCe 3HA4YeHVWe OOHOW MNEepeMeHHOW YMHOXaeTcs Ha
MOCTOSIHHYIO, @ BCe 3HayeHvWe OPYron NepeMeHHOW YMHOXaeTCH Ha aHamnornyHylo wunv Apyryto
NMOCTOSIHHYIO, TO KOBapuaunsi U3MeHSeTCs.

Mpu BbIGOPE MeTOAa KOppensauusa NpeanoYTUTensHee KoBapuaumm, NOCKOMbKY OHa He 3aBUCUT
OT M3MEHEeHWs MEeCTOMONMOXeHWs U macwTaba, a Takke MOXET WUCMNOMb30BaTbCA AN CPaBHEHMS
Mexay ABe napbl NepeMeHHbIX.

CpepnHekBagpaTtuyeckoe oTknoHeHue (CKO).

CKO - pacnpocTpaHéHHbI nokasaTenb paccemBaHUs 3HaYeHUW CryvyanHOW BenUYUHbI
OTHOCUTENBHO €€ MaTeMaTUYECKOro OXUAAHUS:

dx, y) = |IE=H=_L\L{xi - i)
T ESw)

(3)

roe X U y — BXOAHblE peyeBble CUrHanmbl; i — MHAEKCbI OTCYETOB peyveBoro curHana; N — Kom-Bo
OTCYETOB PEYEBOro CUrHana.

CpegHee kBagpaTnyHoe oTkrnoHeHue unm CKO HeceT MHGOpMaUUo O MOLHOCTM OTKITOHEHMS
curHana oOT  CpedHero  3HayeHusl.  Takke OHO  OTpaxaeT WyM U Opyrue  Nnomexm.
CpegHekBagpaTnyeckoe OTKITOHEHME HaxoOuT OTKIOHEHME peYeBbiX CUrHanoB Apyr OT gpyra.
[Mo3TOMYy YeM MeHbLUE 3HAa4YeHE CPeaHEKBAAPATUYECKOTO OTKITOHEHUSA MEXAY PEeYEeBbIMU CUrHanamu,
TEM OHW NoXoXee ApYr Ha apyra.

OueHka pe3ynbTaToB BbIYUCIIEHWIA HA OCHOBE TMMNOTES3.

B paHHoW paboTe paccmatpuBarTca runotesbl O BMAE W MapameTpax pacnpegeneHust

HEKOTOPOW reHeparibHON COBOKYMHOCTU, @ TakKe O CPaBHEHUN BbIOOPOK N3 pasfnMyHbIX reHeparnbHbIX
COBOKYMHOCTEMN.
JdonycTtum, 4To HaMm AdaHa cnyyaviHas Bblbopka (X1, X2,..., Xn) 0ObeMa N M3 HEKOTOPOW reHepanbHOW
COBOKYMHOCTU (KOHEeYHOW unu 6eckoHeuyHown). Kaxgoe 3HadeHue Xi B 3TOW BbIGOpke camo siBrsieTcs
CrNy4yalHON BENUYMHOW, JaKe €eCnv reHeparibHasi COBOKYMHOCTb COCTOWT W3 KOHEYHOro 4ucna
anemeHToB. Heob6xoammo Takke MmeTb B BUAY, YTO ClnydanHas Bbibopka 13 kakon-nmbo reHepansHon
COBOKYMHOCTW JOMMKHa COOTBETCTBOBATb HEKOTOPOW CXeme MCMNbITaHWW, Mpu peanu3auum KOTOpou
BbISBNAETCHA UCKOMas crnyvanHasa BennymHa X.

Pacnonarass BbIGOPOYHBIMM ~ OAHHBIMU W PYKOBOACTBYACH  KOHKPETHBIMW  YCIOBUSIMU
paccmaTtpuBaeMon 3agayun, hbopMynupyloT runotesy Ho, KOTOPYO Ha3biBatOT OCHOBHOW WUIW HYNEeBOW,
n runoTesy Hi, KOHKypupytoLyto ¢ runoteson Ho. MMnoTte3y Hi HasbiBaloT Takke anbtepHaTUBHOW. Ho
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1 Hi — ABe B3aMMHO uckno4varowime rmnotessl. OTMETMM, YTO AN O4HON OCHOBHOWM rMMNOTE3bl MOXET
ObITb BbIABMHYTbI HECKONBKO anbTePHAaTUBHbIX.

[nst npoBepKM CTaTUCTUYECKOW TMNOTe3bl UCMOMb3yeTCcH cneumansHo nogobpaHHas cnyvanHas
BEMMYMHA C W3BECTHbIM 3aKOHOM pacrnpeferneHusi, HasbiBaemas CTaTUCTUYECKMM KpUTEPUEM.
MHOXeCTBO ee BO3MOXHbIX 3Ha4YeHUI pa3buBaeTcs Ha ABa HeMepeceKaloWmXCs NOAMHOXeCTBa: O4HO
u3 Hux (kputmdeckass obnacTb) COOEPXKWT 3HAYEHWUs] KPUTEPUS, MpU KOTOPbIX HyneBas runoTtesa
OTKMNOHAETCA, BTOpoe (00nacTb NPUHATUS TMNOTE3bI) — 3HAYEHWS, MPU KOTOPbIX OHA NPUHMMAaETCS.

Kputepwusi, nossonsiowiero TtoyHo (Ha 100%) y3HaTb, BepHa runote3a Ho wnu HeT, He
CyLLLeCTBYeT B CUNY OrpaHMYEHHOCTM U CRy4anHOCTU BbIOOPKU, Tak Kak BbIbOpka He COAepXuUT BCew
WHpopMaumm O reHepanbHOW COBOKYNHOCTU. OTKNOHAA unvM npuHuMmasa runotesy Ho, MOXHO
JOonycTUTb OLWNBKY ABYX BUOOB:

— owwubka nepBoro poga CoBepLlaeTCa Mpu OTKNOHeHuMu runotesbl Ho (T. e. npvHuMmaetcs
anbTepHaTMBHas Hi), Toraa kak Ha camom fene runotesa Ho BepHa; BEPOATHOCTb Takon OLLIMOKK
0603HaunMm:

a = P(H, /Hp) (&)

— OlWwmMbBKa BTOPOro pofa coBepluaeTcs npu nNpuHATMmM runotessl HO, Toraa kak Ha camom gene
BbiCKa3biBaHNe Ho HeBepHO u cnegosano Obl NpUHATL rMNoTe3y Hi; BEpOATHOCTb OLIMOKM BTOPOro
poaa 0603Ha4YMM Kak:

B = P(Hp /H,y) (7)

BepoaTHOCTb OWKMBKM nepBOro poaa npu MNpoOBepke CTaTUCTUYECKUX [MNOTE3 HasbiBaloT
YPOBHEM 3HAYMMOCTU M 06bIYHO 0603Ha4valoT a. BepoAaTHOCTL owmbKM BTOporo poga obosHavaeTcs f3.
BenvunHa (1 - () — MoWHOCTb kpuTepuss. Yem Bbille MOLWHOCTb, TEM MEHbLUEe BEPOATHOCTb
COBEPLUNTbL OLIMOKY BTOPOro poaa.

BeposATHOCTb OWMOKM NepBOro popa npu MNpPOBEPKE CTaTUCTUYECKUX TMNOTE3 HasbiBalT
YPOBHEM 3HAYMMOCTU U 0ObIYHO 0603Ha4YatT a. BepoAaTHOCTb owmMGKM BToporo poga obo3HavaeTca f.
BenuuvHa (1 - B) — MoOWHOCTbL KpuTepus. Yem Bbllle MOLLHOCTb, TEM MeHblUe BEepPOATHOCTb
COBEpPLUNTbL OLIMOKY BTOPOro poaa.

Takum obpa3om, MOXHO caenatb BbIBOA, YTO MOCTPOEHHbIE Ha OCHOBaHMU 3TUX METOAOB
3aKOHOMEPHOCTU OTHOCATCH He K OTAENbHbIM UCMbITAHWAM, U3 NOBTOPEHUSA KOTOPbIX CKMagblBaeTcs
JaHHOe MaccoBOe fBfeHue, a MnpeacTaBnsalT  yTBepxaeHus o6 obwmux BEepoSTHOCTHbIX
XapakTepuctukax [AaHHOro npouecca. TakMMuM XapakTepucTukamu MOryT ObiTb  BEpOSTHOCTH,
NNOTHOCTW pacnpeaeneHns BeposaTHOCTEN, MaTeMaTUYecKkme oXnaaHus, gucnepcum m 1. n.

HangeHHble xapakTepuCTUKM NO3BOMSAOT MOCTPOUTb BEPOSATHOCTHO-CTAaTUCTUYECKYD MOAerb
M3yyamwLlyld BOMPOC O pacno3HaBaHMU peyn. Takum ob6pasom, Teopus BepOSATHOCTEW MO
BEPOSATHOCTHOM MOZEeNW npoLecca npeackasbiBaeT ero NoBeAeHUe, a MateMaTuyeckas ctaTtucTuka
no pesynbTaTam HabnOeHWI 3a NPOLLECCOM CTPOUT Ero BEPOATHOCTHO-CTATUCTUYECKYIO MOOESb.

CnuUcoK NCnonb3oBaHHbIX UCTOYHUKOB:
1. Mapein Paag Anu Canex «VccnegoBaHue Npu3HakoB peveBbIX CUrHaNoB Af1st 3a4ad pacno3HaBaHus pedmny, 2017.
2. C. E. demun, E. J1. JemuHa: «MaTtematmndeckasi cTaTucTuka»: ydebHO-meToamyeckoe nocobue.

UDC 004.934.1

STATISTICAL ANALYSIS IN SPEECH RECOGNITION PROBLEMS

Novitskaya K.A.,Niakhlebava V.Y.
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Pechan T.M. — assistant professor of the academic department of ICT

Annotation. The work summarizes the experience of theoretical and applied research carried out at the Department of ITS&T of
the Institute of Engineering Technologies and Natural Sciences.

Keywords. Euclidean distance, Mahalanobis distance, correlation function, speech signal.
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YOK 004.5

TEOPUA NPUHATUA PELLEHNA B UHOOKOMMYHUKALIUAX

lNMomanosa C.A., cmydeHm 2p.920605, Hexnebosa O.F0., macucmpaHm 2p. 017141

Benopycckuli 2ocydapcmeeHHbill yHusepcumem UHgopMamuku U paduo3iekmpoHUKU®
2. MuHck, Pecriybrniuka benapych

lNedyeHb T.M. — mazucmp mexHU4ecKUx HayK

AHHoTaums. HayuHo-uccnegoBatenbckasi paboTa NOCBsiLLieHa BOMPOCY U3Y4eHUs1 TEOPUM NPUHATUS pelleHnii. Ha npaktuyeckom
npuMMepe paccMOoTPeHbl BEPOSITHOCTU MOSIBNEHNSI PUCKOB MPOEKTa, BO3MOXHbIE MOCNEACTBUSI U CNocobbl MX NpesoTBpaLleHust.
PacuyeTbl BbINOMHEHbI CEAYOWMM WHCTPYMEHTapueM cdepbl MaTeMaTMyecko CTaTUCTUKM U Teopun BEPOSITHOCTU: (PyHKLMS
HOpMarbHOro pacnpeaeneHusi, NNMOTHOCTb BEPOSITHOCTH, MaTemMaTyeckoe OXuaaHne 1 aucrnepcust.

KnioueBble cnoBa. Teopuss NpuHATUS pelleHns, kadpegpa MHd)OKOMMyHMKauMVI, PUCK, BEPOATHOCTHAA OLEeHKa, MMIOTHOCTb
BEepPOATHOCTWU, HOpManbHOE pacnpeaeneHne, MateMmaTn4eckoe oxnaaHme, Hay4Ho-uccnenoBsaTternbCkaa AeATeNIbHOCTb, KpeauT.

AHanusnpys u cpaBHUBasi BapuaHTbl UHBECTULMOHHbBIX NPOEKTOB, WHBECTOPbLI N MEHemMKepbl
4YacTo OEeWCTBYIOT B pamMkax Teopuu npuHATUS peweHui (TTP). BepoaTHOCTHBIN MHCTpyMeEHTapui
no3BonsieT AOCTATOYHO YETKO pasrpaHnynTb NOHATUS pucka n HeonpeaenéHHocTu. B cooTBeTcTBUM C
atum, B TTP BblaensaTcs gBa Tuna Moaenemn:

1) lMpuHATHE pelleHnin B YCrOBUAX PpuUCKa, KOrga nvuo, npuHMMalollee pelleHve, 3HaeT
BEPOSATHOCTW HACTYMNNEHUA NCXOO0B UNW MOCHEACTBUN ANA KaXA0ro peLleHns;

2) lMpuHATUE peLleHnsa B yCroBMAX HeonpeaenéHHoCcTH, Koraa nuuo, npuHuMaloLwee peLueHuve,
He 3HaeT BEPOATHOCTU HACTYNMEeHNss NCXOA0B MW NMOCNEACTBUNA AN KaXO0ro peLleHuns.

Mop cuTyauumer pucka B TEOPWUM MPUHATUS PELUEHUA MOHUMAETCs Takas cuTyauus, Koraa
MO>XHO yKa3aTb He TOMNbKO BO3MOXHbIE NMOCNEACTBUSA KaXA0ro BapuaHta NnpyHUMaemMoro peLlueHns, Ho
W BEPOSATHOCTM uX nosieneHus. [ns Bblbopa onTUManbHOrO pelleHns B [AaHHOM  crnydae
npegHasHayeHbl KPUTEPUIA MaTEMaTUYECKOrO OXMAAHUA 1 KpuTepun Jlannaca.

Cama npupoda npeanpuHMMATENbCKOrO pucka npegnonaraeT HEKOTOPYH BEepOATHOCTb
BO3HWUKHOBEHMS HebnaronpuaTHoro cobbiTvs. OTO 03HavaeT, 4TO, paccMaTpvBas ero  Kak
BEPOSATHOCTHYIO  KaTeropuvio, Mbl B TMOMHOW Mepe MOXEM MNPUMEHUTb MaTeMaTU4eCcKui
WHCTPYMEHTapWIA, UCNONb3YIOWNIA TaK HasblBaeMble cToxacTudeckune mogenu. [ns Haunydwero
npegcraBneHns 06 ypoBHe pvcka MCnosnb3yeTcs yHKUMSA NAOTHOCTU pacnpeaeneHus, cBA3aHHas co
CTaHOapTHBLIM HOPMalbHBLIM 3aKOHOM pacnpefeneHus.

Pa3bepem npakTuyeckui npumep peanu3auum BMOSIHE KOHKPETHOrO WHBECTULMOHHOMO
npoekta. B pesynbTate BbISBIEHNS OCHOBHbIX (pakTOpoB purcka 1 ero ngeHTudukaumm ycTaHOBIEHbI
OCHOBHble Yrpo3bl Yycnexy mnpoekTa. OKCNepTHbIA aHanu3 PUCKOB MO3BONWUI YCTAHOBUTb, YTO
OMNacHOCTb MpeAcTaBnseT HEeCBOEBPEMEHHOe noraweHve kpeauta 6aHka, KoTopbiM kadpegpa
WH(OKOMMYHMKALUMA  HamMepeHa MofnyYyMTb NO4  WHBECTUUMM  Afs  NPOBEAEHMS  Hay4Ho-
uccrnegoBaTtensckux pabot. CpegHee Bpems peanusauunm npoekta — 3 roga. Bpemsa peanusauuu
umMeeT BepoATHbIM pasbpoc B nomroga, MO3TOMYy C HEKOTOpPbIM 3anacoM CCyAHble CcpeacTtea
npuenekarTcs Ha cpok — 4 roga. CrnegyeT BONPOC: €CTb N PUCK TOro, 4To Kadegpa BOBPEMS He
BepHeT kpeaut? Kak usbexaTb OOMOMHMTENbHbIX LITpadHbIX CaHKUMA OT GaHka M He JonycTuTb
HapyLLIeHWs KpeauTHOW uctopumn?

®opmyna yHKUMM ONSA OLEHKN AMHAMWKU UCCNedyeMOoro napameTtpa y4uTblBaeT BEPOATHOCTb
pYCKOBOro cobbITMSA U YPOBEHb €ro NOCNeACTBUN:

R=f(x)=1{(P1I) 1)

roe, B — sHauyeHune oLeHKkM NnocneacTBUin PUCKOBOIO COBLITUS;
fzx) — pyHKUMA napameTpa x (aoxoaa, NpubbInu, yuep6a, noTepb, cpoka W T.M.)
P — BEpOATHOCTb HACTYMNMNEHWs! PUCKOBOTO CODbITUS;
[ — noTeHumManbHble NocneacTensa dakTopa pucka.

CneayeT y4nTbiBaTb, YTO caMu AeNCTBMSA Mo (DOPMUPOBAHUIO BEPOATHOCTHOW MOAENMN OLEHKM
pvcKa 1 ero aHanuaa A4ocTaTo4yHO Tpydoemku. CBA3aHO 3TO C TeM, YTO (DaKTOPbl pUCKa CYObEKTUBHBI
1 NOCTOSAAHHO NpeTepneBanT U3MEHEHNS.

CnyuyaiiHaa BenMuMHa UMeeT HopMarnbHoe pacnpegerieHve, ecnn eé NMoTHOCTb BeposTHOCTU
nmeeT BUA:
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) = e 2% )
DyHKLMA pacnpeneneHns:
) —x-7°
X Z
R= T 2T -rx.z e *x dx (3)
fit)

0

PucyHok 1 — Mpadmk NNOTHOCTU BEPOATHOCTU CITyYaHOW BENMMYMHbI.

Mpeanonoxum, Mbl OT Nepuoda K nepuogy MMeem onpefeneHHoe 3HayeHwe Joxoda U XOTUM
Ha crefywwWwni ro4 MNofyvuTb 3HAYeHUe pucka MafeHust goxoda Hwke Tpebyemoro. Torga Mbl
OOMKHbI AOMYCTUTb, YTO:

1. Cratuctuka paccmaTpuBaemoro napameTpa noAvYMHSETCS  HOPMaribHOMY — 3aKOHY

pacnpegeneHus.

2. Hawm ypanocbk paccuutaTb cpegHee 3HavyeHue napameTpa.

3. PaccunTaH pa3bpoc B BMAE cpeaHeKkBagpaTUYeCcKOro OTKIIOHEHUS OT CPedHEro 3Ha4YeHusl.

Pwuck paccmaTpmBaeTcd C nNo3vuun BepOATHOCTU BO3HUMKHOBEHUA pe3ylibTata MeHblle
Tpebyemoro pasmepa 3agaHHoro napametpa. Camo 3HayeHue pucka UCYUCNAETCS Kak uHTerpan ot -
&2 0O YpOBHsl Tpebyemoro 3HavyeHust (B HaleM crnyvae — J0xoda) NMOTHOCTU pacnpeeneHus no
HOpMarnbHOMY 3aKOHY pacnpeeneHusl. Ecnv HasBaHHble Bbile AOMYLEHNS COOMNOAEHbI, Toraa puck
onpefensieTca Kak nnowiadb, MOKa3aHHash Ha pasMelEéHHOW Hwke auarpamme MnoTHOCTU
HOpMarnbHOro pacnpegeneHus.

R =p(x < J.p) (4)

R=["Pfdde =——["Pe 203 ax )

Oyl I

102



57-9 HayyHas KoHbepeHyus acrnupaHmos, MagucmpaHmos u cmydeHmos BI'YUP, 2021 e.

Af(.\‘)

Iorepn / Jloxon X

=l

Amp

PucyHok 2 — Mogenb BU3yanbsHOro onpegeneHns pucka Ha KpMBOW NMNOTHOCTU HOPMarbHOTo

pacnpegeneHus.

[ns Halwero npumepa uveem:

Xrpoesra = 3 roga = 36 mecaues
X‘_}.‘p@m{qa = 3.-5 roga — ‘1'2 MecHLIa
Orpoerra = 0.3 roga = 6 mecenes

--m
1 ). =
E=1— XhWTafxdle_ PENTE o 207y
2= ol - ©)

f(x)
]

>

.\ npoesmy

PuvicyHok 3 — Mogenb pacyeTa pycka Ansi npumepa MHBECTULMOHHOTO MPoeKTa
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Mockonbky Mbl Mnpegnonaraem cobnogeHue TUMOBbLIX OOMYLUEHUA BEPOSITHOCTHOrO MeTtoaa
OLIEHKM, 3a[aHHbIX TPEX YCNOBUIA AOCTAaTOYHO, YTOObI MPOM3BECTU Haanexalme pacyeTbl. MNockonbky
MNOTHOCTb pacnpedeneHnss NoAYMHSAETCH HOpManbHOMY 3aKOHY pacrpedeneHusi, Ham HyXHO
paccuMTaTb 3HadYeHue pucka no copmyne (6).

-z

1 7 _a.ié_
R=1- Jo_ e €% dx=0,158635 7

EIm

0,07
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0 @
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PucyHok 3 — Moaenb yHKuun HopmansHOro pacnpegeneHus

PesynbTatbl onpegeneHus pucka no AaHHOMY MeTOAYy O3HayaloT, YTO C BepOoSATHOCTbI0 16%
npy 3adaHHblX YCMOBWUSIX KpeauT He OyaeT noraweH B CpOK. VI3MeHsAs ycrnoBus ONMTENbHOCTU
KpeauTa, yBenuume ero Ha 3 mecsua, Mbl JOBMBaeMcs TOro, YTO 3HaYeHne pucka cHuxkaeTcs o 6,6%.
30Ha pucka oTMeyeHa Ha gvarpamme B hopme nnowann, 0603Ha4eHHON KpaCcHbIMU CTpenkamu.

Takum o06pa3om, MeTOOOoNornsi BEPOATHOCTHOM OLEHKW MO3BONSAET PYKOBOACTBY HayyHO-
uccnenoBaTenbCkon AeAaTenbHOCTM kadedpbl NPOCHUTbIBATb BapuaHTbl PELUEHWIA, rMNoTeTUYecku
BblABUraembiX Nocne BbISBIIEHUS U MAEHTUUKaLNMN PUCKOB.

CnuUcoK UCnonb3oBaHHbIX UCTOYHUKOB:

1. Teopus BEpOSITHOCTEN M MaTemaTnyeckas cratucTuka: KoHCneKT nekuvin ons CTyAeHTOB BCeX cneuuanbHOCTEN U
dopm obyueHus BI'YUP / A.W. Bonkoseu, A.B. lN'ypuHoBu4. — MH.:BI'YWUP,2003. — 84c.:un.

2. Opnoe A.W. Teopusi NpuHATUS pelueHunii. Y4ebHoe nocobue. - M.: M3gatenbcteo "Mapt", 2004. - 656 c.
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UDC 004.5

THEORY OF DECISION-MAKING IN INFOCOMMUNICATIONS

Potapova S. A., Niakhlebava V.Y.
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

PechenT.M. — Master of Technical Sciences

Annotation. The research work is devoted to the study of the theory of decision-making. The probabilities of project risks, possible
consequences and ways to prevent them are considered on a practical example. The calculations are performed using the following
tools of mathematical statistics and probability theory: normal distribution function, probability density, mathematical expectation,
and variance.

Keywords. Decision theory, Department of Infocommunications, risk, probability estimation, probability density, normal distribution,
mathematical expectation, research activity, credit
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YOK 621.391.63

OMNPEQENEHUE MACKU OOC-PSD B NG-PON2

Cepeees H.H., acnuparHm

Benopycckutli 2ocydapcmeeHHbil yHU8epcumem UuHopMamuku U paduoaneKmpOoHUKU
2. MuHck, Pecniybrniuka benapych

b0o6os M.H.. — 0okmop. mexH. HayK

AHHoTaums. PaccmoTtpeHo onpegenexune mackun OOC-PSD. NpoBeaeH aHanuns BapyaHToB pasmelleHns Hecyller B NG-PON2.

KnrouyeBble cnoBa. NG-PON2, ONU, curHan, macka, noMexu, BosiHa, MOLLHOCTb, CMEKTP, KOA(PMULIMEHT 3aTyxaHus.

B NG-PON2 nepepatunk ONU nogumHseTca npaeunam BHe kaHana (OOC). A
UMEHHO, cyulecTByeT ABa YypoBHsA npasun OOC. Paccmotpum nepsBoe, B Hem OOC1
onpefenseTca HeKorepeHTHbIMU MepPeKpPecTHbIMU MOMexamu, KOTOpble BO3HWUKAKOT, Koraa
MellalLWmin cBeT BbIXOAUT 3a npedernbl Monockl NponyckaHus kKaHana-xepTsbl, 1 OOC2
onpenenseTca KorepeHTHbIMW NePEeKPECTHBIMU MOMeXamu, KoTopble 6yayT BO3HMKaTb, Koraa
MeLLaloWmMn CBeT HaxoauTCs BHYTPU kaHana-xeptebl [1]. OnpegeneHve mackn OOC
NnokasaHo Ha pucyHke 1.

= MSE

Pmax

+MSE _ +MSE + MSE + MSE aoc]

- ™
Lt L

O0C2

L 2

S C5/2 Cs2 Cs2 82 S

PucyHok 1 — Onpegenenne mackn OOC-PSD

lMepexoa OT KOrepeHTHbIX MEePEeKPeCTHbIX MOMEX K HEKOrepeHTHbIM OyAeT pe3kMM TONbKO Npu
HanUuMM wnaeanbHO MOHOXPOMATMYECKOrO CUrHama; CurHanbl MOOYNMPYKTCH, 4YTO NPUBOAUT K
pacLUMPEHMNIO UX CMEKTpa, CreAoBaTEeNbHO K CMATYEHMWIO pannL, Mexay uvm [2].

CurHan, KoTOpoMy nogBeprawTcss nomexu, npeacraenser cobom curHan NRZ,
MOAYIMPOBAHHBIA MO MHTEHCMBHOCTM Ha oOnTu4yeckonm Hecywien. dopma BonHblI NRZ knaccmyecku
agnseTca yHkumen sinc (f). Ytobbl ynpoctuTb pacyeT, HeobXxoaumo MOAENMPOBaTL CMEKTP Kak
dyHkuuio rect (f) ¢ wupuHon 15 Iy (anga snekTpuyeckon nonockl YactoT 7,5 ). Npegnonaras, 4To
KO3(bhULMEHT 3aTyxaHust GrIM30K K naeanbHOMY, NOSIOBUHA MOLLHOCTM MOET HA MOAYnsAUMIO, a Apyras
NMonoBMHa - Ha OMTUYECKYI0 HEecyllylo, KoTopas npeactaBneHa penbta-yHkumen (f). 3To MOXHO
3anucaTb:

PSD (f) = 1/2 * (f — f0) + 1/2 1/15 Iy rect ((f — f0) / 15 Iw). (1)

Xyowui BapuaHT pasMeLleHuns Hecyllen - a1o korga fO HaxoauTes Ha pacctosiHum 7,5 Ty (unu
©onee) ot kpas nonocsi [3].

JonycTumass MOLWHOCTb MoMex Ha Jsobon 4actoTe MOXeT ObiTb BblMMCIIEHA MYTEM
WMHTErpupoBaHus no Kaxaon Yactn PSD, koTopas Haxoautcsa B npegenax 7,5 'y oT 4acToTbl nomex.
HekorepeHTHble NepeKkpecTHbIe NOMEXM BCeraa NpUCyTCTBYIOT, X KONMYECTBO NMHENHO BO3pacTaeT.
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Cnuncok ncnonb3oBaHHbIX UCTOYHUKOB:
1. ITU-T Recommendation G.989.2. NG-PONZ2: Physical media dependent layer specification. 2019. - P. 9 —11.
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UDC 621.391.63

DEFINITION OF OOC-PSD MASK IN NG-PON2

Sergeev N.N.
Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus

Bobov M.N. — Holder of an Advanced Doctorate (Doctor of Science) in Engineering
Sciences

Annotation. The definition of the OOS-PSD mask is considered. The analysis of carrier placement options in NG-PON2 is

carried out.

Keywords. NG-PON2, ONU, signal, mask, interference, wave, power, spectrum, attenuation coefficient.
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YOK 621.3.049.77-048.24:537.2

MOOENMPOBAHUE NPUEMOINEPEOAIOLLEIO TPAKTA CUCTEMBDI
CBA3N HA OCHOBE AJITOPUTMA BMN®-OblN®

Cunruykut P.C., cmydeHm epynrbl 760802

Bernopycckuli eocydapcmeeHHbIl yHUsepcumem uHhopmamuku u paduoarieKmpOoHUKU,
2. Munck, Pecriybrniuka benapyce

lNeyeHb T.M. — cm. npenodasamernb kaghedpnbl KT

AHHOTauus. [lpov3BedeHO MaTeMaTM4eckoe MOAENVPOBaHME OLEHKU CreKTpanbHblX XapaKTepUCTUK
TEeNeKOMMYHUKaLWMOHHBIX CUTHANoB Ha OCHOBE ObICTpOro npeobpasoBaHus Pypbe. YCTaHOBMEHO, YTO 3TOT ObICTPLIN U
MOLLHBIA MHCTPYMEHT, O4HAKO Ans Hero HeobXxoAMMO MCMOMb30BaTb CUrHarmbl onpeaerneHHon anuHel. O6oCHOBaHbI
OCHOBHbI€ CXeMaTU4YeCKNe peLLeHus.

KnioueBble crnoBa: npvemonepedalolmin TpakT, cuctema cesasu, anroputm Brd-OBlN®, cnekrpanbHbIn
aHanus, Mogynsitop, 4emMoaynsaTop.

BeedeHue. B HacTosillee BpeMsi O4YeHb akTyanbHa 3agadva ObicTpoi 00paboTkm Gonblumx
MacCVMBOB [aHHblX, 4YTO Bre4yeT 3a COOOM 3HAYUTENbHOE YBENUYEHWEe MNPOU3BOOUTENBHOCTU
obpabaTbiBalOWmnX ycTponcts. WHTepec K UMPPOBBIM METOO4AM CrneKTpanbHOro aHanusa
noanepXuBaeTcss TeM YryudlleHMEM XapaKTEPUCTUK, KOTOpoe OHM 06eLlaloT, a MMEHHO: BbICOKMM
YaCTOTHbIM pa3peLleHneM, MOBbLILEHHOW CMOCOOHOCTLIO K OOHapyXeHuo crabblX CUMrHamnoB unun xe
COXpaHeHMEM «AOCTOBEPHOCTUY» (POPMbI CMEKTPA MPU MEHbLUEM YUCME MCMOMb3yeMbIX NapameTpoB.
MeToabl cnekTpanbHOro aHanu3a, a MMEHHO C NMPUMEHEHMEM anrOpUTMOB, OCHOBAHHbIX Ha BbICTPOM
npeobpasoBaHun Pypbe, ABNATCA ObLICTPO AENCTBEHHBbIMW, HECYT BbICOKYIO TOYHOCTb, a Takke
MMEIOT BbICOKOE pa3peLLeHne CreKTparnbHbIX OLLEHOK.

OcHoeHasi Yyacmb. B ocHoBe MogenupoBaHus npvemMonepefarLlen 4yactu CUCTEMbl CBA3U
nexar anropuTMbl «NepeHoca CnekTpa BBEPX» U «nepeHoca cnektpa BHM3». AnroputMm Brd-OBMN$
NMo3BOMSsiET BLINOMHATL ONepauun B YacTOTHOW 00MnacTy ¢ NepexooM BO BPEMEHHYIO, YTO coKpallaeT
BblYMCIUTENbHbIE 00BbEMBI, T.€. NOBbIWAET 3PeKTUBHOCTL 06paboTkn. Ha pucyHke 1 npeactaBneHa
CTPYKTYpHasi Cxema npvemMornepenaroLLero Tpakra CUCTeMbl CBA3M Ha ocHoBe anroputma bBrd-Oblo.

Ilepenaromas cropona 1

Briok L Biox Biiok Biok
"R rypep || s [y | g | s [ e
—  [oapaIenbHOro 3aIUTHOTO
TpeoGpasoBams CHUTHAJIOB [ 5 uHTepBama npeoOpa3oBaHUs
— 4 6 7
[

Ilepenarunx
8

Kanan cesizu 9

TIpuemuas ctopona 10

TIpuemunx 11

l

Biiok Biok BoixosmHbie
— Biiok napajuiensHo- JaHHBIC

T10CIIEI0BATENIBHT O~ yAaneHus Brnok

I Baook | 110CJIeJOBATEIBHIO Jemonyistop
napanyienbHOro 3al[MTHOTO OLEHKH
BIID 1 npeoOpa3oBaHHs 17
npeodpa3oBaHus MHTEpBaja 14 »| KaHama 16
12 13 15

PuricyHok 1 — CTpyKTypHasi cxema npveMonepeaatoLero Tpakta CUCTEMbI CBSI3V Ha OCHOBE anroputMa
BMNe-ObMNe

YctponctBo paboTtaeT crnegywowmm obpasom. Ha nepepatowyto crtaHumo 1 noctynaet
nocrnefoBaTenbHOCTb [ABOUYHBLIX CUMBOMOB. B Moaynstope 2 nocrnegoBaTenbHOCTb ABOWMYHBLIX
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cMMBOMOB pasbuBaloT Ha cnosa, coctoswme m3 d cumsonos (d=1, 2, ..., D). Kaxgomy cnosy
npuceBanBaloT MOAYNMPOBAHHbLIA CUMBOS AaHHbIX B BUAE KOMMMEKCHOro Y1cna.

B onoke nocnegoBaTenbHO-NapanensLHOro npeobpasoBaHus 3 npeobpasytoT
nocneaoBaTenbHOCTb  MOAYNMPOBAHHBIX ~ CMMBOJIOB  [aHHbIX B NapannenbHble  rpynnbl
MOZYMPOBAHHbIX CMMBOJSIOB.

B 6rnoke ycTaHOBKM MUMOT-CUrHanNoB 4 B napannenbHbIX rpynnax MoaynupoBaHHbIX CUMBOJIOB
Mexgy MOAYNMpOBaHHbIMM CMMBOMIAMW AaHHbIX pacnonaralT MNUAoT-CUMBOSbI, (DOPMUPYST TakUM
obpa3oM nocnegoBaTenbHOCTb [PYNM, Kaxgas M3 KOTopbix coctouT m3 N MoaynvMpoBaHHbIX
cumBonos, N=Q+K, rae Q — uncno MoaynuMpoBaHHbIX CMMBOMOB AaHHbIX B NapannensHon rpynne, K —
4YMCNO NUIOT-CMMBOJSIOB B NapannenbHOn rpynne.

B 6noke OBIMN® 5 ¢ kaxgon rpynnoin BeinonHaoT OBMN®, dopmupya napannenbHble BbIXOAHbIE
rpynnel 3HaveHn OBIMO.

B 6noke npucoeavHeHWs 3aWwMTHONO WHTepBana 6 [OMONHAT napannernbHble BbIXOAHbIE
rpynnbl 3HavyeHu OBIM® 3aWnTHBIM MHTEpPBaNoM.

B 6noke napannenbHo-nocrneaoBaTenbHOro npeobpasoBaHus 7 NpeobpasyoT napannenbHble
BbIXOAHbIE Tpynnbl 3HavyeHun OBIMP® c 3aWWUTHBIM WHTEPBANOM B MOCMeAOBaTENbHYIO opMy,
dopmMmunpys TakuM obpaszom nocnenoBaTenbHOCTb OpTOroHanbHbIX YaCTOTHBbIX
MYNbTUMNIEKCUPOBAHHBIX CUMBOJIOB.

MepenaoT nocnefoBaTenNbHOCTb OPTOrOHANbHBIX YaCTOTHOMYIbTUMNIIEKCMPOBAHHBIX CUMBOSIOB
C BbIxoda nepefaTymka 8 no kaHany cBs3v 9 Ha npuHMMatoLLyto ctaHuuo 10.

Ha npyvHumatowwen ctaHumm 10 yepes kaHan ¢Ba3n 9 B npueMHuke 11 npuHumaloT ux n B 6roke
nocrefoBaTenbHo-NapannensHoro npeobpasoBaHus 12 npeobpasyloT MPUHATbIE  4aCTOTHO-
MYNbTUNNEKCUPOBAHHbIE CUMBOJIbI B MapanfenbHble rpynnbl BXOAHbIX 3HAYEHWNA.

B 6noke yganeHus 3awmtHoro nHTepeana 13 ygansoT 3awmnTHbIN nHTepBarn.

C kaxgon rpynnow BXogHbIX 3HavyeHun B 6noke BIN1d 14 seinonHawoT BI®, dopmupysa Takum
o6pasoM N MogynupoBaHHbLIX CUMBOSOB B KaXaA0M Oroke.

B 6roke oueHku kaHana 15 B Kagow rpynne no nunoT-CMMBOJIaM BbIMOJHSIOT OLEHKY KaHana
cBA3n. Wcnonb3ysas nonydeHHble pe3ynbTaTbl OLIEHKM KaHana CBSA3M, BbIMOSHST  OLEHKY
MOOYIMPOBAHHbLIX CMMBOJIOB [aHHbIX, OPMMPYS TPynnbl OLEHOK MOAYSMPOBaHHbLIX CUMBOJSIOB
AaHHbIX.

B 6noke napannenbHo-nocnegoBaTenbHO Npeobpa3oBaHusa 16 npeobpasyoT rpynnbl OLEHOK
MOOYNMPOBaHHbLIX CUMBOMOB [AaHHbIX B nocregoBaTenbHyo copmy, dopmupya Takum obpasom
nocneaoBaTenbHOCTb OLLEHOK MOAYNMPOBaHHbBIX CMMBOSIOB AaHHbIX.

B pemogynatope 17 BbINOMAHAT AEMOAYNAUMIO MOMYYEHHbIX OLIEHOK MOAYNMPOBAHHbIX
CMMBOIOB AaHHbIX, POopMUpPYysa Takum obpa3om nocrneaoBaTenbHOCTb ABOUYHbBIX AaHHbIX, KOTOPbIE C
Bblxoda Aemodynatopa 17 noctynalT Ha BbiIXxog npuHumatowero yctponcraa 10.

Hangém nmnynbCcHyto xapakrepuctuky K-ro dunbTpa, obecneynsaroLLero nsMepeHns crnekTpa B

i |J:_1 \|

Touke zi, = € 'n /% [1]. OHa pasHa:

hn) =e & gznesN-1 1)

[ns MmogenuMpoBaHust HEOBXOAMMO MCMONb30BaTh annapat Z-npeobpas3oBaHns, KOTOPoe MeeT
BMa:

1 % 1-z7N
H(z) = N e W/ g i ————— (2
1-z-te 7/
C yyeTom TOro, 4Tto Z-npeobpasosaHne u Oypbe nNpeobpasoBaHNe B3aNMOCBA3aHbI,
nepenuLlem BbipaXeHne 2 Cneayowmm 06pasom:

K-1 .mk gin[2Z) .t

jar—

. - =k
H(e®) = 7197 n M—E,_F =e 7 &driy(w.k) ©)

CnekTp curHana Ha Bbixoge 6rioka 14 npeacTaBreH Ha pUCYHKe 2.

MeToa BbINOMHEHUSA aHanu3a npu 4Yucre otcyeToB curHana L = 2N cTtaHoBUTCHA O4eBUOHbLIM,
ecnn obpatutbca K HanpasneHHoMy rpady BlMd. BuaHO, 4TO BbIXOOHbIE OTCHETbI C YE€THbIMU
HOMepamu pacnonaratTCs B BepxXHel MNOoMnoBuHe rpada. ATO O3Ha4vaeT, 4To B anroputme bI1O,
npegHasHayYeHHOM ANS NONyYeHUs TONbKO YEeTHbIX OTCYETOB CMeKTpa, AOCTAaTOYHO MULLb YaCTUYHO
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obpaboTtaTtb Bce L oTcyeToB, UTOObLI MOMY4YMTb BEPXHIOK MOMOBUHY BbIXOAHbLIX OTCYETOB MEPBOro
atana BlN®. Tonbko 3Ta NONOBUHA OTCHETOB AAaeT BCe YeTHble KoadhdpuumeHTsl OMNO.

A 2 4 =3 a8 16 12 14
1 3 11 13 15

5 I

5] 2 4 & | 18 12 14
_— _—— = _—— Ll ) _—— _—— - _—
= o A i " - e
o AN T P
My L Il kl.f L L
=) 1 3 T 1 13 15
___;—-\_\,{a—-\-.. e = - = _—
s & # =
" AR R A
Il LY L ' L y
I w 2T

PucyHok 2 — CnekTp curHana Ha Bbixoge 6noka 14

OTOT Nnoaxo4 MOXHO pa3BMBaTh Aanblue, OTMETMB, HANPUMEpP, YTO BOCEMb BEPXHUX BbIXOOHbIX
KO9(hPMUMEHTOB AatoT KaKabld 4YeTBepTbin koadbdpuumeHTt AMNP, npuyem ux MOXHO onpeaenuTb,
BbIMNOSTHWB MOMOBMHY Onepauuin Ha NepBoM 3Tane, NOMOBUHY — HA BTOPOM, a TakKe YeTblpexToveyHoe
BlN®, nony4yeHHbIXx Ha BTOPOM 3Tane BOCbMW OTcyeToB. [lycTb B OOLIEM cryyae 4Mcro OTCYETOB
curHana L paBHo MN, rae N — Tpebyemoe 4mncno cnekrpanbHbiX oTcyeToB, a M — uenoe uucro,
bonblee egnHuubl. Mickomoe npeobpasoBaHne paBHO:

X() = ENHEN = xln + mN)]e /™ k= 0,1,..,N - 1 4)
Ha pucyHke 1 B 6noke OBIM® BbINONHsETCA NpoLeaypa no cneayLwemMy anroputmy:
x(n) = BN tx(wke ©)

370 otobpaxeHnune x(nl — Xk} 6ynem cuutaTth, kak npsamoe AM®. O6paTHoe npeobpasoBaHue
X(k) —= x(n) B cnyyae OQN®:

X = B tx)W o k=01...N-1 (6)

BblpaxeHne 6 oTnmnyaetcs no opme TOnbko 3Hakom cTteneHn W. OgHako pasnuune MOXHO
YCTPaHUTb eCriM NePEnTU K KOMMIEKCHO-CONPSXXEHHOW hopme:

x(n) =X W™ k=01..N-1 )

B obpaTtHom npeobpasoBaHuMM (Npu BOCCTaAHOBIMEHWM CUrHana) And Bxoga W BbIxoda
Heo6X0AMMO MCNOob30BaTh NOACTAHOBKY:

x(n) = 0°m) = U(N —n),
Xk =5k, kn=01,.. , N-1 (8)

Hanbonblumit BLIMIPLILW Nony4YaeTca ANS AnvHbl BpeMeHHol nocnegosatensHocTn N = 2K Tak
KaKk B 9TOM clnyyae npouecc pas3bueHuss Ha [Be NocnenoBaTeslbHOCTU yAaeTcss AOBEeCcTUM OO0 2-X

ToueyHoro npeodpazoBanus Dypre [2, 16]. [Ipu 3TOM Ha KaxIOM 3Tane 0ObEIUHEHHS ABYX
BII® wmenbmero mopsnaka tpeOyercss N/2 omepanuii ymHOXeHHs. OOmiee KOJUYECTBO
orepanrii KOMIJIEKCHOTO YMHOKEHUs 17 Beruncienus bI1® norpedyercs:

Non =¥" log; N 9)

110



57-9 HayyHas KOHbepeHyuUs acrnupaHmos, MagucmpaHmos u cmydeHmos BI'YUP, 2021 e.

Tenepb 06paTMM BHUMaHME, YTO NOCNEA0BATENbHOCTb OTCYETOB CUrHana Ha Bxode anroputma
ObicTporo npeobpasoBaHust Pypbe HE COOTBETCTBYET ECTECTBEHHOMY TeueHuio BpemeHu. Ee cneayet
nepeynopsigountb. [ns Toro, YToObLl onpeaenuTb Kak crieqyeT nepecrtaBuUTb OTCHETbI BOCMNOSb3yeMCS
OBOMYHBIM MpeAcTaBreHneM HoMepa BXOAHOro otcyeTa. [lpn nepectaHoBke Mnagwimve UM ctapliune
OuTbl HOMepa oTcyeTa MeHslTCs MecTaMu. B kauyecTBe npumepa pacCMOTPUM MNEPEeCcTaHOBKY
BXOOHbIX OTcYeToB 8-mu ToyeuHoro BI1d. CooTBeTcTBME BXOOHBLIX HOMEPOB OTCYETOB CUrHana u
HOMepoB Ha Bxofe anroputma bIN® npmeegeHo B Tabnumue 1.

Tabnuua 1 — CooTBETCTBUE BXOAHBLIX HOMEPOB OTCYETOB CUrHana 1 HOMepoB Ha BxoAe anroputma brd

Howmep | [BonyHoe npeacrtaBneHne | [1BOMYHO-MHBEPCHAsi NepecTaHoBKa Recsimnaroe
npeacraBneHne
0 000 000 0
1 001 100 4
2 010 010 2
3 011 110 6
4 100 001 1
5 101 101 5
6 110 011 3
7 111 111 7

CnepyeT oTMeTWUTb, YTO B HacTtoswee Bpems ObicTpoe npeobpas3oBaHne Pypbe 0O6bIYHO
BbINOMHSAETCH B CWUrHanbHbIX Mpoueccopax, a B HUX NpedycMOTpeH Ocobbivi BuAa agpecauum —
ABOWYHO-MHBEPCHbIN agpec. lpu aTtom cTapwue u mnagwue OuTbl agpeca MEHSTCS MecTamu
annapaTtHO, a peanbHas nepecTaHOBKa He NPOM3BOAMTCA. OTO NO3BONSAET 3HAYMTENbHO COKpallaTb
BpeMs BblYMCIEHUSA CnekTpa BXOAHOTO curHana. He MeHbWwuin BbUMPpbIW B ObICTPOAENCTBUM
nony4yaeTcs 3a cHeT NPUMEHEHUS YMHOXUTENEeN-HakonuTenen.

3aknro4veHue. Anroputm Bre-Obre nossonseT BbINOSNHATL MoaenuposaHue
npuemonepearollen CuUcTembl CBSA3N C BbICOKMM ObICTpOAENCTBMEM M ManbiMu 3aTpaTaMu Ha
BbIYMCINIEHUS, T.K. MWUHMMAarnbHbIA BbIUMPbIW 3deKTMBHOCTM 06paboTkn curHamnoe B LMEpPOBOWA
cucteMe cocTtaBnsieT (nocre pasBHO norapudm). OgHako CTOMT OTMETUTb, YTO MacCuB AaHHbIX
MCnonb3yeTcs onpeaeneHHbIN 1 KpaTHbIW CTeNeHV ABONKM.

CnucokK ucnosb308aHHbIX UCMOYHUKOS:

1. MeTogbl chopMupoBaHust 1 umgpoBort 06paboTku curHanoB: Yueb. nocobue / AscsHHukoB B.A. BI'YUP MuHck,
2010, 18 c.

2. LindppoBoii cnekTpanbHbii aHanus: Yueb. nocobune / A.H. Kpenés, T.K. AptémoBa. Apocn. roc. yH-T. Apocnasnb,
2002. 114 c.
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UDC 621.3.049.77-048.24:537.2

MODELING OF THE transceiver TRACT OF THE COMMUNICATION
SYSTEM BASED ON THE FFT- IFFT ALGORITHM
Sinitski R.S., student group 760802

Belarusian State University of Informatics and Radioelectronics,
Minsk, Republic of Belarus

Pechen T.M. — senior lecturer of the Department of ICT
Annotation. Mathematical modeling of the estimation of the spectral characteristics of
telecommunications signals based on the fast Fourier transform is performed. It is established

that this is a fast and powerful tool, but it needs to use signals of a certain length. Design and
technology documentation were developed.

Keywords. transceiver tract, communication system, FFT-IFFT algorithm, spectral
analysis, modulator, demodulator
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CUCTEMbI TETEPOAUHHOIO NPUEMA B PAANO U ONTUYECKOM
ANATNA30OHAX

Ckopoxodos P.B., cmydeHm ep.067001/mMacucmpaHm

Benopycckuli 2ocydapcmeeHHbil yHUgepcumem UHopMamuku U paduoa/1eKmpoHUKU
e. Munck, Pecriybrniuka benapyce

TapyeHko H.B. — kaHO. mexHuU4YecKux HayK

AHHOTaums. Tematuka paboTbl 0bycrnoBneHa NOBCEMECTHbIM UCMONb30BAHWEM BOJIOKOHHO-OMTUYECKMX CUCTEM nepedayu, B
TOM YMCe W CO CNeKTpanbHbIM YnnoTHeHneMm. [py NOCTOSIHHOM yBENUYEHUN NPOMYCKHOWM CNOCOBHOCTHN BOMOKOHHO-ONTUYECKUX
cuctem nepegayun (BOCIT) coBepLueHCTBYOTCA cnocobbl 06paboTkyn ONTUYECKOro curHana kak B nepefatrowemM M npueMHOM
obopynoBaHuM, Tak M B Mpouecce nepejayu Mo ONTUHECKOMY BOMOKHY. COBEpPLUEHCTBOBAHWE ONTUYECKUX TEXHOMOruii
pacLumpsieT BO3MOXHOCTU anroputMoB 06paboTku CMrHaNoB Ha MPUEMHOWN CTOPOHE U TpebyeT OueHKN nx 3PPEKTUBHOCTL.
KntoyeBble cnoBa. KorepeHTHbIN nprem, undposas obpaboTka curHanos, ONTUYECKOe reTepoanHNpPOBaHUE.

1 BeeageHue

MHoroypoBHeBble dopmaTtbl  MOOYNAUUM coyeTalT B cebe BbICOKY —CrnekTpanbHYo
a(pdeKkTMBHOCTL ©M  YCTOMYMBOCTb K BOo3genctButo aucnepcum [1, 2]. 3TM [OCTOMHCTBaA
MHOFOYpOBHEBbLIX (QOPMaToB MOAYNAUMM OenalwT WX MepcrnekTMBHbIMKA Npu  HeobxoanmocTu
yBENNYEHNS CKOPOCTU nepefayvn B AEVCTBYHOLLUMX CUCTEMAaX CBSA3W CO CMEKTpalbHbIM YNIIOTHEHNEM.
CoyeTaHne KOrepeHTHOro [eTekTUpoBaHuMs C undpoBon o0OpaboTkon curHanoes no3sonseT
AOCTUTHYTb elle Gonee BbICOKMX 3HAYEHUN KOMMYecTBa nepegaBaemMon MHAOPMauMu Ha OAMH
cumBon [3]. KorepeHTHble onTuyeckne cnuctemol ¢BA3n bbinu npeanoxersl B 1970-e rr. [4] n B 1980-e
Hayann WMHTEHCUBHO MCCMNedoBaTbCH, MOCKOMNbKY obecneymBaloT AOCTUXKEHME KBaHTOBOrO npegena
YyBCTBUTEMLHOCTM nNpuemHukoB [5, 6]. OgHako C nosiBNEeHMeM CUCTEM CBS3W CO CheKTparbHbIM
YNIIOTHEHMEM U ONTUYECKUMW  YCUNUTENAMWM  HayvyHO-uccregoBaTenbckue paboTbl B 3TOM
HanpaeneHun obinNu npepsaHbl NpuMepHo Ha 20 ner.

Mocne pemoHcTpaumm B 2005 r. HOBOroO MOKOSIEHUSI MPUEMHUKOB — LIMEPPOBBIX KOFEPEHTHbIX
NPUEMHUKOB — MOBCEMECTHBIA MHTEPEC K KOFEPEHTHbIM CUCTEMaM CBA3W BHOBb Bo3poauncd. OH
0o0ycrnoBneH BO3MOXHOCTAMW peanu3auum B 3TUX CUCTEMAX MHOXeCTBa pasHOOOpasHbIX
MHOroypoBHeBbIX ¢popmaToB moaynsumm. Kpome Toro, umdpoBass obpaboTka curHanos B
SMNEeKTPOHHOW bopmMe MO3BOMSET KOMMEHCUPOBATb WCKaXKEHWsl, CBA3aHHble, Hanpumep, C
XpOMaTU4eCcKo M Nonsapu3aunoHHO-MOA4oBOM aucnepcueit. CyllecTBEHHbIM HEeAOCTAaTKOM NepBbIX
KOrepeHTHbIX CUCTEM CBSA3M ObiNa MX BbICOKad MNONApM3auMOHHas 4YyBCTBUTENbHOCTL. OpHako
npobrnema 6bina peleHa 6narogaps n3obpeTeHno NonsapusaLMoHHon aueepcudmkaumm (polarization
diversity) [7]. bonee Toro, coBpeMeHHble LNPOBbLIE KOrepeHTHbIE NPUEMHUKN MO3BONSAKT YABOUTL
CKOPOCTb NMepefayn nHchopMaLmmn 3a cHeT NoNAPM3aLMOHHOTO YNIOTHEHUS MHpOpMaLUN.

B HacTosilwen paboTte pacCMOTpeHbl MNpPUMHUUMBLI PaboTbl KOrEepPEeHTHbIX CUCTEM CBSA3N U
reTepoanHHOrO NpMema, CEroaHsILLHMIA YPOBEHb UX Pa3BUTUSA N NEPCMEKTUBSI.

2 eTepoanHHbIA GOTONPUEM

CTpyKTypHasi cxema reTepoAnHHoOro boTonpuémHmka n3obpaxeHa Ha pucyHke 1. B ero cocras
BXOAUT reTepoauH — UCTOYHMK MOHOXPOMAaTUYECKOrO ONTUYECKOrO U3MNYyYeHNsi C YacToTON ¥;, Brinskon
K 4YacTtoTe npuHUMaemoro curHana v,. O6a curHana — npUMHUMaeMbIl W TFeTEPOLAMHHBIA —
O[HOBPEMEHHO NOCTyNaKT Ha (pOoTOAETEKTOP, TUM KOTOPOro MOXeT ObiTb NoObIM, Nub Obl Bpemst

€ro uHepumm 6biNo MeHblUEe nepuoga konebaHu pasHOCTHOM YacToThl T = Ponb retepoauHa

1
[we—w|’
urpaet nasep [8] € HenpepbiBHbIM  U3NYYEHWEM  BbICOKOW  CMEeKTpanbHOW  YUCTOThI
(MOHOXpPOMATUYHOCTHN).
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PucyHok 1 — CTpyKkTypHasi cxema reTepoavHHOro oOoTONpPUEMHUKA

B pesynbtaTte nHTepdepeHLMn ONTUYECKUX NOSeN reTepOAMHHONO U MPUHMMAEMOro CUrHanos
(ans yero HeobxoguMMa B3auMmHas napanfnenbHOCTb BOMHOBbIX (PPOHTOB M OAMHAKOBOCTb
nonspusaumm obenx BOMH) Ha YyBCTBUTENbHYO MMOWAAKy OTOAETEKTOpa BO3AenCcTByeT
pesynbTupyloLlee none, amnnauTyga KOTOPOro W3MEHSeTCA C pasHOCTHOM 4vacTtoton |v, —v.|. B
POTOTOKE AEeTeKTopa TakkKe BO3HWKAET COCTaBMsALWAaa Pa3HOCTHOM YaCTOThbl, BENUYMHA KOTOPOK, Kak
nokasblBaeT aHanua, onpegenseTca OpMyrion:

I, === [7RF, @)

roe B v F. — cOOTBETCTBEHHO ONTMYECKast MOLLHOCTb reTepOAMHA U CUrHana;
e — 3apsq 3NeKTPOoHa;
h — nocTtosiHHas Nnaxka;

— yacToTa konebaHWn curHana Wnu reTepoavHa (pasnuuvem Mmexagy vp U v,
MOXHO npeHebpeyb BBMAY €ro ManocTn);
ez — KBaAHTOBbIV BbIXO hoTOAETEKTOPA.
B cnyyae npuéma cnabbix curHanos F # F., 1, kak BUOHO u3 popmynbl (1), 3@ CH4ET MOLLHOCTH

rerepoanHa npouncxoaunT Kak Obl ycuneHne curHana B (*)OTO,D,eTeKTOpe. BenununHa atoro ycuneHus
—

Jd .
nponopunoHarbHa -'\II r,?(R M MOXeT OblTb BeCbMa 3Ha4YUTENBHOMN. I'Ipep,eano gonyctmmasa MOLHOCTb

retepoavHa onpegenseTca  yrpo3on neperpysku gotogeTtektopa [8] wu3-3a  ero Harpesa
reTepOAMHHBLIM U3NYYEHNEM U APYrUX NPUYMH; TUNUYHBLIE 3HaYeHust FumetoT nopagok 1072BT. LWyms
reTepoaMHHOrO MNPUEMHMKA Npu  OTCYTCTBMM oHa M pAykTyauum MOLUHOCTM reTepoanHa
ONpenensoTCs BblpaKeHNeM:

B OJaHHOM cCly4ae

By =17, —Bf, @

roe ¢ — CKOpOCTb CBETa;
A — AnuHa BOMHbI MPUHUMAEMOrO U3NYYEHNUS;
Af  — WKMpMHa YACTOTHOrO CMeKTpa aMeKTPUYECKOro curHana Ha Boixoge ®[1 (dhotogeTekTopa).

HanpsipkeHne ¢ yactoTon |v; — v, |, BO3HMUKalOLLEEe HAa CONPOTUBNEHUN Harpy3km boToaeTeKkTopa
npy NpoTeKkaHun No Hemy Toka Iz, npeacTtaBnsieT cobow curHam NPOMEXYTOYHOM 4acToTbl. JTOT
curHan obbl4HO yCUnMBaEeTCs MOCMeAYLNM YyCUNuTenemMm npoMeXYyTOYHOW 4YacToTbl, NnogBepraeTcs
OETEKTMPOBAHMIO C MOMOLLLIO PagMoYacTOTHOrO AeTekTopa (MpomexyTouyHast 4acTtota |vp — v.|.
06bl4HO UMeeT nopsigok 107 — 10° My, T.e. NeXuT B paano4acTOTHOM OunanasoHe) 1 npespallaeTcs B
curHan nepemMeHHoro Toka, dopMa KOToporo oTpaxkaeT oopmMy orMbaroLLen onTUYECKOro curHana.

B HekoTOpbIX crnyvasx 4acToTy retepoauHa BblIbupatoT paBHOW YacToTe curHana. PasHocTHas
(NMpoMexyToyHas) YacTtoTa MpyM 3TOM paBHaA HyM, a B TOke (POTOAETEKTOpa HEenocpeacTBEHHO
COOEPXKNUTCA COCTaBMslOWas, MponopuMoHanbHas amnnuTtyde, orubatollern MOAYNIMPOBaAHHOMO
ONTMYEecKoro curHana. Takon (pOTONPUEMHMK Ha3biBaeTCA TOMOOMHHBLIM; B HEM COXpPaHSAKTCS
OOCTOMHCTBa TeTEepOAMHHOro npuéma (ycunenme curHana B (HPOTOAETEKTOPE 3a CYET MOLLHOCTU
reTepoavHa 1 marnbli COGCTBEHHbIN LIYM) U OTCYTCTBYET HaAOOHOCTb B yCUIMTENE NPOMEXYTOYHOWN
YacToTbl. [OMOAMHHBIV NPUEM paccMaTPUBAETCS Kak YaCTHbIA Cnydan reTepoauHHOro npuéma.

HepoctaTtkamn reTepoanHHOroO npuvéma siIBMsiloTCA BeCbMa XECTKMe TpeboBaHWA K TOYHOCTMU
COBMELLEHNS (PPOHTOB reTepoaMHHON U CUTHANBLHON BOJIH, @ TaKKe K OTHOCUTENbHON CTabunbHOCTU
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MXx YacTtoT. Bo mHorumx NpakTn4eCKnX crny4yadax BbINOJIHEHNE 3TUX TpGﬁOBaHVIIZ OKa3blBae€TCA CIOXHbIM
Aerniom, 4To Tpe6yeT OONONHUTENbHbLIX UCCNEeOOBaHWIA B CBS3M C pas3BnTnem TEXHOIOTUM.

3 MNpenmyulecTtea nepegayn nHdopmMaLmMm ¢ NOMOLLBLIO KOrepeHTHOro npuema

MakcumanbHass CcKOpoCTb nepefadv UHOPMaUUM B KOFEPEeHTHbIX CUCTEMax CBA3U
onpegensieTcss BO3MOXHOCTSMU COBPEMEHHbIX aHanoro-umdpoBbix npeobpasosaTtenen (AL,
CKOpOCTb paboTbl KOTOpbIX AocTurna 56 6og. Ha ux ocHoBe yganochb yBenUYMTb CKOPOCTb paboThl
uncpoBbIx cucteM 06paboTkm CUrHANMOB M JOBECTU CKOPOCTb PaboThl KOFrE€PEHTHbIX MPUEMHWKOB A0
28 éog.

KorepeHTHble npueMHuKn obecneymBaloT BO3MOXHOCTb BHEAPEHUS pasfuyHbIX TUMOB
MHOroypoBHEBbIX hopMaToB MOAYNAUMM BKoyasa asoBble 1 KBagpaTypHble cdopmaTtel. Hanbonee
nepcnekTMBHbIM dhopmMaTom Ans ckopocTn nepedayn nHdopmaumm 100 6ut/c aBnsetcsa dopmar
DP—-QPSK [9]. B kaxgomM 13 gByx opToroHasribHO Nofisipu3oBaHHbIX MOTOKOB MHAhOpMaLUna nepegaeTcs
C wucnomnb3oBaHMeM 4—x ypoBHeBow pasoBon mMopynauum (QPSK). B pesynbtate B Kaxgown
nonspusaumm nepegaeTcs no 2 6uta Ha cumeorn, Bcero 4 6ut/cumeorn. MNpu cMMBOSBHOM CKOpPOCTU 28
6o obecneunBaetca OuToBasi ckopocTb 112 [6ut/c, KOTOpas pocTaTodHa Ans nepegayu
nHdopmaumm co ckopocTbto 100 '6UT/Cc N NpMMEHeHM NpeaBapuTENbHON Koppekumm owmndok ¢ 12 %
N30bITOYHOCTbIO.

B cranHgaptHon cetke DWDM (Dense Wavelength Division Multiplexing (nnotHoe
MyNbTUNNEKCUPOBAHNE C pasfeneHneMm no AnvHe BonHbl.) 50 Ty cuctembl cBasm 100 Gut/c
dopmaT moaynsaumm DP-QPSK obecneunBatoT cnekTpanbHyo adeKTMBHOCTb 2 6ut/lU. YBENUUUTL
cnekTpanbHyo 3(PEKTUBHOCTbL A0 3—X OGMT/IL MOXHO NpU MCNOMBL30BaHWMM MIIOTHOM CNEKTpanbHOWN
ceTtkn 33,3 ITu. NprMeHeHNe CNoXHbIX anropuTMOB MHOrocMMBOMbHOM 06paboTkm (MAP (Maximum
a posteriori probability (oueHka anoctepuopHoro Makcumyma) unm MLSE (Maximume-likelihood
seqguence estimation (nocrnegoBaTenbHOE OLIEHUBAHWE MO METOAY MakCMMarnbHOro npasgononobust)
NMo3BOSNIMNO OO0BECTU chnekTpanbHyto 3ddeKkTMBHOCTL A0 4—x out/c/Ty B cetke 25 lMu/c [9, 10].
Mockonbky npu mncnonb3oBaHun cetkn 33,3 U He TpebyeTca NMpMMEHEHME COXHbLIX anropuTMoB
MHorocumMmBonbHon obpaboTtkn (MAP munun MLSE), To DWDM cuctembl cesian ¢ 100 Mout/c DP-QPSK
dopmaTtomM MOAYNSALMU M CKOPOCTbIO nepepadv mHdopmauumn nopsagka 12—15 Tout/c MoryT ObiTb
peanu3oBaHbl Ha OCHOBE KOMMEPYECKW [OCTYMHbIX KOMMOHEHT C WCMOSfb30BaHUWEM Tornbko C
ananasoHa.

OCHOBHbIM [O0BOAOM B MOMb3y nepexoga OT BOMOKOHHO-ONTUYECKOM CUCTEMbI Nepenayvv
(BOCI) ¢ aHepreTMyeckMMm nNpueMom K CUCTEMaM C KOTEPEHTHbIM NMPUEMOM SBNSETCH BO3MOXHOCTb
MCMNOMb30BaHNsA pPasnuyHbIX BUAOB MHOTOYPOBHEBOW MoAynsaummn: amnnutygHon (AM), dasoson (PM),
yactoTHo (YM) M nondApu3aumMoHHOW, a Takke WX KOMOWHauMN, Hanpumep, KBagpaTypHOW
amnnutygHor mogynsumm (KAM). OTmeTum, 4TO BCEe M3BECTHble (hOTOAETEKTOPbLI AAlOT OTKMMK Ha
NOTOK (DOTOHOB N Mario YyBCTBUTENbHbLI K ONTUYECKON dha3e 1 YacToTe HeCyLLEen, a Takke COCTOSHUIO
nonapusaunn [11].

Ona onpegeneHns napamMeTpoB BeKTOpa HanNPsXXEHHOCTW 3MeKTpudeckoro nons B
MOAYNUPOBaHHOW CBETOBOW BOSMHE MNPUHUMAEMOro curHana npUMEHSIOT KOFepeHTHbIN npuem,
OCHOBaHHbIN Ha CMELUEHMM CUrHana C KOrepeHTHbIM OMOPHbIM OMTUYECKMM MOorieM co cTabunbHOM
dason oT JOMNONHUTENBHOIO NCTOYHMKA U3NYyYeHUs (reTepoanHa) U 4eTeKTUPOBaHUS nHTepdepeHLnm
ABYX OMTUYECKUX Momnen Ha dpoTouvyBcTBMTENBHOW nnowagke ®f. Peructpupyembin B pesynbraTe
KOrepeHTHoro npuema ¢OTOTOK CcoAaepkut uHdopmauuo 06 amnnutyge, Yactote u  dase
CUrHanbHOro noss.

Mo cpaBHEHUO C SHEPreTUYECKMMU MPUEMHMKAMUN NPSAMOro AEeTEKTUPOBAHUSA reTepPOANHHBbIE U
rOMOZMHHbIE MPUEMHUKN NMEIOT CriefyoLme NnpenvyLlecTsa:

- BO3MOXHOCTb 9fIEKTPOHHOW KOMMEHCauuMM XpoOMaTU4eCKOM U NonsipusalmoHHO-MOLOBOM
ancnepcuu;

- yBenuyeHue OTHOLIEHWS curHana K wWymy npumepHo Ha 3 OB gaxe no cpaBHEHMIO C
naeanbHbiM He wymawmMm O npsamoro geTekTupoBaHus. PeanbHbli BbIUMPbILW OT MCMONb30BaHUS
KOrepeHTHOro npyMema 3HaunTensHo bonblue n MmoxeT coctaBnsTb 10-15 ab;

- Manasi YyBCTBMTENbHOCTb KOrepeHTHOro npuema K HexenaternbHOMY (POHOBOMY M3MyYeHUIo.
[Mpy OoCcTaTOYHOWM MOLLHOCTU reTepoauHa reTepoanHHbIN U 0COBEHHO FOMOAUHHBIM METOAbl npuema
NO3BOMAIOT OCTUYL KBAHTOBOIO npejera AeTeKTUPOBaHuS.

HepoctaTkom KOrepeHTHOro npuvemMa sIBNSeTCA TexXHW4YecKkas CrOXHOCTb obecnedeHus
COornacoBaHnsa BOSTHOBbLIX (QPOHTOB M Monspu3alMn Ha MNoBepxXHOCTU poTtoaModa NpUHUMaemMoro
U3nNyyYeHns n n3nydeHus retepoauHa. B HacToswee Bpemsa Ana cMelwmBaHUA cUrHana u retepoamHa
MCMNOMb3YIOTCA  YCTPOMCTBA MHTErpanbHOM ONTUKWA. Bbicokme TpeboBaHuA npeabaBnsTca K
CTabUNbHOCTM YaCTOT M (a3 HECYLLMX YAaCTOT UCTOYHMKA U3MYYEHUs U reTepoamrHa.
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KorepeHTHble CUCTEMBbI CBSI3W MO3BOMSIOT peanv3oBbiBaTh Mobble MHOrOYpOBHEBbLIE hOpMaThI
Moaynsaummn, obecneumBas yBenuUeHMe CKOPOCTU nepefadnm MHPOPMaUUM B HECKONbKO pas B
3aBMCMMOCTM OT EMKOCTU dhopmarTa.

[dpyroe nNpeuMyLlecTBO KOrepeHTHbIX CWUCTEM COCTOMT B COXpaHeHuM as3oBOM U
nonsipu3aLMoHHON MHAOPMauumM OMNTUYECKOro CurHamna npu npeobpas3oBaHNM B 3MEKTPUYECKYHO
dopmy. 3TO no3BONSAET OCYWECTBMASATb MNOCTOOPaboTKy SMNEeKTPUYECKMX CUrHamnoB, BKMYas
KOMMEeHcauni XpoMaTU4eckoh U  nonsipu3auuoHHon-mopoBon avcnepcun. Criegyet  ocobo
NnoaYepkHyTb, 4YTO, Bnarogapsa Takon ob6paboTke curHanoB MOryT 6biTb aganTMBHO KOMMEHCMPOBaHbI
Takke u konebaHvsa BO BpeMEHU BENNYMHBI NOMSiPU3aLMOHHO-MOA0BON AMCMEPCUN.

B HacTosiwee Bpems Nippon Telegraph and Telephone Corporation (NTT) B coTpygHudecTBe ¢
Technical University of Denmark, Fujikura Ltd., Hokkaido University, the University of Southampton u
Coriant GmbH npogemMoHCTpMpoBanM BO3MOXHOCTb CO3[aHWsi CUCTEMbl Mepefayn cBepxbonbLumx
€MKOCTEN Ha HEeCKOMbKO COTEH KUIIOMETPOoB C ycunutensmu. OHWM MOCTPOUNM SKCMEPUMEHTANbHYHO
cucTeMy C npomnyckHown cnocobHocTeto 1 [6ut/c Ha 32-cepAuUEeBMHHOM OMTUYECKOM BOJSOKHE,
paboTatoLyto Ha pacctosiHum 205,6 km.

Takum obpa3om, 6bin yCTaHOBMEH HOBLIV MUPOBOKM peKopa No AanbHOCTU CUCTEMBI Nepeaaydn B
1 MNéwuTt/c ¢ ncnone3oBaHMEM OMTUYECKOrO YCUNUTENSA B OAHOM YacTOTHOM AguanasoHe C.

B kadecTBe OanbHeWLWIero ynydlweHUss CBOMX pe3ynbTaToB MccnegoBaTenys OTMEeYaloT, 4To
AanbHOCTb nepegayn MoxeT ObiTb yBenuyeHa B Oyaywem go 1000 km. Ons 3Toro C uenbto
YyBENNYEHNST MOMEXOYCTOMYMBOCTU HEOOXOAMMO YMEHbLUUTHL KaHambHY CKOPOCTb OMNTUYECKOro
kaHana go 510 6ut/c, Toraa noteHumMan CUCTEMbI MO3BOMMUT YBENUYMUTL PACCTOsIHME nepefadn Ao
ThICSYN KUITOMETPOB.

ObGbeanHeHVe  KOTEepeHTHOro  AeTeKTUpoBaHus € uudpoBon  obpaboTkon  CurHamnos
npeaocTaBnsieT HOBble BO3MOXHOCTW, HEOCYLLEeCTBUMbIE B OTCYTCTBME (ha3oBOM UHopmaumm o6
3MNEKTPMYECKOM MOJfie ONTMYECKoro curHana. lNoatomy mccrnemoBaTenu KOrepeHTHbIX CUCTEM CBA3M
HaJewTCcs, YTO BO3POXKAEHME CUCTEM KOTEPEHTHOW ONTUYECKOWM CBSI3W YXe B Onvkanwem Oyayuiem
o6ecneynT MHHOBALMOHHOE pa3BMTUE CYLLIECTBYIOLLMX ONTUYECKUX CUCTEM CBS3M [12].
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AL-DIWANJA

H. A. Al-Zalzly , Z.H.Myhsen

Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Khatskevich O. A .Ph.D, Assoc. Prof.

Modernization of local communication networks in the Republic of Iraqg is an extremely important
task. The relevance of this work is due to the fact that the ADSL2 + technology used by the population
no longer fully satisfies the needs of users both in terms of quality and speed. For this reason, it
becomes necessary to introduce a new network, install newer and more reliable equipment, and
introduce new technologies. Multiservice networks play a huge role as it is necessary to satisfy the
needs of customers in transferring various types of traffic and providing customers with a wide range
of services. Meanwhile, data transmission channels suitable for providing one service are not always
suitable for providing another. The increase in the volume of services provided forces operators and
providers to develop several different networks in parallel. This is costly and often involves significant
technical difficulties. The object of implementation was a multiservice local network of one of the
districts of the city of Al-Diwaniyah (Iraq). This city is a fairly typical provincial city of Iraq, located in the
southern part of the country. The modernization area includes several administrative buildings, a
school and a number of residential buildings. The number of apartments in this group of houses is
1728, the expected number of subscribers should be about 50-60%. The projected local multiservice
network should provide the ability to provide the following services:

- the interconnection of computers;

- access for users who order this service;

- - broadcasting over a local network - this service works only within the limits of our
multiservice network;

- television (iptv) for workstations in the network; - access to file servers.

It has been proposed to use Fast Ethernet and Gigabit Ethernet technologies in the area, which
will bring undeniable benefits. The projected multiservice Ethernet network, using a single channel for
transmitting data of various types of traffic, allows to reduce the variety of types of equipment, improve
the quality and bandwidth of the network, apply uniform standards and a single cabling system, and
centrally manage the communication environment to provide the most complete range of services. The
above possibilities allow to reduce the cost of designing and implementing a network, simplifies
technical implementation, and also allows taking into account the needs of a modern user. The above
possibilities allow reducing the cost of designing and implementing a network, simplifying technical
implementation, and also allowing to take into account the needs of a modern user. Zyxel switches
were chosen as SPD equipment, which made it possible to organize a secure and high-speed transfer.
Zyxel switches were chosen as SPD equipment, which made it possible to organize safe and high-
speed data transmission within the network, as well as to make reservation of connections at the core
and distribution levels. The use of this equipment provided ample opportunities for monitoring,
diagnostics, management of various network nodes, as well as automatic signaling in case of any
problems in the network. transfer of data within the network, as well as perform reservation of
connections at the core and distribution levels. The use of this equipment provided ample
opportunities for monitoring, diagnostics, management of various network nodes, as well as automatic
signaling in case of any problems in the network.

In conclusion, we can say that the proposed project of a multiservice Ethernet network in the Al
Diwaniyah microdistrict will provide users of this network with high-quality, high-speed Internet access,
as well as access to a huge volume of media content within the local network.
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Belarusian State University of Informatics and Radioelectronics
Minsk, Republic of Belarus

Khatskevich O. A .Ph.D, Assoc. Prof.

For the effective operation of corporate communication networks of logistics centers, it is
necessary to have modern protection of programs, databases and information transmission facilities.
A typical logistics center in the city of Al-Diwaniya, with branches in Baghdad, Basra and Kirkuk, was
selected as the object of the study. The research subjects of this work are the principles of
organization, operation and ways to improve the efficiency of a corporate multiservice ¢ The corporate
network of the logistic center is a complex multi-profile structure with a hierarchical management
system. Therefore, when developing a project for system integration, it is important to properly design
a network, from the reliable and correct operation of which will depend subsequently the steady
operation of the entire banking data network.

The projected network should ensure the exchange of data between the structural divisions of
the center, its branches and external organizations, the use of electronic mail. Connection to the
Internet at workplaces of all users, the possibility of using an internal information portal.

Communication network based on FTTx technology. Scientific novelty lies in the creation of a
multiservice network with the possibility of applying the proposed solutions to existing communication
networks. The model proposed in the work allows one to calculate the characteristics of the quality of
service, to assess the effectiveness of the use of FTTx technology in multiservice communication
networks. The practical value lies in the possibility of creating a corporate multiservice communication
network with minimization of costs for organization and technical operation, rational use of space and
at the same time providing the necessary level of quality characteristics, in particular, reliability
indicators.

Simulation modeling of the modernized communication network was carried out using the
Riverbed Modeler software product, which is a set of tools for creating, modeling and studying
communication networks. Allows you to analyze the impact of client-server applications and new
technologies on the network; to model hierarchical networks, multi-protocol local and global networks,
taking into account routing algorithms; evaluate and analyze the performance of simulated networks.
Also, using the package, you can check the communication protocol, analyze the protocol interactions,
optimize and plan the network. Riverbed Modeler contains a comprehensive library of protocols and
objects..

A result of the simulation, telecommunication and server equipment from Cisco and Dell,
respectively, was selected. Based on the data on the parameters of the transmitted traffic and the
network topology, the main characteristics were calculated. Taking into account the selected
equipment, the used broadband access technology and the values of the parameters obtained as a
result of the calculations, a virtual model of a multiservice communication network was developed. The
proposed communication network model meets all technical requirements and allows to fully solve the
assigned tasks.

For secure connection of geographically dispersed offices appropriate to use technology VPN
MPLS. From other technologies building virtual private networks, such as VPNs, ATM or Frame Relay,
VPN MPLS technology distinguishes good scalability, the ability to automatically configure and natural
integration with other IP services, including Internet access, Web and e-mail services.

MPLS VPN functionality can be summarized as follows:

-MPLS allows a single converged network to support both new and existing facilities, creating
an efficient migration path to IP infrastructure.

-MPLS operates over existing systems and transmission networks (ATM, Frame Relay, X. 25,
IEEE 802.3, etc).

-MPLS allows you to generate traffic. Routing data packets are carried out through the
application of technology of processing labels.

-MPLS supports the provision of services with a guaranteed quality of service (QoS). Packages
that need to be delivered with high quality, can be marked, allowing service providers to provide
certain small latency for voice and video signals in end-to-end connection.

-MPLS provides appropriate security level to make IP network the same safe as frame relay
network in WAN, reducing the need for encryption in IP networks.
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When sending confidential information, it is important to ensure a high level of reliability of
encryption. The most famous representative of the Organization's encryption technology of protective
channel in VPNSs is the technology of Internet Protocol Security (IPSec-protected IP).

The main purpose of the IPSec service is to ensure safe PD over IP networks using any link-
layer technology (PPP, Ethernet, ATM, etc.). Use Internet Protocol security (IPSec) ensures integrity,
authenticity and confidentiality of the data; its membership now includes almost 20 proposals for
standards and RFC 18.

IPSec in the following techniques:

-encryption of the original IP packet that provides secrecy of data contained in the package,
such as afield in the IP header and the data field;

digital signature IP packets that provides authentication package and source-the sender of the
package;

-encapsulate the IP packet in a new secure IP packet with a new header that contains the IP
address of the device that disguises the internal network topology.

Thus, the use of VPN MPLS based Ethernet networks with data encryption protocol , IPSEC
allows you to design a modern corporate network and create Foundation for further modeling network,
whose goal is to further optimization.

Based on the results of this study clearly visible steps of designing a modern corporate network
connection. Applying the information, you can create and optimize the performance of existing
networks, disabling network efficiency and reliability to a whole new level.

According to the comparative analysis of the simulation results, it can be said that the proposed
model of the modernized multiservice communication network of the logistics center meets all the
parameters formulated in the terms of reference. This configuration of the data transmission network
provides a high level of performance, flexibility, and also makes it possible to expand it in the future.
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NWHPOKOMMYHUKALIUA
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